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V. BESKOROVAINYI, L. KOLESNYK, D.YEVSTRAT

FORMALIZATION OF THE PROBLEM OF TRANSPORT LOGISTICS
OPTIMIZATION NETWORKS AT THE STAGE OF REENGINEERING

The subject of research in the article is the process of supporting decision-making in the tasks of optimizing closed logistics networks
at the stage of reengineering. The goal of the work is to improve the efficiency of technologies for the automated design of closed
logistics networks due to the improvement of mathematical models of multi-criteria problems of reengineering their topological
structures. The following tasks are solved in the article: review and analysis of the current state of the problem of supporting
decision-making in the tasks of optimizing logistics networks at the stage of their reengineering; decomposition of the problem of
optimization of logistics networks at the main stages of their life cycles; selection of a logical scheme of the reengineering process of
the logistics network as a territorially distributed object; development of a mathematical model of the general problem of multi-
criteria optimization of logistics networks according to indicators of economy, efficiency, reliability and survivability; selection of
models for scalar multi-criteria evaluation of reengineering options, taking into account factors that are difficult to formalize,
knowledge and experience of the decision-maker. The following methods are used: system approach, theories of systems, theories of
usefulness, theories of decision-making, system design, optimization and operations research. Results. Decomposition of the
reengineering problem was carried out on the following tasks: determination of the purpose of reengineering and the principles of
network reconstruction; network structure optimization; optimization of the topology of network elements; selection of functioning
technology; determination of parameters of elements and vehicles; assessment and selection of the best network construction option.
The general mathematical model of the multi-criteria task of reengineering the topological structures of centralized three-level
logistics networks based on the indicators of costs, cargo delivery time, reliability and survivability has been improved. Universal
functions of general utility and utility of local criteria are proposed to obtain scalar estimates for multiple indicators. Exclusion of part
of local criteria and restrictions from the general model allows obtaining models of practically all interesting problems of optimization
of logistics networks. Conclusions. The developed complex of mathematical models expands the methodological principles of
automating the processes of designing logistics networks, allows for the correct reduction of a set of effective options for their
construction for the final choice, taking into account factors that are difficult to formalize, the knowledge and experience of designers.
The practical use of the proposed complex of mathematical models will reduce the time and capacity complexity of project decision-
making support technologies, and due to the use of the proposed options selection procedures, increase their quality based on a
number of functional and cost indicators.
Keywords: logistics network; design technology; optimization; reengineering; multi-criteria evaluation; decision support.

Introduction

The efficiency of production and sales processes of
modern companies is largely determined by the quality of
their logistics, which traditionally covered the processes
from the development of sources of raw materials to the
supply of finished products to the final consumer [1 - 3].
The next stage in the development of logistics was the
management of material, financial and information flows
in supply chains. At the same time, one of the more
fundamental planning frozen in supply chain management
(SCM) is the supply chain network design (SCND) [4].
Under increasing environmental constraints, logistics
activities have encompassed the entire cycle from optimal
use of raw materials to the disposal of waste activities.
The methodology of environmental (“green™) logistics is
aimed at reducing the risks of environmental degradation
and improving the environmental and economic efficiency
of companies [5 - 6]. The reversible and closed-loop
logistics, which cover the tasks of optimization of reverse
inventory, information, money flows, are rapidly
developing within the environmental framework [4 - 7].

Changes in the nomenclature and demand for
products, location of production facilities and recycling or
disposal centers (containers, waste, substandard products,
etc.), used vehicles, expansion of the consumer network at
a certain stage leads to the need to reengineer existing
logistics networks [8]. In general, logistics reengineering
involves solving a set of tasks: determining the objectives
of the reorganization of the logistics network;

identification of operations subject to reengineering;
system analysis and development of the reengineering
option; evaluation and comparative analysis of the
proposed reengineering option; implementation of the
reengineering project. At the same time, design and
management decisions on reengineering of supply chains
(SC) in dynamic business environments should be
sufficiently flexible and viable. This, as well as the need
to take into account the reverse flows in the processes of
closed logistics, generates many new tasks that require
system formalization and development of effective
methods for their solution [9-10].

Analysis of the current state of the problem and
methods of its solution

Reverse and closed-loop logistics are considered one
of the effective means of reducing environmental
pollution and resource consumption through the recycling
and recovery of used products [11 - 13]. At the same time,
the theory of optimization of logistics networks with both
single and multiple options for recycling or recovery of
goods is being developed [14 - 15]. Regardless of the type
of structures, networks of both traditional and closed
logistics systems usually cover significant areas. Their
structural, functional and cost characteristics are largely
determined by their topology (location of production,
processing, recycling, hubs, and consumers). This feature
allows us to classify closed logistics systems into the class
of territorially distributed objects [16]. The problem of

© V. Beskorovainyi, L. Kolesnyk, D.Yevstrat, 2022
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optimizing such objects belongs to the poorly structured.
It contains a set of tasks not fully defined in terms of goals
and data, for which no technologies for effective solutions
have been designed. The methodology of structural
synthesis of such objects is based on the ideas of
aggregate-decomposition and block-hierarchical
approaches. This involves dividing the description of
closed-loop logistics systems into hierarchical levels and
aspects, and the optimization process — into groups of
procedures related to obtaining and transforming
descriptions (solutions) on the selected levels and
aspects. Subsequently, the descriptions obtained are
combined to receive generalized solutions at the
appropriate level.

Traditionally, the optimization problem for such
objects is considered as a meta-problem MetaTask e
decomposition of which establishes a set of interrelated
local problems:

Metalevel

Macrolevel

MetaTask ={Task'}, Task' ={Task'}, i=1i, I =1,n,, (1)

where Task' — set of tasks of the I-th decomposition

level; Task/ — i-th local task of the I-th level; i —
number of local tasks at the I -th level; n, — number of

levels of problem decomposition.

At the three-level decomposition scheme (fig. 1), the
tasks of system optimization of the logistics network as a
territorially distributed design object are distinguished at
the macro level [8, 10, 16]. They reflect the features of the
main stages of its life cycle and differ only in terms of

constraints: Task] — formation of network creation goals
and development of the terms of reference for its design;
Tasks — system design; Task; — network development
planning; Task; — network modernization; Tasks —
network reengineering.

Fig. 1. Decomposition scheme of the logistics network optimization problem as a regionally distributed object [16]

Optimization of transport logistics networks in the
process of reengineering at the lower level involves

solving a set of interrelated tasks (fig. 1): Taskf -
determination ~ of  reengineering  objectives and
principles of network reengineering; Task22 -

optimization of network structure; Task§ — optimization
of network elements topology (production,
processing or recycling points, hubs); Taskf — choice of

functioning technology; Task52 determination of

elements and transport means parameters; Task? —

evaluation and choice of the best option of network
construction.
In this case, each of the allocated local problem tasks

Task! , i=1,i is considered as a transformer of its input

data IniI into its output data Ou'[iI :

Task! : Inl >out], 1=1,n, i=1] .

@)

For an estimation of design decisions the
methodology of the functional-cost analysis which
assumes a maximization of efficiency of variants of

network construction P(s)— max (where S” is a set of
seS

admissible variants of network reengineering) is used. For
an estimation of efficiency in practice, the ratio of the
received effect from use of a network Q(s) and expenses

for its achievement C(s) is used [10]:

Q(s)=F(E, R,G), ®)

where E, R, G — respectively the set of network elements,

links between elements and their topologies, determining
the locations of the elements; F,, F, — some mappings

establishing the dependencies of effect and costs on the
characteristics of the network s=<E, R, G >.

Under the given constraints on the scalar
effectQ(s)>Q" and (or) cost C(s)<C" indicators, the

C(s)=F,(E, R,G),
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problem of reengineering the logistics network is formally

s” =argma{[P(s)=Q(s)/ C(s)] : O(s)> 0, C(s)<C}.

Under the condition of a single constraint on the
effect Q(s)>Q" or cost C(s)<C" indicators, problem

(4) is transformed into the problem of maximizing the
effect of using the network under given constraints on
resources:

s°:argma§1§(Q(s): C(s)<C ), (5)

or cost minimization under given constraints on the effect
of using the network:

s° =argmin(C(s): O(s)>Q"). )

Based on the decomposition of the problem (1) and
reengineering goal setting and network reengineering

principles Taskf (4), a network model of the basic

problem is created [17]. Based on this model, a logical
scheme for obtaining a design solution is created, which

will determine the order of solving local tasks of network
reengineering Task?, i =1,6 . For its construction, a tuple

of sets is defined:

presented in the following form:

(4)

where Tasks ={Task?}, i=1,6 — ordered set of network
reengineering tasks; In — set of task tuple input data
Tasks; Res — set of task constraints; DesDec — set of
options for reengineering the network; ProcDec - a
problem-solving  procedure  that  establishes a
correspondence between tuples < In,Res> and sets of

corresponding design solutions DesDec .
At that, the models of each of the logistics network

reengineering tasks Task?, i=1,6 are presented in the
following form:

ModTask? : { In%,Inj ,Res? } — DesDec?, i=16, (8)

where InZ,Ini — respectively the sets of external and
internal with respect to the set of tasks of reengineering of
the input data-network TaskZ of the i -th local task.

For the correct solution of the problems Task?,

Task?, Task?, Task? i TaskZ and information on the

solutions of previous problems is used. To obtain it, it is
proposed to use an iterative logical scheme that provides

CirDes =<Tasks, In,Res,DesDec,ProcDec >,  (7)  for cyclic implementation of procedures for generation,
analysis of reengineering options and selection of the best
among them (fig. 2).
In?, Res? In2, Res? In2; Res? InZ; Res? InZ; Res?  InZ; Res’
DesDec? DesDec DesDec? DesDec DesDec DesDec? |
1 : i 1
InDats ProcDec ProcDec ProcDec ProcDec 2 ProcDec 2 ProcDec ? iDesDec5
. In3, In 2, In2, InZ, InZ,
Fig. 2. Iterative logical scheme of reengineering a logistics network as a regionally distributed object [17]
Assessment of the properties of options for - network reliability (availability factor):

reengineering the logistics network is carried out using a
set of local cost and functional criteria (cost of goods
delivery, time of goods delivery, reliability, survivability
of the system, etc.) K(s)=[ki(s).ky(s),...kn(S)]
[8, 10]:

- costs involved ki (s)— gngrl :

ky(s)— max;
seS*

- network survivability (share of consumers who
receive cargo when its components are damaged):
ky(s)—> max.

seS*

Taking into account the constraints on cost and
functional indicators of options mathematical model of
multi-criteria problem of optimization of the logistics
network is represented in the following form:

- cargo delivery time: ky(s) — misn ;
seS*

ky(s)— min: ky(5) <Kj; Ko(s) — min:ky(s) <ky; Ks(s)— max: ky(s)>kz; k,(s)— max: k,(s)>ky, (9)
seS* seS* seS* seS*
where ki, k;,

indicators, responsiveness, reliability and survivability o
the logistics network.

k;, kZ — limit acceptable values of cost To choose the best option of network reengineering

§ from the set of admissible s°eS” in the process of
problem solution utility theory models are applied with
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the use of methods of quantitative or qualitative
estimation [18 - 20]. At the same time, it is recommended
to remove a subset of dominant (inefficient) variants of
network S construction from the set of admissible ones
[21]. After that, the choice will be made only from the set
of effective (Pareto-optimal) options:

sf=s"\s, s¥Ns=@, sfUS=S". (10)

The procedure of compilation and selection on small
sets of effective network S® reengineering options is
carried out by decision makers (designers) using methods
of multicriteria analysis, the most common among which
include AHP, MAUT, TOPSIS, PROMETHEE,
ELECTRE [22 - 23]. Each of the methods uses a different
technology to evaluate decisions, so different variants of
reverse engineering can be established as the best.
Recently, the comparator identification method, which
allows to synthesize a function for quantitative
scalar evaluation of the whole set of reengineering
variants on the basis of some revealed order on
the set of effective variants P(s), seS® has become
popular [21, 24].

The most widespread for scalar multicriteria
evaluation of options is additive convolution of local
criteria using relatively simple functions of their utility
[21, 24]:

P(S):Zijé:j(s)l
=1

&(s)={Ik;(s)—kj 1/ [k} —kj Iy, (11)

where 4; — coefficients of local criteria importance
_ m

ki(s), j=Lm, 4;20, > 2, =1; &;(s) — value of the
j=1

utility function of the j-th local criterion for the network

reengineering option s; ki, kj+ , j=1,_m — the worst

and the best value of the j -th criterion on the admissible

Hi

particular kind of function &;(s): concave, convex or

set of variants S*; — the parameter defining a

linear.

According to the results of the review of the current
state of the problem of optimization of transport logistics
networks at the stage of reengineering, it was found that:

- the existing models of the problems of
reengineering of logistics networks (1) - (8) determine
only the relationship of the tasks by variables and
parameters and do not allow to obtain quantitative
estimates of the options by a variety of functional and cost
indicators;

- problems of structural and topological optimization
of logistic networks refer to the class of multi-criteria,
have combinatorial nature, and the vast majority of
options for building networks, analyzed in the process of
their solution, are ineffective;

- there is a need to improve mathematical models of
structural and topological optimization problems of

logistic networks for quantitative assessment of network
reengineering options on the set of functional and cost
indicators.

In this regard, the aim of the article is to improve the
efficiency of automated design technologies of closed
logistics networks by improving the mathematical models
of multi-criteria problems of reengineering their
topological structures.

Research results

Let us consider the problem of optimizing a closed
logistics network with integrated centers (production and
processing points) according to the four local criteria of
economy, efficiency, reliability, and survivability. The
indicators of economy and efficiency are traditional in
solving the problems of optimization of logistics
networks, and the indicators of reliability and survivability
are important for military logistics and logistics of critical
systems [25].

The problem of reengineering the topological
structure of a centralized three-level logistics network is
considered in the formulation [8, 10]. Given: the set of

elements of the existing network 1 ={i: i:1,_n}; the
existing variant of the topological structure of the

network s’ € S”, specified by the locations of consumers,
nodes, center (coincides with the location of the element
i =1), as well as the links between consumers, nodes and

center [si'j] i,j=1,_n (si’jzl if there is a direct
connection between the elements i and j and si’j =0 -
if not); the costs of creation (upgrading), operation of
nodes ¢, i=1n implementation of transportation
Cj, I,J= 1,n , the cost of resources that can be re-used (or

sold) after the dismantling of equipment nodes and
transport means.
It is necessary to determine the best option in terms

of cost, efficiency, reliability and survivability
of the topological structure of the logistics network
°eS” (7).

The set of admissible variants of topological
structures of the centralized three-level network can be
represented in the following way:

[sil s;€{0.1} i,j=1Ln, ;=1

S={s}= (12)

The main constraints for a three-level centralized
network, presented in conditions (12): each consumer in
the network must be connected to one of the nodes or
directly to the center; more than one consumer must be
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directly connected to each node; each consumer i is
connected to terminal j by an indicator of minimum
reduced costs; each of the nodes in network j has a direct
connection to the center; the number of nodes in the

n
network is in the range 1< Y 's; <n/ 2 ; total number
i=]

of direct connections in the network structure is

n n n
> Zsij =N+Xs;.
j=Lli=j i=1

The local criterion for the cost of reengineering the
logistics network in the above designations can be

represented in the following form:

ki (s',8)= i [ci(1-sfi) s +disis; +e(1-5;) s -9i(1-5; ) sii 1+
i1

(13)

n n i
+30 > [o(1-5f ) s+ i s +e(1-55) Sf - 95 (L-5) 57 1 — min,

j=li=j
where ¢; — the cost of creating a i-th consumer-based
node; i=1n; si,
connections between elements in the existing network
s'=[s;] and in the network structure after

reengineerings = [s;; ] ; d; — given the cost of upgrading a

S;j— elements of the matrices of

i -th consumer-based node; ¢; — the cost of removing a i -
th consumer-based node in the existing network; g; — the

n n n n
ky(s)= [m?Xi;lTliSli +mi‘7~x§lfisii +max 3 > Tys; [ — ?le'*l

where t,; — time of cargo transportation from the
production center to the node at the base of the i-th
consumer; t; — time of cargo handling at the node at the

base of the i-th consumer;

from the node at the base of the i -th consumer to the j -th
consumer.

When assessing the reliability of logistics network
options, we take into account the reliability of production
equipment, node equipment, and vehicles in use. We will
assume that the equipment of the nodes of the logistics
network and the vehicles used have the same reliability. In
the local reliability criterion, we propose to use the
coefficient of network availability for the full performance
of the function of cargo delivery:

— time for cargo delivery

ky(5)=hyx (0, )@ (g )" (h, )" - max,  (15)
se

where h;, h,, hy, h, — availability coefficients of the

equipment of the center, node, transport means used

between the center and nodes, as well as between the nodes
n

and consumers; U(S)= >"S; — number of nodes in the
i=1

network.

When estimating the survivability, we will assume
that the consumers of the logistics network receive
approximately the same amount of cargo (have

&(s)=

5+(1—5)(b2+1)[1

cost of resources that can be reused after the removal of
i -th consumer-based node equipment; C; — the given
cost of transporting goods between elements i and j,
i,j=21n.

The local efficiency criterion for a three-tiered
centralized network defines the maximum delivery time to
the entire set of consumers:

i oi—ti-1 " " (1)
approximately the same weight for the sender). While
estimating the survivability of the network, we can use the
value of the share of consumers receiving cargoes in case
of single damage of its components. In this case

irrespective of the topological structure of the network,
when the center equipment is damaged k,(s)=0, and
when a single vehicle is damaged between the nodes and
the end users k,(s)=(n-1)/n. From the point of view of

survivability, the damage of a node causes the same
network losses as the damage of the vehicle between the
center and the node. Considering this, the survivability
maximization criterion, taking into account the damage of
the vehicle between the center and the nodes, as well as
the node equipment, can be represented in the following
form:

k,(s)=1 min (n-injis-isii)/n —max. (16)
1<j<n j=2i=j ! €S

To estimate the values of local criteria, we use the
most effective in terms of the complex indicator
"accuracy-complexity" function that allows to reproduce
not only linear, but also non-linear, including S- and Z-
shaped approximations. [21]:

5(b1+1)[1—[b1 / [bl +@mo <k(s)<Kka;
Ka
—{bz /(b2 +Mm,§a <k(s)<1,
1-Ka

(17)
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where §(s)=E(s); ka,a — coordinates of the glue point

of the function, O<ksa<1, 0<a<1; byb,

parameters determining the type of dependence on the two
segments of the function

To quantify the overall usefulness of options for
reengineering logistics networks on the four indicators, we
will use a universal function constructed using the
Kolmogov-Gabor polynomial [21, 24]:

4 1 4 4 4 4 4 4 4 4
P(s)=2 Z&(s)+ ZZ jG(8)(8)+ 2.2 > A&i(s)i(s)é(s)+ ZZZZ Zii&i(8)51(8)&1(8)éc(s), (17)
1 j=i i=1 j=il=j k=l

i=1 i= i i=1 j=il=j

where 4, Aj, Ay, A — weighting coefficients

assessing the mutual importance of the criteria k;(s),
kj(s), ki(s), ke(s) and their products; 0<¢&(s)<1,
i =1,m — value of the utility function of the local criterion
ki(s), i=1,m (17) for the option s SF.

It is proposed to solve the problem of optimizing the

logistics network using the combined method [21].
In the framework of this method, it is proposed not

to form a set of admissible options for reengineering S,
but in the process of generation using modifications of the
directed search method to form a subset of effective

options S® at once. The total number of possible variants

where n — the number of places of possible placement of
nodes (network consumers).

Thus, the quantity of effective variants is essentially
less and their share decreases with the growth of
dimensionality of the problem (tab. 1, fig. 3 - 4). Due to
the significant reduction of variants, subject to the
analysis, it allows to significantly  reduce
the time of solving the problem. Next, on the set of
effective variants S®, let us define a subset of variants
S’ < SF for preliminary estimation by designers [21]. On
it with the wuse of comparator identification
technology we will carry out a structural-parametric
synthesis of the function of the total utility
of the variants P(s). This will allow based on the values

of topological structures in the reengineering of a three-  p(s) to carry out the ranking of options
level centralized network for the number of . . .
terminals1<u <n/ 2 is [8]: from the set of effective S and provide the necessary
N number of them for the final choice of the
1& 1 n! decision maker.
N(n)==>Cy == —_2 12, (16)
2 u=1 2 u=1 u l( n- )
Table 1. Capacities of a subset of effective logistics network reengineering options for m=4
s 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000
‘S E ‘ 151 195 216 253 268 281 298 302 329 342
|S E 0,0151 0,0098 0,0072 0,0063 0,0054 0,0047 0,0043 0,0038 0,0037 0,0034
W 400
=
2 Ne=81,937In(N) - 614,93
E 350 E . n(N) ; ®
9 300 ‘.
S 250 et
5 200 X
£ 150 ' 3
=
=
100
50
0
0 20000 40000 60000 80000 100000 120000

Fig. 3. Relative number of effective network options for m=4

Number of valid options N
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Fig. 4. Relative number of effective network options for m=4

Based on the dimensionality of the network using the
obtained approximation of the dependence of the power of
the multiple number of effective options on the number of
valid options (fig. 3), taking into account relation (16), we
can choose the best method for solving the problem of its
reengineering. This will allow to obtain the most effective
options for reengineering of logistics networks, taking into
account the available time and computing resources
involved in design automation systems.

Conclusions

In the framework of the methodology of the system
approach, closed logistics networks are considered as
typical territorially distributed objects, the design tasks of
which are combinatorial in nature and are solved by a
variety of cost and functional indicators in conditions of
incomplete certainty of goals and data. Significant costs of
creation and operation of logistics networks need a perfect
methodology of their optimization. In order to expand the
capabilities of existing models of the problem of
optimization of logistics networks, their improvement is
proposed. The decision of the problem is made with the
use of methodology of aggregative-decomposition
approach that allows to carry out its analysis on meta-,
macro- and microlevels. The optimization procedures,
defined in this way, have been formalized for the
complexes of tasks, related to the main stages of the life
cycles of networks. They allow to obtain and transform
task descriptions with their subsequent aggregation to
obtain the best option of network reengineering.

On this basis, to optimize the network at the stage of
reengineering, an iterative logical scheme of reengineering
is chosen, which allows to jointly solve the entire set of
problems and cyclically refine the data for subsequent
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®OPMAJIZALIA MTPOBJEMU ONTUMI3ALII MEPEXK TPAHCIIOPTHOI
JIOTTICTUKU HA ETAIII PEIH’KUHIPUHI'Y

IIpeameToM OCTiIKEHHS B CTATTI € IPOLEC MiATPUMKHU IPUIAHATTS PillleHb B 33/{a4axX ONTHMi3alii 3aMKHEHHX JIOTICTHYHHX MEpex Ha eTari
peimxuHipuHaTy. MeTa poOOTH — MiIBUIIECHHS ¢()eKTHBHOCTI TEXHOJIOTIH aBTOMATH30BaHOIO IPOCKTYBAHHS 3aMKHCHUX JIOTICTHYHHX MEpPEx
32 PaxyHOK YJOCKOHAJICHHS MaTeMaTUYHHUX MOjeNed OaraTOKpUTepiadbHUX 3a/a4 PEIHKUHIPHHTY X TOMOJIOTIYHUX CTPYKTYp. Y CTaTTi
BHPILIYIOThCS HACTYIHI 3aBJAaHHA: OIS 1 aHaNi3 Cy4acHOrO CTaHy MpoOJeMH MIATPUMKH TPHHHSATTS pIillleHb B 3ajJavax OMNTHUMi3aLil
JIOTICTHYHHMX MEpeX Ha eTami iX peiHKUHIPUHTY; IEeKOMIO3HMINs MPOOIeMH ONTHMi3amil JIOTICTHYHHX MEpEX Ha OCHOBHHX eTamax ix
KUTTEBHUX LUKIIB; BUOIp JIOTIYHOT CXEMH IIPOLECY PEIHKUHIPHHTY JIOTICTHYHOI MEPEKi K TePUTOPiaIbHO PO3IOIIICHOr0 00 €KTa; po3podKa
MaTeMaTH4YHOI MOJENi 3arajbHOi 3ajadi OaraToKpUTepiaibHOI ONTHMI3alli JIOTICTHYHMX MEpPeX 3a MOKa3HHKAMU EKOHOMIYHOCTI,
OMEePaTHBHOCTI, HAIMHOCTI Ta KMBYYOCTI; BUOIp MOJENEH [UIsi CKASIPHOTO 0araTOKPUTEpPialbHOTO OLIHIOBAHHS BapiaHTIB PEIHXKUHIPHHTY 3
ypaxyBaHHAM (aKTOpiB, 0 BaXKKO MiAJaroThes (opMalrisalii, 3HaHb 1 JOCBify ocoOu, IIo mpuiiMae pilleHHS. BHKOPHCTOBYIOTBCS Taki
METOJY: CUCTeMHHMH MHinxin, Teopil cucTeM, Teopii KOPHUCHOCTI, Teopil MPUHHATTS pillleHb, CHCTEMHOrO IPOEKTYBAaHHS, ONTUMIi3alii Ta
JIOCHiKeHHS onepaliil. Pe3yiabraTn. BukoHaHna 1eKoMo3uIlisi mpoOIeMHu PeiHXUHIPHHTY Ha 3a/ladi: BH3HAYCHHS METU PEIHXXUHIPHHTY Ta
HOPUHIOUNIB NepeOyfoBH Mepexi; ONTUMI3alil CTPYKTypH Mepexi; ONTHMI3alii TONONOTil eleMEHTiB Mepexi; BHOOpY TeXHOIOril
(YHKITIOHYBaHHS; BU3HAYCHHS [IAPaMETPIiB €IIEMEHTIB i TPaHCIIOPTHUX 3ac00iB; OLIHKU Ta BUOOPY HaHKpamioro BapiaHTy HOOYIOBH MEPEKi.
VY I0CcKOHANIeHO 3arajibHy MAaTEMaTHYHY MOJIENlb 0araTOKpUTEpiaNbHOI 33[adl PeiHKUHIPHUHTY TOIMOJOTIYHMUX CTPYKTYpP LEHTPaTi30BaHHUX
TPHUPIBHEBUX JIOTICTHYHUX MEPEX 3a MOKa3HHKAMHU HABEJCHHX BUTPAT, 4acy AOCTABKH BAaHTAXKIB, HAAIMHOCTI Ta )KUBYYOCTi. J{Jst OTpUMaHHS
CKaJSIPHUX OLIHOK 32 MHOXXHMHOIO IOKAa3HHKIB 3aIpONIOHOBAHO YHIiBepcanbHI (yHKIIl 3araabHOi KOPHCHOCTI 1 KOPHCHOCTI JIOKAIBHUX
KpUTepiiB. BUKIIIOUEHHS 4acTHHHU JOKAIBHUX KPUTEPiiB Ta 0OMEKEHb i3 3arajJbHOI MOJEII HO3BOJISE OTPUMYBATH MOJENI BCIX IPAKTUYHO
LIKABUX 3a/1a4 ONTUMi3allii JOTICTHYHUX MepeK. BuCHOBKH. Po3po0ieHuii KOMIJIEKC MAaTeMaTHYHUX MOJEICH PO3LUIUPIOE METOAOIOTIYHI
3acajid aBTOMATH3aLil MPOIECIB MPOEKTYBAHHS JOTICTHYHAX MEPEK, JO3BOIISIE 3AIMCHIOBATH KOPEKTHE CKOPOUCHHS MHOKHUHU €(EKTUBHUX
BapiaHTiB iX MOOYJOBM aJI OCTaTOYHOrO BHOOpPY 3 ypaxyBaHHSAM (aKTOpiB, IO BAXKKO MiAJgaioThest (opmainizauii, 3HaHb 1 JOCBiLY
HPOEKTYBAIBHUKIB. [IpakTHYHE BUKOPHUCTAHHS 3aIPONIOHOBAHOI0 KOMIUIEKCY MaTeMaTHYHHUX MOJICIICH JO3BOIUTh 3HU3UTH YacOBY i €MHICHY
CKJIaTHOCTI TEXHOJOTH MiATPUMKH MPUAHATTS MPOEKTHHUX PIillIeHb, a 3a PaXyHOK BHKOPUCTAHHS 3alPONOHOBAHHMX MPOLEAYp BimOOpy
BapiaHTIB — MIJBUILUTH iX SAKICTb 32 MHOKHHOIO (DYHKIIOHAIBHUX 1 BUTPATHUX IOKA3HUKIB.

KnrouoBi cjoBa: JoricTiyHa Mepeka; TEXHONOTIS INPOEKTYBaHHS;, ONTHMI3alisl; PpeimKUHIPHHT; OaraToKpHUTepianbHe
OLIIHIOBAHHS; MIATPUMKA IPUHHSTTS PillIeHb.

®OPMAJIM3ALMA TPOBJIEMBI ONITUMHU3AILIAU CETEI TPAHCIIOPTHOM
JIOTUCTUKU HA OTAIIE PEUH/)KUHUPUHI A

IIpenmeTomM wmcciieioBaHUS B CTAaThe SBISICTCS MPOLECC NOAJCPKKM IPHUHSATHS pPEUICHWH B 3a7adax ONTHMHU3AIMU 3aMKHYTBIX
JIOTHCTHYECKUX CETe Ha dTarne pewmkuHUpHHTa. Lleqs paboTel — moBbimieHHE 3(PQPEKTUBHOCTH TEXHOJIOTHH aBTOMATH3MPOBAHHOTO
MIPOEKTUPOBAHUS 3aMKHYTHIX JIOTHCTHUECKHUX CETEH 3a CUeT yCOBEPIICHCTBOBAHMSA MaTEMaTHYECKUX MOJENell MHOTOKpUTEPHAIbHBIX 3a/1a4
PEMH)KMHHPHHTA MX TOIOJOTHYECKHX CTPYKTYyp. B craThe pemiatorcst ciemyromue 3ajaqu: 0030p M aHAIM3 COBPEMEHHOTO COCTOSHHS
MIpOOJIEMBI TTOIAEPKKU MIPUHSATHS PELICHUH B 3a/1aukaxX ONTHMH3ALNK JIOTUCTUYECKUX CETeH Ha 3Tale UX PEMHXHMHUPUHTA; JEKOMITO3HIIUH
Mpo0JIEeMBl ONTHMHU3AIMHU JIOTHCTHYECKUX CETe Ha OCHOBHBIX JSTallaX WX JKM3HCHHBIX IMKJIOB; BBIOOp JIOTHYECKOW CXEMBI Ipolecca
PEMH)XHHUPHHTA JIOTHCTUYECKOH CETH KaK TEPPUTOPHAIBLHO PACIPEACICHHOT0 00beKTa; pa3paboTKa MaTeMaTHYECKON MOIeNH o0Lel 3a1a4un
MHOTOKPUTEPHAIBHON ONTHMHU3AINK JIOTHCTHYECKUX CETEH MO MOKa3aTelsiM SKOHOMHUYHOCTH, OIEPaTUBHOCTH, HAJIC)KHOCTH U JKUBYYECTH,
BBIOOp MoOgeIell U CKaIsIPHOW MHOTOKPHUTEPHAIBHON OLEHKH BapHAaHTOB PEHHXHHUPHHIA C YYETOM TPYAHO(POPMAIN3yeMBIX (PaKTOPOB,
3HAaHUH W OMBITAa JIMIA, IPHHUMAIOMIETO pemeHus. Vcrmonap3yroTes clieayrolniue MeTOoAbl: CHCTEMHBIH MOJXOJ, TEOPUH CHCTEM, TEOPHHU
MOJIE3HOCTH, TEOPHM TNPHUHATHS pEIIEHWH, CHCTEMHOTO TNPOCKTHPOBAHMA, ONTHMHU3AIMM M HCCIEAOBaHUS omnepanuil. Pe3yJabTarsl.
BeimonHeHa nekoMmo3unus mpo0ieMpl peMH)KUHUPHHTA Ha 3a/1a4y: ONPEJCNICHNs e PeMH)XUHUPHHTA ¥ MPUHIUIIOB IIEPECTPONKH CETH;
ONTUMM3AIMHA CTPYKTYPHl CETH; ONTHUMM3AIMU TOIIOJIOTHH 3JIEMEHTOB CETH; BHIOOpPAa TEXHOJIOTHHM (YHKIMOHUPOBAHUS, OIPEACICHUS
[apaMeTpoB JJIEMEHTOB U TPAHCIIOPTHBIX CPEACTB; OLIEHKH M BHIOOpA HAMITYHIIEro BapUaHTa MOCTPOCHMS CETH Y COBEPLICHCTBOBaHA 00IIas
MaTeMaTH4ecKasl MOJENIb MHOTOKPUTEPHANBHOMN 3aJaull PEHH)KUHUPUHTA TOMOJOTMYECKUX CTPYKTYpP HEHTPAIN30BAaHHBIX TPEXYPOBHEBBIX
JIOTHCTHYECKHUX CETeH 110 TOKa3aTelsM IPUBEICHHBIX 3aTpaT, BPEMEHH JIOCTaBKH TIPy30B, HAJE)KHOCTH W XHBydecTH. s monydeHus
CKaJIPHBIX OIIGHOK IT0 MHOXKECTBY ITOKa3aTelied MpeaIoKeHbl YHHBEpCAIbHbIC (YyHKIMH OOIIEH MMOJIE3HOCTH U TOJIE3HOCTH JIOKAJIBHBIX
KpHuTepHeB. VICKITIOUeHHEe YacTH JIOKAIBHBIX KPUTEPUEB M OTPAaHUUCHUH U3 OOIIeH MOJENN HO3BOJISIET MONYYaTh MOJEIH BCEX HMPAKTHYECKH
WHTEPECHBIX 33Ja4 ONTUMM3ALMH JIOTUCTUYECKUX ceTeil. BbIBoabl. Pa3paboTaHHBIM KOMIUIEKC MaTeMaTHYECKHX MOJENICH paclIupseT
METOJOJIOTMYECKUE OCHOBBI aBTOMATH3aLMK IPOLECCOB MPOEKTHPOBAHMS JIOTHCTHYECKUX CETEH, MO3BOJIIECT OCYLICCTBISITH KOPPEKTHOE
COKpaIlleHHe MHOXKecTBa A(P(EKTHBHBIX BAPUAHTOB HX IOCTPOCHHS Ui OKOHYATEIHFHOTO BBHIOOpA C YYETOM TPYAHO IOJJAIOLIHXCS
(bopManm3anmK 3HaHUH U OTBITAa MPOSKTHPOBIINKOB. [IpakTHYEeCKOe HUCIIOIb30BaHUE TPEIIaraeMoro KOMIUIEKCa MaTeMaTHUECKUX MOJICNIeH
MTO3BOJIUT CHU3HUTh BPEMEHHYIO U EMKOCTHYIO CJIOKHOCTH TEXHOJIOTHH MOJICPIKKH MPUHSTHUS MIPOCKTHBIX PEIICHHH, a 32 CYET UCTIOJIb30BAHUS
MIPEUI0KEHHBIX MPOLEeyp 0TOOpa BAPUAHTOB — IMOBBICUTH UX KAaU€CTBO MO MHOXECTBY (DYHKIIMOHAIBHBIX U 3aTPATHBIX ITOKA3aTeINCH.

KuroueBble cjioBa: TOTUCTUYECKAS CETh; TEXHOJOTHUS MPOEKTUPOBAHUS; ONITUMH3ALMS; PEUHKUHUPHHT; MHOTOKpUTEpUAIbHAs
OIIEHKA; MOAJIEP)KKA IPUHATHUS pEIeHUH.

Fibnioepaghiuni onucu / Bibliographic descriptions

beskopogaiinnii B. B., Konecunuk JI. B., €sctpar . 1. ®opmanizauis npobnemMn ontuMizauii Mepex TpaHCHOPTHOI JIOTiCTHKU
Ha eTami PeimKHHIPUHTY. CYYacHuil cman HAyKosux O0CHiodceHb ma mexnonozit 6 npomuciosocmi. 2022. Ne 2 (20). C.5-13.
DOI: https://doi.org/10.30837/ITSSI.2022.20.005

Beskorovainyi, V., Kolesnyk, L., Yevstrat, D. (2022), "Formalization of the problem of transport logistics optimization

networks at the stage of reengineering”, Innovative Technologies and Scientific Solutions for Industries, No. 2 (20), P.5-13.
DOI: https://doi.org/10.30837/ITSSI1.2022.20.005




ISSN 2522-9818 (print)

ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

UDC 004.9: 519.81 DOI: https://doi.org/10.30837/1TSS1.2022.20.014

V. BESKOROVAINYI, L. KOLESNYK, M. ALOKHINA, V. KOSENKO

DETERMINING PREFERENCES IN RECOMMENDER SYSTEMS BASED ON
COMPARATOR IDENTIFICATION TECHNOLOGY

The subject of research in the article is the process of ranking objects in the lists of recommender systems. The goal of the work is to
increase the efficiency of recommender systems by improving the method of determining preferences between objects in lists using
the theory of multi-criteria decision-making. The following tasks are solved in the article: review and analysis of the current state of
the problem of identifying advantages between objects and their ranking in the lists of recommender systems; analysis of filtering
methods used in recommendation systems; decomposition of the decision support problem for selection of objects; development of a
combined method for ranking objects in the lists of recommender systems, combining the procedures for selecting a subset of Pareto-
optimal objects, structural-parametric synthesis of a scalar multi-criteria estimation model, and evaluating the entire set of selected
objects. The following methods are used: mathematical modeling, systems theory, utility theory, decision theory, optimization and
operations research. Results. Based on the results of the analysis of the modern methodology for ranking objects in the lists of
recommendation systems, the possibility of increasing their efficiency has been established. To take into account factors difficult to
formalize, the knowledge and experience of users, it is proposed to implement the determination of preferences between objects using
the theory of multi-criteria decision making. The problem of forming lists of recommendation systems is decomposed into the tasks of
selecting a subset of Pareto-optimal objects, structural-parametric synthesis of a scalar multi-criteria estimation model, and evaluating
a set of selected objects. A combined method for ranking options has been developed that combines the procedures of ordinalistic and
cardinalistic ordering technologies and allows one to correctly reduce the subsets of objects included in the lists of recommendations.
Conclusions. The developed method for determining preferences expands the methodological foundations for automating the
development and operation of recommendation systems, other multi-criteria decision support systems, allows for the correct reduction
of the set of non-dominated objects for the final choice, taking into account factors that are difficult to formalize, knowledge and user
experience. The practical use of the obtained results due to more economical method of forming lists when adding new objects will
allow to decrease the time and capacity complexity of the procedures for providing recommendations, and due to taking into account

of set of weighted local indexes and allocation of set of non-dominated objects - to increase quality of given recommendations.
Keywords: multi-criteria assessment; comparator identification; recommender system; ranking of objects; structural-parametric

synthesis.

Introduction

One of the modern trends is the rapid growth of the
range and volume of goods and services sold in the
market. On the one hand, this allows to better meet the
needs of consumers, but significantly complicates for
them the task of choosing the object (goods, services,
leisure facilities, etc.) that best meets their preferences. In
cases when a lot of objects of choice are offered, it creates
a potential problem for Internet users [1]. To avoid
information overload, consumers need to properly filter
objects, prioritize them, and provide relevant information
about them. To simplify consumers' choices,
recommendation systems are increasingly being used to
solve this problem by searching through a large volume of
dynamically received information. Due to the use of
filtering methods, they allow providing users with the
necessary personalized information about the objects that
most correspond to their preferences [2].

The information about the similarity of the
characteristics of objects or about the acts of selection of
objects by users with similar preferences is used for the
formation of suggestions in recommendation systems. The
most widespread methods for solving the problems of
recommendation formation in them are methods of
collaborative filtering, recommendations based on content
and knowledge [3 - 5]. Their main disadvantage is the
high complexity of debugging or use, which creates
problems when it is necessary to analyze information from
powerful sets of objects for a large number of users. In
addition, these methods are focused on the formation of
recommendations using generalized evaluations of

objects. To improve the accuracy of establishing user
preferences, the use of multicriteria decision-making
models and methods looks promising [6 - 9]. In this case,
it is reasonable to justify a scalar criterion of choice,
which would sufficiently fully characterize objects on the
basis of some set of contradictory local criteria [10-11].
When decision-making technologies are used in
recommender systems, the evaluation of the effectiveness
of objects can be performed on the basis of utility theory
using methods of individual or collective expert
evaluation [12 - 14]. In recommendation systems, their
users act as professionals. To form recommendation lists
using decision theory, it is necessary to identify a subset
of Pareto-optimal objects on the set of admissible objects
by local criteria, parametric synthesis of their scalar
evaluation model, and calculation of their generalized
evaluations. To implement these tasks it is necessary to
develop appropriate mathematical models and effective
methods for their solution.

Analysis of the problem and methods of its solution

Modern recommender systems use explicit (when the
user is asked to perform certain evaluations) and implicit
(when information is obtained without the user performing
evaluation actions) methods of information collection. In
the first case, the user makes a quantitative assessment of
objects, their ranking, determines the best among the
whole set or proposed pairs of objects. In the second case,
information about the user's interest in the content of the
network, their subscriptions, messages, location, etc. is
analyzed. Collaborative filtering first came into use as a
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means of combating excessive information on the Internet,
and later filtering systems began to emerge that could
automatically identify relevant opinions and aggregate
them to provide recommendations. In the simplest case,
personalized recommendations are presented as ranked
lists of items [15].

One of the key problems of recommender systems is
considered a problem of cold start [16]. Such a problem
occurs in situations of incomplete data regarding
preferences or selection of objects by new users or users
who do not regularly perform automated selection of
objects (purchase of real estate, vehicles, selection of
tourist objects, etc.). The cold start problem is usually
solved in two steps: context analysis of the input data and
collaborative filtering. The context analysis process uses
user behavior characteristics, which can be constructed
using gradient descent and represented in the form of
temporal graphs or neural network models [5]. A
disadvantage of most recommendation systems is
considered to be the use of only filters and sorting by user
evaluation without taking into account user's individual
preferences. More effective is the technology of
collaborative filtering, which involves the analysis of

object ratings received from users with similar
preferences.

In traditional formulations of the problem of
providing recommendations the set of system

usersU ={u;}, j=1m and objects of choice are

considered set O={o;}, i=1,n. In the process of
interaction with the recommendation system, users
provide information for forming a matrix of selection
objects' ratings R=[r;], i=1n, j=1m (where r; is
objecto; € O rating of user's u; €U . Taking into account

that the number of objects in modern recommendation
systems can be large, and known objects constitute a
rather insignificant fraction of them, in practice the
matrices of certain ratingsR’=[r;] are usually highly

sparse. The main function of such systems is the
establishment of prediction and recommendation for users
about new objects. Such predictions can be represented
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by orders, binary relations or numerical values P;
reflecting the value of the whole set of objects o, €O,
i=1n
recommendation is a list of the most preferred objects for
a particular user. In this case, the recommendation is a list

of the N=|O'| objects O’ O most suitable for a

for users u; €U, j=1m. In this case, the

particular user.

In practice, it often turns out that a significant
number among the objects proposed as alternatives may
be ineffective under Pareto [17-18] in their multicriteria
evaluation.

Orders on the set of recommended objects can be
presented in the following form:

0j > 0j >...>0,, 0,0j .0, €0'c 0. (8]

A binary strict advantage relation reflecting the
relative value of user objects can be represented as a set of
arranged pairs:

R(O")={<0;,0; >: 0;,0; €0’, 0; >0;}. 2

Most modern recommender systems use only filters
and sorting based on the user's score, without taking into
account the user's individual preferences. To overcome
this drawback, the technology of collaborative filtering is
used. It analyzes the ratings of objects given by users with
similar preferences (fig. 1) [19]. Due to the sparseness of
matrices R"=[r;] and their high dimensionality (as a

result of the growth of the volume of information
regarding objects and users), the use of this method in
many cases is irrational. In such cases, for practical
implementation of collaborative filtering technology it is
reasonable to use graph data model. In it, the results are
represented as sets consisting of "user-object" pairs

ujxo, j=1m, i=1n. Then for the predicted

estimates, each pair of u;xo;, j=1m i=1n will

correspond the value of the predicted user estimate.
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Fig. 1. Schemes of approaches based on the neighborhood of users and objects [19]
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In the projected graph of links
G=(V =(U,0),E). 3
Vertices are elements from the sets U :{uj}

andO'={0;}, and the edges E

corresponding tuples <u; eU,0,€0'>, j=1m, i=1n.

are set by the

The presence of an arc between the vertices of the
graph u; and o; means that the object o; € 0" will be

recommended (given a predictive score) to the
useru; eU . Each arc of the graph has a weight

corresponding to the value of the "user-object" distance
functiondyo = L(uj eU,0; €0").

Each vertex of the graph (3) corresponding to the
preferences of an individual system user u; eU has a

certain number of arcs connecting it with the vertices
corresponding to different objects of choice o; € O’. It is

equal to the number of recommendations (or forecasts)
requested by the user. Then the development of user's
prediction is reduced to finding such a graph of
connections, which will have the minimal weight of all
arcs. This will correspond to the recommendation of such
objects of choice for the user, in the graph of links the
average distance between the vertices corresponding to
them and the user will be the least.

A review of the current state of the problem of
determining benefits in recommender systems found that:

- recommender systems are most likely to be useful
to users who do not have sufficient personal experience or
competence to evaluate alternative facilities and the
reliance on recommendations from other users of the
system;

- a significant number among facilities that are
offered as alternatives may be ineffective under Pareto;

- content-based recommendations identify
similarities in features of object content, but have a strong
dependence on subject matter and limited value of
recommendations;

- collaborative filtering is a generic approach, it
generally produces better results than content-based
filtering, but has a cold-start problem in the absence of
information about user preferences;

- knowledge-based recommendations are of the
highest quality, but the development and use of such
systems is expensive;

- in its essence, recommender systems are specific
decision support systems, to improve their effectiveness,
the use of models and methods of multi-criteria decision
making looks promising.

The aim of the study is to improve the effectiveness
of recommender systems by improving the method for
determining the advantages between objects in lists using
the theory of multicriteria decision-making.

Results of the study

To increase the accuracy of user advantage
determination, we use a mathematical apparatus to

determine on the set of acceptable subsets of Pareto-
optimal objects by local criteria, parametric synthesis of
their scalar evaluation model, calculation
of  their  generalized evaluations and their
ordering [17 - 18].

At the first stages of formalization the essence of the
problem of choosing the best user object can be
represented by a logical statement «it is necessary to

findo® " or formally <—,0° > (where 0° € O is the best

user object from the set of considered ones). At that, the
situation of choosing the best object d is usually not
clearly defined (formally <d,—>). To proceed to the
choice problem <d,o0° >, let us decompose the problem
into a set of problems of the form: “"given <d,—>,
<d,0®>" or <—,0° >,

necessary "given

necessary < d,o® >", i.e..
<<d,—>,<d, 0’ >, <<—,0°>,<d,0°>>. (4)

The main tasks in the development of
recommendation systems obtained as a result of
decomposition of the decision-making problem (4) are:

Tasky _ allocation of the set of admissible objects

O={o}, i= 1n satisfying the set of restrictions on the
set of local criteria k;(0;), 1=1,p; Task, — allocation of
a subset of effective (Pareto-optimal) objects on the set of
local criteria OF c O Task; — ranking of objects
0; € OF.

It is known that in practice a significant part among
the objects of multicriteria choice O ={o; }, i=1,n, the
information about which is in the system, can be
dominated [17 - 18]. Relative to them there are objects
best simultaneously on all quality indicators k,(o;),
I=1p.

An object of choice o € O belongs to a subset of
non-dominated (Pareto-optimal, efficient) OF c O if

there is no object for which the inequalities are fulfilled:

P, (B

ki(0;)>k (oF),if k(o) —>max, |=1
=Lp (6)

ki(0; )<k (oF),if k(0 )— min, |

and at least one of them was strict.
The results of experimental studies for uniform
distribution of object characteristics in the space of local

criteria k;(0; ), | = 2,7 showed that: the powers of Pareto-
optimal object subsets |OE| depending on the number of
local criteria p and the powers of the sets of admissible
objects |O| have a stable tendency to growth, and the

relative  sizes of Pareto-optimal object subsets
| ol |/| o] | have a stable tendency to reduction (table 1,

fig. 2).




Cyuacnuti cmamn HayKo8ux 00CIIONCeHb ma mexnono2it 6 npomuciosocmi. 2022. Ne 2 (20)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Table 1. Relative power of a subset of Pareto-optimal objects

Number of objects of choice, n
P 10 20 30 40 60 70 80 90 100
2 0,200 0,150 0,133 0,100 0,100 0,083 0,071 0,075 0,078 0,080
3 0,400 0,300 0,233 0,225 0,160 0,150 0,286 0,275 0,278 0,260
4 0,600 0,450 0,400 0,350 0,240 0,317 0,400 0,350 0,300 0,280
5 0,700 0,600 0,500 0,650 0,580 0,567 0,500 0,475 0,422 0,430
6 0,900 0,750 0,767 0,725 0,700 0,683 0,600 0,575 0,656 0,630
7 1,000 0,900 0,933 0,900 0,840 0,783 0,729 0,713 0,722 0,710
O_n Fhis basis, usipg the method of even compar_isons, A
Cbjects of choice s proposed [17]. To further reduce the P0)=2 A4 (0). ®

set of non-dominant objects and to compose them, it is
proposed to use the idea of the combined method [18].

Its use implies that each object of choice o, € OF is

assigned a scalar estimate of its generalized utility,
reflecting its value for the user P(o;):

0, >0; <> P(0;)> P(oj), @
the value of which will determine the ordering of the whole

set of objects: 0; > 0j >...>>0,, 0;,0j,..,0,€0'cO.

For quantitative scalar estimation of generalized
utility of objects the classical additive convolution of local
criteria can be used [17 - 18]:

1.000
0.800
0.600
0.400
0.200
0.000

=(0.000-0.200 m0.,200-0.400

Fig. 2. Relative power of a subset of Pareto-optimal objects

The user of the system by the results of the analysis
of proposals among the Pareto-optimal objects on the set
of local criteria k(o;), I=1,p determines its
advantages. In the easiest case, he chooses the best object

0° € OF in his opinion. This choice corresponds to the
binary relation of the strict advantage of this kind:

R(OF)={<0%,0, > 0°0, €OF, 0°>0;}. (10)

In general, using quantitative or qualitative
estimates, the user can set the order among the non-
dominant objects offered to him:

60

= 0.400-0.600

&(0)=[(k(0)—k )/ (k' =k )I*, 1=1,p, (9)
where 4, I=1,p — parameters that characterize the
importance of the individual properties of the object of

P
choice ki(0;), 4 =0, > 4 =1 for the user; &(o;) —
1=1
value of the utility function of the local criterion value
k(o;); k", ki, 1=1,p — best and worst values of the
| -th local criterion; g, — parameter determining the type
of dependence (9): linear, convex or concave.

70
80 90 2

m(0.600-0.800 m™(0,800-1.000

0j = 0j >...= 0z, 0j,0],..,0, e OF.

J (11)

or determine the advantages among the pairs of objects
offered for comparison:

R(OF)={<0;,0; > 0,,0;€0%, 0,>0;}. (12

On the basis of the established relation of strict
advantage (10), (11) or (12) let us make a system of
inequalities of the form:
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P(0;,4)>P(0;,4), <0;,0; > R(OF), iz1 =1, 4 >0, (13)
1=1

where A =[4,4,,...4,]— vector of model weighting

coefficients (8).
The problem of parametric synthesis of the model (8)
consists in determining the coordinates of the

vector A=[4 1", corresponding to the established

system of inequalities (13), as well as the condition of its
normalization.

If the user preferences (10), (11) or (12) are non-
contradictory, the system (13) can have many solutions.
To regularize the problem, it is proposed to reduce the
process of its solution to the search for its Chebyshev
point [17 - 18]. In this case, if the user-defined binary
relation (10), (11) or (12) is consistent, the system of
inequalities (13) will be compatible. Then the resulting set
of model parameters A=[4;,4,,...4,]1 (8) will be as

stable as possible to probable changes in user preferences.

Table 2. Characteristics of user choice objects

Using the set parameter A=[4,4,,..,4,] values,
let's calculate the value of the generalized value function
(8) of the proposed user objects of the recommender
system P(o,), o, € OF . On the basis of obtained values
of parameters A=[4,4,,.,4,] and properties of

objects set by values of local criteria k(0;), I = 1,p the
correct orders will be formed when changing a set of
objects of choice for the user of the system O={o;},
i=1,n.

Let us consider the problem of putting in order 8
objects of the recommender system by solving the
problem using the general utility model (8). Each of the
objects is estimated by four local criteria k,(o; ) > max,
I=1,4 ona ten-point scale. Let's calculate by relation (9)
the value of utility functions of local criteria &(o;),

=14 for y =1 (table 2).

0; k(0;) ko (0;) ks(0;) ke(0;) & (o) 210D &5(0;) ALY P(0;)
0, 8,51 9,74 5,95 9,78 0,851 0,974 0,595 0,978 0,8692
0, 9,26 7,07 7,91 9,43 0,926 0,707 0,791 0,943 0,8346
04 9,72 8,86 8,45 5,93 0,972 0,886 0,845 0,593 0,8296
0, 9,58 7,01 7,87 8,78 0,958 0,701 0,787 0,878 0,8244
05 6,51 8,62 7,89 9,65 0,651 0,862 0,789 0,965 0,8193
05 7,99 9,15 9,02 4,35 0,799 0,915 0,902 0,435 0,7692
o, 4,58 8,34 9,75 8,17 0,458 0,834 0,975 0,817 0,7639
0Og 9,84 5,25 3,51 8,15 0,984 0,525 0,351 0,815 0,6743
04 5,19 8,38 6,95 4,97 0,519 0,838 0,695 0,497 0,6488
019 8,92 0,62 8,19 8,51 0,892 0,062 0,819 0,851 0,6072
0y, 9,81 7,67 2,75 2,16 0,981 0,767 0,275 0,216 0,5919
0, 9,89 3,45 3,06 6,32 0,989 0,345 0,306 0,632 0,5666

Let the user, based on his preferences, determine the
order of the form (11) on a given set of objects:

01 >0y =03 =0y > 05 >0 > 07 > 0g . (14)

4 4 _
77](/1)5211 (o )—2/11 §(05)>0,<0;,05 >€ R(OF),j=17,
I=1 I=1

4
ne(A)= 4 =1, 420, 1=
1=1

Stable estimates of the wvector of model
parameters A =[4;,4,,43,.4,]1 (8) is a solution of the
problem of searching the Chebyshev point [17 - 18]:

ni(A)+45 >0, j=1.7,

4
7(A)=D A =1, 420,
=1

As — min.

=14, (16)

To solve the problem of parametric synthesis of the
general utility model (8) by the method of comparator
identification, let us make a system of inequalities and
equations (13) and reduce the process of its solution to the
search for its Chebyshev point:

(15)

14,
The solution of problem (16) will be a vector of
weight coefficients of local criteria.

A =1[0,250; 0,314; 0,198; 0,238] . The values of the
generalized value function (8) of the objects P(o;),
i=1,8 calculated on their basis fully correspond to the

user's preferences (14). Using the obtained values of
weighting coefficients, the estimates P(0;) of new
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objects i=9,12 added to the system are calculated. On

the basis of the expanded table on the basis of the
necessary number of objects in the list and values of the
function of the generalized value, the new list of
recommendations is formed (tab. 2).

According to the results of experiments, it was found
that the proposed method of order formation based on
comparator identification technology has lower temporal

p P D
P(0,)=> 4&(0)+ > D 24&i(0, ) (0,)+ Y

j=1 j=1k=j
where 4;, 1y, 1jq — weighting coefficients assessing the
mutual importance of local criteria k;(0; ), k;(0;), k(0;)
and their products; 0<¢&;(0;)<1, j=1,p — value of the
utility function of the local criterion k;(o,), j=1,p for

an object from the set of non-dominant o, € OF .

Model (14) is universal and allows to describe all
possible advantages of the system users. Its special case

under A, =0, Ay =0, jkl=1p is the classical

additive model of scalar multicriteria estimation (8). In
addition, the accuracy of determining user benefits of
recommender systems based on models (8) and (14) can
be improved by using universal utility functions that allow
to realize both linear and nonlinear (including S- and
Z-shaped) dependences on the wvalues of local
criteria [20 - 22].

The proposed method allows to take into account the
set of object characteristics defined by the values of local
criteria, has a lower time complexity than the method of
collaborative filtering, allows to take into account the
advantages of users of recommender systems more
accurately, provide recommendations only to those objects
that belong to the Pareto-optimal set and on this basis
improve the quality of orders of proposals formed for
them.

Conclusions

According to the results of the review of the current
state of the problem of determining benefits in
recommender systems, it was found that they use
information about the similarity of the characteristics of
objects or the acts of selection of objects by users with
similar preferences to form suggestions. Existing methods
for providing recommendations based on content,
collaborative filtering, and knowledge use only
generalized evaluations of objects and have relatively high
temporal complexity. At the same time, it is known that a
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BU3HAYEHHS TIEPEBAT Y PEKOMEHJAIIMHUX CUCTEMAX HA OCHOBI
TEXHOJIOI'TI KOMIIAPATOPHOI IIEHTU®IKAIIII

IIpeameroM AOCTIKEHHS B CTATTI € MPOLEC PAH)KYBaHHS 00’€KTIB y CIHCKaX PeKOMEHAAIiHUX cucteM. MeTa poOOTH — MiJBHILICHHS
e(CKTUBHOCTI PEKOMEHAAUIHHAX CHCTEM 3a paxyHOK YJOCKOHAJCHHS METOAy BHM3HA4YCHHS IepeBar MK 00’€KTaMH Yy CIHMCKax 3
BHUKOPHUCTaHHSAM TEOpil MPUUHATTS OaraTOKpUTepiaJbHUX pillieHb. Y CTATTI BUPILIYIOTHCS HACTYIHI 3aBJAHHS: OV i aHAJI3 Cy4acHOro
cTaHy npoOJieMH BCTAHOBJICHHs MepeBar MK 00’€KTaMy Ta IXHBOTO PaH)KYBaHHS Yy CIIMCKAaX PEKOMEHIAIIMHUX CHCTEM; aHalli3 METOJIB
¢inpTparnii, MO0 BUKOPHCTOBYIOThCS B PEKOMCHJIAIINHUX CHCTEMax; JCKOMIIO3UILIS NPOOIeMU MiATPUMKU NPUHHATTS PilleHs 3 BHOODY
00’€KTiB; po3poOKka KOMOIHOBAaHOTO METOJY PAaH)XyBaHHS O0’€KTIB y CIMCKaX PEKOMEHJALIMHUX CHUCTEM, SKUi 00’€IHye TMpoLeIypu
BUUJICHHS NiZIMHOKUHH [lapeTo-onTuManbHUX 00’€KTIB, CTPYKTYPHO-APaMETPHYHOTO CHHTE3Y MOJEII CKaJSIPHOrO 0araToKpHUTepiaabHOTO
OIIHIOBAHHS Ta OLIIHIOBaHHS BCi€l MHOXKMHH BUIUICHHX 00’€KTiB. BUKOPHUCTOBYIOTBCS Taki METOAM: MaTeMAaTHYHOTO MOJEIIOBAaHHS, TEOPil
CHCTEM, TeOpii KOPHCHOCTI, Teopii MPUHHATTS pillleHb, ONTHMi3alil Ta AOCIiLKeHHS omepauiil. Pe3yasTaTu. 3a pesynbraTaMu aHaIi3y
Cy4acHOi METOJOJIOTii paH)XyBaHHS O0’€KTIB Yy CHHCKax pPEKOMEHIALIHUX CHCTEM BCTAHOBJICHA MOXJIMBICTH IiJBHILEHHS IXHBOI
epextuBHOCTI. Jlnst BpaxyBaHHsAM (DAaKTOpIiB, IO BaXKO MiAAat0Thes (opmamizailii, 3HaHb i JOCBILy KOPHCTYBadiB 3alpOIIOHOBAHO
peanmidyBaTH BH3HAYCHHsS MepeBar MiX O00’€KTaMH 3 BHKOPUCTAHHSAM TeOpil NPUIHATTS OaraToKpuTepialbHUX pilleHb. BukoHaHa
JICKOMITO3HIIisl poOJaeMH (OPMyBaHHs CHHCKIB PEKOMEHJAIIHHMX CHUCTEM Ha 3a/adi BUIUICHHS MiAMHOXHHH [lapeTo-onTuManbHuX
00’€KTIB, CTPYKTYPHO-TIAPAMETPHUYHOTO CHUHTE3y MOJENi CKAISIPHOTO OaraTOKPUTEPIalbHOrO OLIHIOBAHHS Ta OIIHIOBAaHHS MHOXHHU
BHILICHHX 00 €KTiB. PO3po0seHo KOMOIHOBaHMI METO PaH)XyBaHHs BapiaHTIB, SIKHH 00 €IHYE MPOLEAYPH TEXHOJIOTI OPANHATICTHYHOTO
Ta KapAWHATICTUYHOTO BIOPSIKYBaHHS Ta JO3BOJSE KOPCKTHO CKOPOUYBATH IIAMHOXHH OO’€KTiB, IO BKIIOYAIOTHCS 1O CIIUCKIB
pexoMmeHariii. BucHOBKH. Po3poOicHuii MeTos BCTaHOBICHHS IepeBar PO3LIMPIOE METOMOJIOTIYHI 3acajy aBTOMATH3alil IpoIeciB
PO3pOOKH Ta EKCIUTyaTallii peKOMEHIAUIHHUX CHCTEM, IHIIMX CHUCTEM MiATPUMKH MPHUHATTS OaraTOKpUTEpialbHHUX PIlICHb, I03BOJISIE
3MIHCHIOBATH KOPEKTHE CKOPOYCHHS MHOXHHM HEJIOMIHOBAHHMX O0’€KTIB Ul OCTATOYHOrO BHOOPY 3 ypaxyBaHHSIM (aKTOpPIB, HIO BAXKO
nignaoTbes (opmanisanii, 3HaHb 1 JOCBiLY KopucryBauiB. [IpakTHuHe BHKOPHUCTAHHS OTPHUMAHUX pE3YJbTATIB 3a pPaxyHOK OLIbII
€KOHOMHOTO MeTOay ()OpPMYBaHHS CIIMCKIB IPU J0JaBaHHI HOBHX O00’€KTIB JO3BOJINTH 3HM3UTH YacOBY W €MHICHY CKJIQJHOCTI MPOIEIYp
HaJlaHHA PEKOMEHJAlil, a 32 PaxyHOK BpaxyBaHHS MHOXHHM 3Ba)KEHHMX JIOKAIbHUX IOKA3HHMKIB 1 BUIUICHHS MHOKHHU HEJOMiHOBaHUX
00’€KTIB — MiBUIIUTH SKICTh PEKOMEHALIH, 10 HaJAI0ThCS.

KunrouoBi ciioBa: GaratokpuTepiaibHe OLIHIOBAHHS; KOMIIApaTOpHA iIeHTH(IKAIisl, peKOMEeHaIiiiHa CHCTeMa; PaHKyBaHHS
00’€KTiB; CTPYKTypHO-IIApaMETPUIHHI CHHTE3.

ONPEJEJEHUE ITPEANNOYTEHU B PEKOMEHJIATEJIbHBIX CACTEMAX HA
OCHOBE TEXHOJIOI'MX KOMITAPATOPHOU UJEHTU®UKALINU

IIpeameTom HcciIenoBaHMS B CTAThE SIBJISETCS MPOLECC PAaHKUPOBAHUS OOBEKTOB B CIHMCKAaX PEKOMEHIATENbHbIX cucteM. Llejab paGoTsl —
MOBBIMECHNE 3(P(HEKTHBHOCTH PEKOMEHIATENBHBIX CHCTEM 3a CYET YCOBEPIICHCTBOBAHHMS METOJA OIPEICICHUS IPEINOYTCHUI MEeXIy
00BEKTaMH B CHHCKax C HCIOJIb30BAHUEM TEOPUH IPHUHATHS MHOTOKPUTEPUAJbHBIX PEIICHUH. B cTaThe pelnaroTcs ciepyrolmue 3aiauu:
0030p M aHaJIN3 COBPEMEHHOTO COCTOSHHMS NMPOOJIEMBI ONpPEIENICHUs MPEANOUTeHUH MEeXAy OOBEKTaMHM M UX PAH)KHUPOBAaHUE B CITHCKaX
PEKOMEHIaTENBHBIX CHUCTEM; aHAIN3 METOJNOB (PHMIBTPAIMH, UCIIOJIB3YEMbIX B PEKOMEHAATEIBHBIX CHCTEMaX; JCKOMITO3HMIUS HPOOJIeMBI
TTOJICPXKKYU TIPUHSTUSL PEIICHUI M0 BHIOOPY OOBEKTOB; pa3paboTka KOMOWHHPOBAHHOTO METOJAa PAaH)XXUPOBAHUS OOBEKTOB B CITHCKAX
PEKOMEHJATENbHBIX CUCTEM, OOBEIUHSIONIEr0 MNPOLEAYpPbl BBIJICICHUS TOIMHOXKECTBAa [lapeTo-onTHManbHBIX OOBEKTOB, CTPYKTYpPHO-
MapaMeTpPUUECKOr0 CHHTE3a MOJEIN CKAIIPHOTO MHOTOKPHUTEPHAILHOTO OLEHHBAHMS M OLICHKH BCEr0 MHOXKECTBA BBIJICICHHBIX OOBEKTOB.
Hcnonb3yioTes cleyronye MeToAbl: MaTeMaTHIECKOr0 MOJIEIMPOBAHUS, TEOPUU CHUCTEM, TEOPHU TI0JI€3HOCTH, TEOPUH IIPUHATUS PELICHUH,
ONTHMH3AIMU U UccleioBanus onepanuii. Pesyabrarsl. [To pe3ynpraTam aHanm3a COBPEMEHHOH METOJONIOTHH PAH)KMPOBaHHS OOBEKTOB B
CIHMCKAaX PEKOMEHIATENbHBIX CHCTEM YCTAHOBJIEHa BO3MOXKHOCTH MOBBIMICHUS HMX d(¢dextuBHOCTH. [N ydera TPYAHO IOJIAFOIINXCS
(dopmanuzanuy GpakTopoB, 3HAHUI M OIbITA I10Jb30BATENEH NPEIIOKEHO PEeaIn30BaTh ONpeeIeHHue TPeNoUTeHUI MeXIy OOBEKTaMH ¢
WCTIOJIE30BAHUEM TEOPUH IPHHSATHS MHOTOKPUTEPHUANIBHBIX pEIIeHHH. BEIMonHeHa IeKoMIo3unus HpoOsieMbl (OPMHUPOBAHHS CIHCKOB
PEKOMEHIaTeNbHBIX CHCTEM Ha 3aJaud BbIJEJCHHs IOJMHOXECTBA [lapeTo-OnTUMalbHBIX OOBEKTOB, CTPYKTYPHO-TApPaMETPUYECKOTO
CHHTE3a MOJENN CKAJLIPHOTO MHOTOKPUTEPUAJIBHOTO OLCHMBAHUS W OLICHKM MHOXKECTBA BBIICICHHBIX 00BeKTOB. Paspabortan
KOMOWHHMPOBAHHBII ~ METOJI  PAaH)KUPOBAaHHMS  BapUAaHTOB, OOBCAMHSIOMIMN  IMPOLEAYpHl  TEXHOJNOTMH  OPJMHAIMCTUYECKOTO H
KapIMHAJUCTHYECKOTO YIMOPSJOYCHHS W TIO3BOJSIFOIIMK KOPPEKTHO COKpaliaTh MOAMHOXKECTBa OOBEKTOB, BKIIIOYAaEMBIX B CIIUCKH
pexomeHganuii. Pa3spaboTaHHBI METOJ ONpeNesIeH s MPEANOYTeHHH pacIIUpsieT METOZOJOTNYECKHEe OCHOBBI aBTOMATH3AIMU IMPOLECCOB
pa3paboTKM W S3KCIUTyaTallM PEKOMEHIATENbHBIX CHCTEM, APYTMX CHCTEM MOJJEPKKH TNPHHATHS MHOTOKPHTCPHANBHBIX PEIICHHH,
M03BOJIET BBIBOABI. OCYIIECTBIISATE KOPPEKTHOE COKPAICHUE MHOXKECTBA HEJOMHUHHUPOBAHHBIX OOBEKTOB JUISI OKOHYATEJILHOTO BbIOOpa C
YYETOM TPYJHO MOJIAIOIIUXCs (opmanu3anuy (GakTopoB, 3HaHHI M OmbITa Moyib3oBaTened. [IpakTHueckoe HCIONB30BAaHUE MOJYYEHHBIX
Ppe3yJIbTAaTOB 3a cueT GoJiee IKOHOMHOTO MeTo1a (POPMHUPOBAHHUS CITUCKOB MPH TOOABICHUH HOBBIX OOBEKTOB MO3BOJIHUT CHU3UTH BPEMEHHYIO
U €MKOCTHYIO CJIOXKHOCTH MPOLELYp MPEIOCTaBICHHUs] PEKOMEHIAMH], a 32 CUeT y4eTa MHOXKECTBa B3BEIICHHBIX JIOKAIBHBIX TTOKa3aTeNel u
BBIJICJICHNS] MHOYKECTBA HEJOMUHUPOBAHHBIX OOBEKTOB — IIOBBICHTH KAYE€CTBO MPEJOCTABIIEMBIX PEKOMEH IAIINH.

MHOTOKPHTEpHATIbHOE OIICHUBAHKE, KOMIApaTopHas HICHTH(HUKAINS, pEKOMEHIATEIbHAS CUCTEMA; PAaH)KHPOBaHHE OOBEKTOB
KuioueBble ci10Ba:; CTpYKTypHO-TITapaMETPUUECKUI CUHTES.
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CRYPTO-RESISTANT METHODS AND RANDOM NUMBER GENERATORS IN
INTERNET OF THINGS (I0T) DEVICES

Subject of research: crypto-resistant methods and tools of generating random sequences and hardware support of cryptographic
transformations in 10T devices. The aim of the article is to study crypto-resistant methods and tools for generating and testing random
sequences suitable for use in 10T devices with limited resources; determination of circuit implementations of random sequences
hardware generators; formation of conclusions on the use of random number generators (RNG) in cryptographic protection systems of
the 10T network. The article solves the following tasks: analysis of methods and hardware for generating random sequences to protect
10T solutions with limited resources; identification of safe and effective technologies for the implementation of RNG; classification of
RNG attacks; analysis of the shortcomings of the practical use of statistical test packages to assess the quality of random sequences of
RNG; evaluation of the speed of cryptoaccelerators of hardware support for cryptographic transformations; providing practical
guidance on RNG for use in resource-constrained 10T devices. Research methods: method of structural and functional analysis of
RNG and 10T devices, cryptographic methods of information protection, methods of random sequence generation, method of stability
analysis of systems, methods of construction of autonomous Boolean networks and Boolean chaos analysis, methods of quality
assessment of random sequences. Results of work: the analysis of technologies and circuit decisions of hardware RNG on
characteristics: quality of numbers’ randomness and unpredictability of sequences, speed, power consumption, miniaturization,
possibility of integral execution; providing practical recommendations for the use of RNG in cryptographic protection systems of the
10T network. The novelty of the study is the analysis of methods and hardware to support technologies for generating random
sequences in the system of cryptographic protection of 10T solutions; classification of attacks on RNG and features of protection
against them; identification of effective RNG technologies and circuit solutions for use in low-power 10T devices with limited
computing resources; providing practical recommendations for the use of RNG in cryptographic protection systems of the loT
network. The analysis of technologies and circuit solutions allowed to draw the following conclusions: protection of 10T solutions
includes: security of 10T network nodes and their connection to the cloud using secure protocols, ensuring confidentiality, authenticity
and integrity of loT data by cryptographic methods, attack analysis and network cryptographic stability; the initial basis for the
protection of loT solutions is the true randomness of the formed RNG sequences and used in algorithms for cryptographic
transformation of information to protect it; feature of 10T devices is their heterogeneity and geographical distribution, limited
computing resources and power supply, small size; The most effective (reduce power consumption and increase the generation rate)
for use in loT devices are RNG exclusively on a digital basis, which implements a three-stage process: the initial digital circuit,
normalizer and random number flow generator; Autonomous Boolean networks (ABN) allow to create RNG with unique
characteristics: the received numbers are really random, high speed — the number can be received in one measure, the minimum power
consumption, miniature, high (up to 3 GHz) throughput of Boolean chaos; a promising area of ABN development is the use of optical
logic valves for the construction of optical ABN with a bandwidth of up to 14 GHz; the classification of known classes of RNG
attacks includes: direct cryptanalytic attacks, attacks based on input data, attacks based on the disclosure of the internal state of RNG,
correlation attacks and special attacks; statistical test packages to evaluate RNG sequences have some limitations or shortcomings and
do not replace cryptanalysis; Comparison of cryptoaccelerators with cryptographic transformation software shows their significant
advantages: for AES block encryption algorithm, speeds increase by 10-20 times in 8/16-bit cryptoaccelerators and 150 times in 32-
bit, growth hashing of SHA-256 in 32-bit cryptoaccelerators more than 100 times, and for the NMAS algorithm - up to 500 times.

Keywords: Internet of Things; random number generator; cryptocurrency; cryptanalysis; cryptographic keys; encryption;
hashing; Autonomous Boolean Networks; Boolean chaos; statistical tests; cryptoaccelerators.

Introduction

The Internet of Things (loT) is a major IT
development trend that contributes to societal
development in the areas of human life services, public
safety, medical services, industrial process management,
transportation, competitiveness and business productivity.
The interconnection of 10T nodes connected to the
network negatively affects the overall level of security and
crypto-resistance of the system. This problem is
exacerbated by factors of mass, heterogeneity in the
structure of the devices involved, limited computing and
energy resources, the automation of connecting 10T nodes
to the network, gullibility from the users and protection of
their personal data and privacy. Problems of security are a
major restraining factor in the use of 10T technologies.

Protecting 10T solutions includes securing loT
network nodes and their connection to the cloud using
secure protocols, confidentiality, authenticity and integrity
of data during transmission, processing and storage on the

10T network, as well as resistance to physical and virtual
attacks. Main properties of information (confidentiality,
authenticity and integrity) are preserved by cryptographic
methods, such as data encryption and data hashing using
cryptographic keys.

High-performance  information  systems  are
manufactured on general-purpose microprocessors with
significant processing power, large memory capacity and
power-intensive supply. Along with this, for embedded
loT systems the computing power, power consumption,
size and price are limited. There is a problem of
implementation of widespread cryptographic algorithms
(AES, SHA, HMAC, RSA, DH, ECC, etc.) in embedded
10T devices.

In turn, the generation of cryptographic keys is based
on the unpredictability of random sequences of numbers
generated by LFO. That is, the initial basis for the
protection of 10T solutions is the true randomness of LFO
number sequences. Therefore, the problem of information
protection in 10T devices is related to the simultaneous
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optimization of the level of security of HFSCs, their
productivity and price under the above-mentioned
constraints. In addition, a characteristic of loT devices is
their heterogeneity and geographical distribution.
Consequently, the generation of random sequences by
software using a deterministic algorithm in high-
performance microprocessor systems does not ensure the
proper quality of these sequences. Such sequences are
pseudorandom, which means that the possibility of their
predictability grows, and, as a result, the crypto resistance
of the systems decreases.

To overcome the above-mentioned problems, a wide
range of technical solutions for generating truly random
sequences using hardware HFOs using physical sources of
unexpected noise, including quantum processes or
Boolean chaos in digital circuits is implemented.
Specialized hardware components (cryptoaccelerators) are
created in general-purpose microcontrollers of different
families, significantly accelerating random sequence
generation and execution of existing cryptoalgorithms.
Such specialized modules are effective for securing loT
solutions and are a critical trend in loT deployments in
resource-constrained environments.

Analysis of the literature. Analysis of scientific and
technical literature shows that in recent decades a large
number of elementary pseudorandom number generators,
which include linear congruent generators, Fibonacci
generators with delay [1], was developed and investigated.
Many years of research led to the conclusion that all of
them are not crypto-resistant and can be part of the
shapers of pseudorandom sequences. The most successful
such generators in terms of cryptography are considered in
detail in the work of Bruce Schneier [2]. Over time,
algorithms that seemed previously reliable find new
weaknesses. For this reason, in the process of
development of cryptographic protocols there is a question
of finding new engineering solutions to build effective
crypto-resistant generators, free of the identified
weaknesses.

In contrast to other engineering problems, the
development of a new random number generation
algorithm is different in that a reliable answer to the
question about the effectiveness of the found solution may
appear some time later, when an individual cryptanalysis
method is developed for it. The developer can be satisfied
only with results of preliminary testing of the solution by
existing test packages [3-5].

The crypto resistance of generators is a key factor for
the whole system of information protection by means of
cryptographic transformations. The impact of this factor
on the cryptocurrency of the protection system
is studied in a large number of works, in particular [6, 7],
etc.

The best choice for forming truly random sequences
is hardware implementation of generators. These include
generators using physical processes in electronic elements
[8, 9], quantum generators [10-12], digital generators
based on autonomous Boolean networks [13-16]. A
general trend in the development of hardware generators
is the creation of specialized modules in integral design

[9]. Implementation of such modules is effective for low-
power 0T devices.

Thus, the analysis of scientific sources showed a
huge range of means of generating random sequences. 10T
network security requires crypto-resistant, low-power,
miniaturized RNGs.

The purpose of this article is to study crypto-
resistant methods and means of generating and testing
random sequences suitable for 10T devices with limited
resources; definition of schematic implementations of the
hardware random sequence generators; formation of
conclusions for the use of RNG in cryptographic network
protection systems of 10T devices.

1. Crypto-resistant methods of random number
generation

Random number sequences are used for:

- generation of session, public and secret
cryptographic keys in symmetric and asymmetric
encryption systems, electronic signature systems;

- random data sets in loT identification and
authentication protocols.

The quality of cryptographic key formation and
random datasets determines the cryptographic stability of
the entire 10T network as a whole.

Methods of generating keys and cryptographic data
are divided into two classes: random (based on physical
processes using hardware) and pseudorandom (based on
software, mathematical software). The tools that generate
pseudorandom  number  sequences are  called
pseudorandom number generators (PRNG) [17].

In hardware RNG, each bit of raw data is based on
an unanticipated physical process, that is, it is produced
from the noise signal of the internal source of physical
analog noise. The value of a random number obtained
directly by discretizing the analog noise signal.

PRNGs are implemented programmatically
according to the algorithm, starting from an initial value
that can be generated by a hardware entropy source. Due
to the deterministic nature of the processing, it is assumed
that PRNGs produce pseudorandom, not random bits. The
initial number used to implement PRNG must contain
sufficient entropy to guarantee randomness [18]. For
them, the generation of new random numbers does not
increase the entropy of the initial number.

Nowadays RNG based on different
processes, such as electric current noise
elements (resistors, diodes, transistors), radioactive
decay, atmospheric turbulence, cosmic radiation,
photoelectric effect, quantum phenomena have been
developed.

Disadvantage of the most typical random number
generators based on physical processes is the emergence
in the process of generation of so-called shifted sequences
(in such sequences a certain combination of numbers or
bits is most often repeated). Offset occurs because of the
difficulty in designing and implementing precisely
balanced physical schemes of number generation. To
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remove such a disadvantage there are algorithms for
further processing.
2. Effective technologies for implementing hardware
random number generators

Modern RNG in IoT devices are based on physical
principles and implemented on electronic components.
They use, for example, such physical processes as thermal
noise in electronic elements or avalanche breakdown of p-
n junction with reverse bias in Zenner diode [8]. The
disadvantage of such generators is the need to
manufacture a special analog circuit, which greatly
complicates the manufacture of integrated circuits and
makes it impossible to implement in a programmable
logic integrated circuit (PLIC).

In addition, RNG are known which use the
difference in frequency of two generators, caused by
thermal drift. For example, the chip Intel 82802 has two
generators (fast and slow), which are located in different
parts of the chip and measure the difference in their
frequency. Such RNG can be implemented entirely by
means of digital logic, because as a rule, inverters with
feedback and a chain of buffer elements as a delay line are
used as generators. The disadvantages of such generators
are:

- the need to place generators at a distance from each
other in the chip topology (to reduce the thermal
correlation between them);

- low performance (since it is necessary to
accumulate the drift for some time of operation);

-not high quality (unpredictability) of random
numbers.

In addition, this generator is difficult to implement in
FPGA, because automatic development tools do not allow
to control the physical placement of generators from each
other at a safe distance to reduce the frequency correlation
between them.

One of the most crypto-resistant methods of
obtaining random numbers in nature are quantum RNGs.
In quantum solutions, the entropy of a bit is considered a
priori equal to one, taking the position of absolute
unpredictability of the value of that bit. Decreasing of
quantum bit entropy results from an admixture of classical
deterministic chaos. Absolute randomness of a finite
sequence may be compromised by a faulty source.

The principle of quantum RNG is based on
generating single photons by a light source and directing
them to a translucent mirror. The photon may reflect, or it
may pass through the translucent mirror with equal
probability fates. The choice a photon makes is
completely random. At the output of the system are
counters that record the number of photons passed and
repelled [12].

Most light sources emit photons at random points in
time and the number of photons released per unit time is
quite random. This fact is the basis of quantum RNGs,
built on the basis of a light-sensitive matrix based on
CMOS technology of an ordinary camera by a group of
scientists from the University of Geneva under the
leadership of Bruno Sanguinetti. Each pixel of the matrix
counts the number of photons falling on its surface during

a certain period of time. These photons are converted into
electrons by the corresponding multiplier of the light-
sensitive matrix. The number of electrons during the same
period will differ by a completely random number [10].

The problem with generators using physical
processes is that their analog circuit wastes energy. In
addition, it is difficult to keep this analog circuit working
because of improvements in the technical process to
produce the chips and to miniaturize them. Therefore, it is
important to have a fully digital circuit that allows the
microprocessor to generate a rich stream of random values
without these problems.

The first such RNG solution was proposed in [12],
consisting of a circuit with undefined states, which can be
in a certain state of logical zero or one. Of course, a digital
circuit can detect short periods of time in an undefined
state by switching between these two logical values.
However, it must work clearly and must never generate
between them; otherwise, it would cause delays or even
failure in the system [11].

This digitized approach to random discharge
generation would work fine if all inverter circuits were
absolutely identical. However, the chaos of the physical
world never permits this. In fact, no two inverters are
exactly alike. The presence of slight differences in the
speed or strength of their responses can become a
nuisance and jeopardize the randomness of the bit
sequence. To keep the inverters in equilibrium, a feedback
mechanism is built in. This helps to satisfy one of the
rules of statistical randomness: a long stream of numbers
must have approximately the same number of all possible
digits. By tuning the internal operation of each inverter,
you can guard against predictability.

Simultaneously with the development of a robust
digital random number source, other Intel engineers
developed the additional logic needed to efficiently
process and deliver these bit sequences. The unclean
bitstream coming from the underlying hardware,
regardless of quality, can have bias and correlation.

To guarantee the quality of random numbers, a three-
step process is developed that involves an initial digital
circuit, a normalizer, and an initial sequence shaper [11].
This three-step random number generation process
prevents any predictability variations.

This generator generates a stream of random
numbers at a rate of 3 Gb/s. That is, it allows to get rid of
the inconvenience of analog components, which are used
in physical generators to measure random physical
processes, significantly reduce power consumption and
increase the rate of generation by more than 30 thousand
times. [11].

For the last few years the so-called "autonomous
Boolean networks" (ABN) have been actively studied.
Such a network is a topologically connected graph of
logical elements, to which no control or tact signals are
submitted from outside [13; 16].

At the same time, such a network is subject to
obvious additional requirements:

- no element can have "hanging" (not connected to
any output) inputs;

- no two outputs must be connected to each other.
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These requirements are due to the certainty of the
state of the logical elements of the network and the safety
of its operation. Depending on the topology, the ABN may
exhibit different behavior:

- to be in a stable or quasi-stable state;

- generate with a certain frequency and waveform;

- to be in a state of so-called "Boolean chaos".

An example of the simplest ABN is a repeater with
the output connected to the input. Such a network is in a
quasi-stable state: depending on the initial state (0 or 1) it
will stay in it indefinitely. Another example is one or more
inverters connected to each other in a ring. Depending on
the number of inverters in the ring, their behavior will be
stable, quasi-stable or oscillating.

One inverter is likely to be in a stable state between
0 and 1. This is due to the physical implementation of the
inverter as a high gain amplifier with negative feedback
equal to 1. For the same reason the lack of generation in
very small networks with elements with low output slew
rate is possible. With an odd number of inverters, the
network will generate with a period proportional to the
number of inverters. With an even number of inverters the
network is in a quasi-stable state. Obviously, the random
number generator implemented in the chip Intel 82802 on
two generators and measuring the frequency drift between
them, in fact, is a special case of ABN - it uses two rings
with a different odd number of inverters. More complex
networks can often produce chaotic behavior.

There is a direct physical analogy in content that
helps to clearly understand the behavior of the ABN in
various situations. It is a pendulum. A simple pendulum,
when deflected and released, begins to generate with a
stable period - generator behavior. If we flip the pendulum
upward, the upper point is a quasi-stable state: at any
small deflection, the pendulum will fall to the left or right.
If we divide the arm of a pendulum into two parts
connected by a hinge, we get a so-called chaotic
pendulum whose evolution over time cannot be accurately
predicted because any infinitesimal change in the initial
state (up to the quantum level) increases with time and
leads to quite large changes in the behavior of the
pendulum. By this analogy, it is possible to measure
random deviations in the frequency of two pendulums
arising due to chaotic external influences, but this requires
a long analysis, while it is possible to deflect a chaotic
pendulum and obtain a random value in the shortest time.

Thus, oscillating ABNs can indeed be used to
generate random numbers, but ABNs that initially exhibit
chaotic behavior are much more promising. The rate of
onset of Boolean chaos and its qualitative characteristics
are determined by a number of factors. The most
important characteristic is the Lyapunov exponent. If its
exponent is negative, the deviations fade with time. If it is
greater than zero, the random deviations are exacerbated
by the system. If it is zero, the deviations do not fade or
intensify, but accumulate if they enter the system from the
outside. For rapid physical generation of random numbers,
the index must be positive. A simple pendulum has a
negative Lyapunov exponent. This is expressed in the fact
that the frequency of oscillation is momentarily stabilized
due to the absence of external influences.

A chaotic pendulum is a separate example of a
system with a positive exponent, so that any small
influence leads to a completely different dynamic in a
short time. In binary logic, there are no logic functions
that amplify small deviations, but there are functions that
allow the changes to disappear. For the case with two
arguments these are the XOR (exclusive OR) and XNOR
(equivalence) functions. Any change in any input signal in
them causes a change in the output signal, so these
functions are mostly used in RNG.

In binary logic, there are no logical functions that
amplify small deviations, but there are functions that do
not allow changes to disappear. For the case with two
arguments these are the functions XOR (excluding "or")
and XNOR (equivalence). Any change in any input signal
in them causes a change in the output signal, so these
functions are mostly used in RNG.

In modern science, ABN circuits are known to
exhibit chaotic behavior. Chaos occurs when the operation
of the network is determined by the smallest deviations in
the supply voltage, the landslide fronts through thermal
fluctuations, surges and other factors that destabilize the
network. In the literature [13] two and three input XOR or
XNOR logic elements are considered, in which the output
is brought back to the inputs via two (or three) delay lines.

In such networks, chaotic behavior can be observed
with a certain ratio of delay line lengths. The problem of
the network is the strong dependence of the behavior not
only on the ratio of delay line lengths, but also on their
physical implementation. In this case, instead of chaos,
oscillations may occur. In addition, despite the apparent
schematic simplicity of the device, it requires a large
number of logic elements, because each delay line is a
chain of inverters. As a result, a seemingly simple circuit
can contain several dozen elements. Moreover, three out
of four variants of such an generator have a fundamental
disadvantage - the disappearance of the generation after
some time. The XOR element comes to a stable state with
zero at the output regardless of the number of inputs, and
the XNOR element with two inputs comes to
a stable state with one at the output. An XOR element
with three inputs has an additional stable state with one at
the output.

In [16] it is shown that the construction of a true
random number generator, containing a digital chaotically
oscillating autonomous Boolean network as a source of
entropy, should be focused on providing an increase in the
rate of number generation while reducing the energy
consumption by constructing such partially controlled
ABN, which at minimum size is guaranteed and with
maximum possible speed enters the Boolean chaos state.
The most important requirement should be the
impossibility of stable, quasi-stable or oscillating state of
the network.

The rate of chaos growth depends directly on the size
of the cyclic signal propagation paths available in the
network. The larger the path size, the longer it takes for
the signal to propagate through it in order to return to the
starting point. This means that the network must have a
minimum size. This is obvious from the point of view of
an generator consisting of an odd number of inverters: the
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period of oscillation is directly proportional to the length
of the ring.

To address these issues, it is better to consider a
synchronous network. In fact, the difference between the
synchronous Boolean network and ABN is that the signal
at the outputs of all logical elements changes
simultaneously, so we can assume that the network goes
through a series of states.

It was shown in [13] that mutual influence of
different network fragments can lead to their forced
synchronization. This is a very important effect, which
must be excluded or minimized. Since it is necessary to
find the minimum possible network, network variants can
be analyzed in order of increasing number of logical
elements. A network of at least three elements is needed
for chaotic behavior. In general, these must be two or
three input elements, since the presence of an element
with one input turns the network into a network with two

elements. To find the necessary network, you can
immediately discard all networks with the presence of a
stable state. Also immediately excluded are all networks
in which the cycle has less than eight states, since in such
networks oscillations and cross-effects are possible.

This leaves only the networks evolving through all
eight states. A total of 7! = 5040 different cycles is
possible, starting at state 000, going through all possible
states and through eight iterations back to state 000. These
networks simultaneously have a record low level of
complexity. For only eight of them, it is possible to
modify the nature of the generation so that they satisfy all
of the above requirements and have circuit options. They
all consist of three logic elements: two XOR elements
(block 4) or XNOR elements (block 5) and one initial
three-input element with a more complex, special function
called "unit count - block 3" (figures 1., 2., 3.
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Fig. 1. Functional scheme of the
autonomous Boolean network

Each of the described Boolean networks is a basic
unit, on which the random number generator is built. Let's
call this basic block "chaotic generator”. It has output and
modulation input. To reduce the mutual correlation of the
signal, the chaotic signal must be removed from the unit
count element.

ABN is always in a state of chaotic oscillation and
consumes energy in the process. To stop the generation, it
is necessary to change the network so that at any initial
state it is guaranteed to come to a single possible
deterministic state. For the specified networks this cannot
be achieved by turning off only one logical element. You
need to turn off at least two elements and in the best case
these are the same input elements XOR or XNOR.
Network can be turned off by forcing the outputs of these
elements either to the value 0 or to the value 1. In this
case, if the outputs of the XOR/XNOR elements are set to
0, the network output will be set to the value 1, and vice
versa.

The chaotic generator itself cannot be used as a
random number generator, because it has only an
asynchronous output, on which there is a broadband
chaotic analog signal. function. On the one hand, it
provides a stable initial logic signal, on the other hand, it
preserves the previous state, which, if desired, can be used
via modulation inputs to produce the next random number.

It should be noted that in spite of mutual modulation,
the units of a synchronous chaotic generator can have a
shift in the distribution between the number of zeros and
ones at the output, i.e. the appearance of one type of
quantity at the output is more likely than the other. This is

Fig. 2. Logic scheme of an autonomous
Boolean network using XOR elements

Fig. 3. Logic scheme of an autonomous
Boolean network using XNOR elements

also due to the peculiarities of the physical operation of
the logical parts of the circuit. To eliminate this landslide,
a procedure called "whitening” of the obtained random
numbers may be required.

Thus, ABNs allow you to create RNGs with unique
characteristics:

1. The resulting numbers are truly random, which
allows them to be used for cryptographic purposes.

2. The rate of random number generation is so high
that the network behavior is unpredictable already for the
time of signal propagation through several logical
elements. That is, when implemented in microprocessor
systems, a random number can be obtained in one clock
cycle. Such a generation speed actually satisfies any
possible needs.

3. the modulation input allows to further improve the
characteristics, because another random number can be
fed to it. This forces the network to start from a new state
each time.

4. The same input allows cross modulation of the
discharges of the proposed generator, thereby increasing
the rate of chaos buildup.

5. The minimum size of the network makes the
proposed generator the most economical in terms of
power consumption.

6. The considered generator can be implemented
equally effectively on discrete elements, as well as in an
integrated design.

7. The generator design is simple and the cost of its
implementation is low, which allows it to be used to
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support cryptography in devices of low resource and
energy-saving devices of the Internet of Things.

It should be noted that ABNs require external
synchronization to update the device state, and their state
spaces are finite and discrete. Meanwhile, ABNs have
continuous state spaces, fast time scales, and complex
dynamics. ABNs are systems whose future behavior is
determined by past times and transient states. Thus, they
can be used in various applications such as random
number generation [19], genetic schemes [20], etc. In
addition, current systems generating Boolean chaos are
usually based on discrete logic elements and have a
Boolean chaos bandwidth up to 1.4 GHz [15], and in
integrated designs up to 3 GHz [11]. Therefore, due to not
the fastest electronic signal processing speed, the
bandwidth of Boolean chaos remains limited, which has a
direct impact on the prospects of ABN applications.

A promising direction of ABN development is the
use of optical logic gates to build optical ABNs. Various
groups of manufacturers have already proposed a solution
to build optical logic gates based on semiconductor optical
amplifiers. Such circuits offer the key advantages of high
nonlinear coefficients and easy integration. However, so
far they have been used only for information processing in
optical communication systems, and not for broadband
chaos and complex signals.

In [21] we propose an optical ABN device based on
optical logic gates, consisting of an optical logic gate
XNOR with two feedback links. By adjusting the delay
difference between the two channels the system outputs an
optical logic chaotic signal. Such logical chaotic signals
with high bandwidths solve the problem of Boolean chaos,
which can significantly expand the application area of

ABM. The paper [21] describes in detail the physical
mechanism of optical Boolean chaos and discusses the
effects of feedback delay time, carrier optical amplifier
recovery time, and power detection. Embedded integration
of the optical Boolean chaotic system can be realized
through a combination of optical logic gate integration
technology and optical delay line integration technology.
Simulation results show that this structure can generate
not only periodic, controlled rectangular signals, but also
chaotic optical Boolean signals with bandwidths up to 14
GHz.

3. Classification of attacks on random number
generators

To strengthen security systems and effectively
protect cryptosystems, an important scientific and
technical task is to analyze various methods of RNG
attack and determine countermeasures to eliminate the
consequences of such attacks.

An RNG attack aims to reveal generator parameters
for further random number prediction. A successful RNG
attack can compromise the cryptographic security of the
entire 10T network. Therefore, the use of poor quality
RNGs simplifies the complexity of attacks. RNGs in

cryptographic  systems must meet the following
requirements:  effective  hardware and  software
implementation; true random statistical sequence,

cryptographic attack resistance.

Based on the analysis performed in fig. 4. the most
common classification of known classes and types of
attacks on RNG [22].

| Random number generator

el

(AN

Direct Attacks based on input || Attacks on the basis of Correlation Special attacks
cryptoanalytic data the disclosure of the attacks
attacks internal state

Fig. 4. Classification of attacks on random number generators

The direct cryptanalytic attacks are connected with
tracing the initial RNG data and investigating the patterns
of its occurrence. These include partial precalculation and
temporal attacks. The partial precalculation attack is used
based on the analysis of the internal states of the generator
and the observation of consistent raw data. The temporal
attack is implemented through tracking the pattern of
different amount of time in the change of generator states
[23].

Input-based attacks are divided into reproducible
input attacks, known input attacks and selected input
attacks. Known input attacks are implemented by
observing input devices or by input entropy number.
Attacks with selected inputs are based on the manipulation
of generator inputs. Attacks with reproducible input data
are based on the same data as the types of this class are
considered [24].

Attacks based on internal state disclosure are
possible in four variants: permanent compromise attack
(based on the disclosure of RNG state at a point in time),
return attack (performed in order to restore the RNG
states), iterative guessing attack (uses knowledge of RNG
state at a point in time and its intermediate) outputs in
order to know the state at the next point in time) and
"meet in the middle" attack (is essentially a combination
of iterative guessing attack and return attack). This class
of attack is successful when the initial state of the RNG is
known or provided [23].

Correlation attacks are based on the detection of
correlation relationships in the original generator
sequence. These attacks are the most common attacks
[24]. They include the following attacks: fast correlation
attack; basic correlation attacks; attacks based on the use
of convolutional and turbo codes; attacks based on the
recovery of linear polynomials.
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The fast correlation attack based on the parity-check
decoding method is the most complex. The basic
correlation attack requires high computational complexity.
Convolutional and turbo code attacks ask for huge
memory overheads. An attack based on linear polynomial
reconstruction is considered the most common.

The class of special attacks includes: algebraic
attacks, analytical attacks, statistical attacks and repetitive
attacks. Algebraic attacks analyze vulnerabilities in the
internal algebraic structure. Analytical attacks are based
on the detection of structural weaknesses in generators.
Statistical attacks are based on comparing the number of 0
and 1 values in a sequence. When performing a repetition
attack, the attacker intercepts certain data and then sends it
out again, blowing it out as legitimate information. The
defense against repetition attacks is the use of sequence
numbers and time stamps.

Thus, the analysis of attacks on RNG shows that the
attacks have different complexity of their implementation,
and therefore require different length of time, computing
and other capabilities. At the same time, the details of
attack protection should be considered depending on their
types, schemes of attack implementation and algorithms
of RNG functioning. Here are possible variants of
protection against attacks by hashing the initial values of
the generator and the initial values of entropy source,
periodically changing the internal state of RNG.

4. Testing and evaluating the characteristics of random
number generators

RNGs play an important role in the generation of
cryptographic keys, initial values in loT network node
authentication schemes, etc. The quality of RNG
performance determines the cryptographic strength of the
data transmitted in the network [6]. Hence the problem of
assessing the quality of random bit sequences RNG, the
choice and formation of a system of tools for such
verification. Today there is a variety of such tools. In
recent decades, the most widely used sets of statistical test
packages: D. Knuth, Crypt-X, Diehard, U01; NIST[5].

The first set of statistical tests was the one proposed
by D. Knuth. It is based on calculating the value of a
statistical criterion and comparing it with tabulated
statistical results. The conclusion about the quality of a
random sequence is probabilistic. The advantage of tests is
their small number and the existence of fast execution
algorithms, and the disadvantage is the probabilistic
nature in interpreting the results.

Crypt-X statistical tests were developed by
researchers at the Australian Security Research Center
under a commercial license. The tests support key
generators, stream ciphers, and block ciphers. They
provide tests for frequency characteristics, sequences of
equal bits, linear complexity, sequence complexity, binary
derivative, and variable point.

Diehard tests were developed by George Magsaglia
to measure the quality of a random number set and are
considered one of the most rigorous test sets. This set
includes 13 tests. The basis of the tests is to compare the
characteristics of the random number sequence of the

generator according to the provided specification with the
expected values. The disadvantage of the tests is the lack
of methods for interpreting their results, heuristic and
formation of the evaluation result on a two-point "yes" or
"no" scale.

Large library of statistical tests set U0l s
implemented in C language. It includes classical tests and
some original tests.

The specification and library of the NIST test suite
were developed by the US Institute of Standards and
Technology in the C language and is considered as a
standard [4], which includes 15 tests for the analysis of
RNG bit sequences. The feature of the tests is the
openness of algorithms and unambiguous interpretation of
test results. NIST standard includes requirements and
methods of a technological nature and is aimed at solving
the problem of statistical quality control of pseudorandom
sequences.

Thus, certain statistical test packages have a ready-
made software implementation. Their use to evaluate
random RNG sequences gives an appropriate level of
confidence in their quality. Along with this, the following
trends can be noted: the existing number of tests does not
provide the solution to the RNG estimation problems from
all sides; there are no tests that can be recommended to
solve most problems; it is impossible to get a clear
conclusion about the randomness of a sequence; all test
packages have some limitations or drawbacks.
Consequently, the problems of assessing the randomness
of RNG sequences are far from being complete and
require additional research and improvement of existing
approaches. The following issues remain problematic:
large length of sequences is required for evaluation; it is
impossible to change the parameters of existing test
implementations; two-point evaluation ("yes"/"no") of the
test result; different language of software packages for
testing.

It should be noted that any of the suggested tests, or
even the whole package of tests, does not replace
cryptanalysis. In this case, preliminary testing is
mandatory. A generator, which does not satisfy
the testing conditions, is unsuitable. Each of the tests
included in the package is focused on searching for a
certain type of anomalies in the stream of generated
symbols.

The use of application test packages faces a number
of serious obstacles. The first one is that they are designed
to evaluate already ready generators. In practical work,
such devices are developed in stages, gradually bringing
them to the level of compliance. The second problem is
that each of the tests, which are included in the proposed

package, is based on a rather complex theoretical
justification, requiring from developers a serious
mathematical training and knowledge of various

incompatible sections of mathematics. Unfortunately,
developers, as a rule, do not give such justification in the
instructions attached to the tests. Finally, the third
problem is that, although the software provides free
access, it is difficult to use it. Most tests involve pre-
creation of a file into which a tested pseudorandom
sequence is written in the form of 32-bit words, and then
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the test procedure is run. This is not always convenient
and not suitable for all tests, as it requires significant
hardware and software resources. In addition, the
proposed tests are designed for a particular hardware and
software platform.

The listed problems force developers if not to
develop their own tests, then to create their own software
to implement them. It is convenient to work and can be
effectively used in the process of searching for the
developed design solution of the generator. Of particular
interest are studies on short sequences to obtain adequate
results, which is typical for RNG of low-power resources
of 10T network nodes [5].

To improve the designed circuits of generators, a
method for estimating the number of clock cycles to
perform certain operations is used. Let us consider the
results of such RNG estimation combined with hardware
support of basic cryptographic operations (hashing -
MD5/SHA-1/HMAC, encryption - AES/DES/TDES) for
major microcontroller companies.

Companies manufacturers have begun to introduce
hardware RNGs into microcontrollers. The construction of
such generators can be divided into four logical levels: 1)
the source of entropy of random bits of hardware noise; 2)
the level of processing random bits to eliminate statistical
defects; 3) block of random number generation with high-

speed high capacity; 4) output buffer to read the sequences
in accordance with the generator instructions.

For example, STMicroelectronics corporation on the
basis of universal core ARM  Cortex-M4F
(microcontrollers of STM32F4xx family) has integrated
RNG module. That is, a microcontroller with hardware
support  performs basic  cryptographic  operations
(encryption - AES/DES/TDES, geshing - MD5/SHA-
1/HMAC), which significantly increases the cryptographic
stability of cryptographic transformations. Evaluation of
embedded generator shows, that general level of
passability of FIPS-140-2 (Federal Information Processing
Standard) tests is 85% [3].

This generator (fig. 5.) is implemented on the basis
of analog noise source circuit of two independent
generators, over the outputs of which is performed the
addition operation modulo 2 (XOR). According to this
scheme, generation of 32-bit random number is performed
by 40 clock cycles of synchronization signal
(RNG_CLK). The scheme provides fault control (clocking
and entropy) for random value generation with interrupt
signal [25]. More detailed test results of cryptographic
quality of embedded RNG are given in [26], where
positive results on all 15 randomness tests according to
FIPS 140-2 requirements in four initial sequence
generation modes are given.

RNG_CLK \I; _______________ ' Logic of error management !
H 1 1
1 1 1
2 bit registry of random numbe Shift register with i i i
feedbacks ; i Tacting failure i
b ;
1 1
X ! !
< Entropy failure !
& 173
| |
Analogue noise e ———— 1
1
1
Interrupt control scheme <_,=
<
RNG interruption signal \l/

Fig. 5. STM32F2xx/FAxx/F7xx/H7xx RNG microcontroller scheme

In the world of 10T technologies there is a significant
security and privacy protection through the development
and implementation of general purpose microcontrollers
with specialized hardware modules of cryptographic
protection of information (cryptoaccelerators). Hardware
support for cryptography in 10T devices with
cryptoaccelerators allows [26, 28]:

- generate high-quality random number sequences
and cryptographic keys;

- store and use cryptographic keys throughout their
lifecycle in encrypted form and in secure hardware;

- provide secure personalization (authentication) of
loT devices;

- speed up (tens, hundreds or even thousands of
times) the execution of certain crypto-algorithms;

- relieve the CPU from the cryptographic
transformation of information;

- provide greater crypto resistance, energy efficiency,
and miniaturization of 10T devices.

The core of crypto acceleration engines may include:
1) gas pedals of symmetric encryption based on
TDES/AES algorithms, gas pedals of asymmetric
cryptography based on RSA and DSA algorithms; 2) gas
pedals of hashing based on MD5, SHA-1, SHA-224,
SHA-256, HASH algorithms; 3) random number
generators based on a physical noise source.

Table 1 shows data from the technical
documentation on the number of clock cycles to process
one encryption block for the corresponding algorithms:
TDES in ECB, CBC modes and AES-128/192/256 in
ECB, CBC, CTR, GCM, XTS, GCTR modes. Also in the
table to compare performance of cryptoaccelerators for
different block sizes with listing by number of clock
cycles per byte (cycles per byte - CPB). Besides in the
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table there is an estimation of performance of
cryptoaccelerators in the form of NB parameter as a
number of processing bytes for 1 ms at the maximum
clock frequency NB = FCPU/(1000xNB).

Comparison of performance of cryptoaccelerators
with reproduced means of cryptographic transformations
[26] shows their significant advantages. For example, for
block AES encryption algorithm performance increases by
10-20 times for 8/16-bit cryptoaccelerators and by 150
times for 32-bit cryptoaccelerators correspondingly. With
respect to hash calculation, the performance gain for the

Table 1. Crypto-accelerators speed estimation

SHA-1, SHA-256 algorithms is over 100 times for 32-bit
cryptoaccelerators and up to 500 times for NMAS.

In general, there is a trend of hardware support for
cryptography in loT devices with the introduction of
comprehensive security solutions, such as identification
and authentication of network nodes [27; 28], symmetric
and asymmetric encryption, cryptographic protocols,
secure key storage and generation, secure application
firmware loading and updating, support for digital
signatures and certificates, high crypto-resistance and
energy efficiency.

Operation CPU Family/model FCPU, Modes Tact/ CPB, NB,
MC MHz block tacts/bytes byte
Evaluation of crypto-accelerator speed performance of 8-bit microcontrollers
Enc./Dec. AES-128 AVR XMega 32 ECB, CBC 375 234 1365
Enc./Dec. AES-128 STM8 STMB8L16 16 ECB 892 55,8 287
STM8AL
Enc./Dec. AES-128 18051 C8051F96x 25 ECB, CBC, 218 13,6 1835
Enc./Dec. AES-256 CTR 298 18,6 1342
Speed estimation of crypto-accelerators for 16-bit microcontrollers

Enc./Dec. AES-128 MSP430 MSP430F6xx 25 ECB, CBC, 167 10,4 2395

Enc./Dec. AES-128 MSP430FR5x 16 OFB, CFB 168 10,5 1524

Enc./Dec. AES-256 MSP430FR6x 234 14,6 1094

Enc./Dec. TDES PIC24 PIC24FJ64 32 ECB, CBC, 26 33 9 846

Enc./Dec. AES-128 PI1C24FJ128 OF%’T%FB' 219 13,7 2338

Enc./Dec. AES-256 PIC24FJ256 299 18,7 1712

Evaluation of crypto-accelerator speeds of 32-bit microcontrollers
Enc./Dec. TDES ARM7TDMI SAM 7XC 55 ECB, CBC, 50 6,3 8800
OFB, CFB

Enc./Dec. AES-128 ECB, CBC, 12 0,8 73333
Enc./Dec. AES-256 OFE’TCI:{FB’ 14 0,9 62 857
Enc./Dec. AES-128 ARM SAM E5x 120 ECB, CBC, 57 3,6 33 684
Enc/Dec. AES256 | CorexMaF SAM D5x 8;5: gg';[ 77 48 24 935
Hash SHA-1 85 1,3 90 353
Hash SHA-256 72 11 106 667

TRNG-32 84 21,0 5714
Enc./Dec. AES-128 ARM SAM E70 300 ECB, CBC, 10 0,6 480 000
Enc./Dec. AES-256 Cortex-M7 SAA:\\AA \s/;g STFE” (C}E?/l 14 0.9 342 857
Hash SHA-1 SAM V71 85 1,3 225 882
Hash SHA-256 72 11 266 667
TRNG-32 84 21,0 14 286
Enc./Dec. TDES ARM STM32H7xx 400 ECB, CBC 64 8,0 50 000
Enc./Dec. AES-128 | CoMexM7F ECB, 14 09 457 143
Enc./Dec. AES-256 CE;\(/[:,,(é'Iéi/,[(,BC 18 11 355555
Hash SHA-1 GMAC 82 1,3 312195
Hash SHA-256 66 1,0 387879
TRNG-32 54 135 29630
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Conclusions

Protection of 10T solutions includes security of loT
network nodes and their connection to the cloud using
secure protocols, confidentiality, authenticity and integrity
of data during transmission, processing and storage in the
0T network, as well as resistance to physical and virtual
attacks. Information is protected by cryptographic
methods (encryption and hashing) using cryptographic
keys. The initial basis for the crypto resistance of loT
solutions is the true randomness of the sequences formed
by the RNG and used in cryptographic transformation
algorithms of information for its protection. The
peculiarities of 10T devices are their heterogeneity and
territorial distribution, limited computing resources and
power supply, miniaturization. Due to the above features
of 10T, generation of random sequences by software in a
deterministic algorithm in high-performance
microprocessor systems is unacceptable. Such sequences
are of pseudorandom nature, which means that the
possibility of their predictability increases, and, as a result,
the crypto resistance of the systems decreases.

The problem of generators that use physical
processes is that their analog circuit wastes energy. In
addition, it is difficult to maintain the performance of this
analog circuit due to improvements in the technical
process for the production of chips and their
miniaturization. Generators on digital circuits can
significantly reduce power consumption and increase the
rate of generation by more than 30 thousand times. To
guarantee the quality of random numbers, they implement
a three-step process, which involves an initial digital
circuit, a normalizer and a shaper of the initial flow of
random numbers.

Autonomous Boolean networks allow to create RNG
with unique characteristics: 1) obtained numbers are really
random, which allows to use them for cryptographic
purposes; 2) speed of random number generation is so
high, that when implemented in microprocessor systems
random number can be obtained in one clock cycle; 3)
modulation input allows to further improve characteristics,
that is allows cross modulation of generator bits, thus
increasing speed of chaos increase; 4) minimal network
size makes the proposed generator the most economical in
terms of power consumption; 5) the generator can be
implemented equally effectively on discrete elements, as
well as in integrated design; 6) the generator design is
simple and the cost of its implementation is low, which
allows to use it to support cryptography in low-resource
and energy-saving 10T devices with a huge bandwidth of
Boolean chaos to 3 GHz.
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KPUIITOCTIAKI METOJIU TA TEHEPATOPH BUITIAJIKOBUX YN CEJI
Y NIPUCTPOSX IHTEPHET PEYEM (10T)

Ipeamer mocmiyyKeHHS: KPUNTOCTIHKI METOAM Ta 3acoOM TEHEpYBaHHA BHIAIKOBHX IIOCTIIOBHOCTEH Ta amapaTHa MiATPHMKa
KpunrorpadidHUX IepeTBOpeHb y MpUcTposix [oT. MeTolo CTaTTi € MOCHiPKEHHST KPUIITOCTIMKUX METO/IB Ta 3ac00iB TeHEPYBaHHS Ta
TECTYBaHHS BUIIJKOBHUX IIOCHIIOBHOCTEH, IPUIATHUX JUISl BUKOPUCTaHHS y MPUCTPosix 10T 3 0OMeKXeHHUMH pecypcamMiu; BU3HAYCHHS
CXEMHHX peaji3aliii amapaTHHX TeHEpPaTopiB BHIAIKOBHX MOCTIJOBHOCTEH; (QOpPMyBaHHS BHCHOBKIB IIOJ0 BHKOPHUCTAHHS
reneparopie BunaakoBux uucen (I'BU) B cucremax kpunrorpadiunoro 3axmcty mepexi IoT. ¥V cTaTTi BHpIIIYyIOTBCS HACTYIHI
3aBIaHHSI: aHai3 METONIB Ta amapaTHUX 3aco0iB (OpPMyBaHHS BHMIAJKOBHX IIOCTIJOBHOCTeH s 3axucTy pimens [oT 3
0o0OMeXeHHMH pecypcaMy; BU3HauYeHHs Oe3reuHHX Ta eekTHBHHUX TexHouorii peanmizauii 'BY; knacudikanis arak Ha ['BY; anamni3
MEPEIIKO/l NPAaKTUYHOTO BUKOPHUCTAHHS IaKeTiB CTAaTHCTUYHHMX TECTIB JUIS OL[IHIOBaHHS SKOCTI BHIIAJKOBUX IMociigoBHoctel ['BY;
OIIHIOBAaHHSA IIBUAKOMII KPHUITOAKCENEpaTOpiB amapaTHOi MATPUMKH KpHUOTOTpadiyHUX MEepeTBOpEHb; HANaHHS TNPAKTUIHUX
pexomMennamiii momo RNG mns 3actrocyBanHs B mpuctposx loT 3 oOmexeHmMmu pecypcamu. MeToaM OCHIIKEHHS: METO[
CTPYKTypHO-GyHKIIOHaMBHOTO aHamizy RNG ta mpuctpoiB loT, kpunrorpadidai MeToam 3axucTy iHpOpMaIlii, METOM TeHEPYBaHHS
BUMAJIKOBHUX IIOCIIIOBHOCTEH, METOJ aHami3y CTIMKOCTI CHCTEM, METOOM MOOYIOBH aBTOHOMHHX OYJIOBHX MEpEeX Ta aHali3y
OyJIbOBOTO XaoCy, METOJM OIIHIOBAaHHS SIKOCTI BHIIQJKOBHX IOCHiZOBHOCTeH. Pe3yabTaTamMm po0OTH € aHali3 TEXHOJOTIH Ta
CXEMHHUX pimeHnp amapatHux ['BU 3a xapakTepucTHKaMu: SIKICTh BHIAIKOBOCTI YHCEN Ta Henepen0adeHICTh ITOCITiJOBHOCTEH,
LIBUIKOJIisI, EHEPTOCIIOXKUBAHHSI, MiHIaTIOPHICTh, MOXKJIMBICTh IHTEIPAJIEHOTO BUKOHAHHS; HaJIaHHS IPAKTHYHUX PEKOMEHMALH 010
qust 3actocyBanHs ['BU B cucremax kpunrorpadiunoro 3axucty mepexi [0T. HoBH3HOI0 MpOBEIEHOro IOCHIMIKEHHS € aHali3
METOIB Ta amapaTHUX 3acO0iB MIATPUMKH TEXHOJIOTiHl TeHEpYBaHHS BHIIAJKOBHX ITOCIIJOBHOCTEH B CHUCTEMi KpUOTOTpadidHOTO
3axucry pimenp [oT; mpoBeneHHs kiacudikamii atak Ha ['BU Ta ocoOmmBoCcTel 3aXWCTy BiJ HUX; BH3HAUCHHA e()EKTHBHUX
TEXHOJIOTIH Ta cxeMHHX pimeHb I'BU 1010 BUKOPHCTAHHS B MAJIOMOTYXXHHX MPUCTPosix 10T 3 0OMexeHUMH OOUYMCIIOBAIbHUMHU
pecypcamu; HaJaHHs MPaKTHYHUX peKOMeHpauliil monao Bukopucranus I'BU B cucremax kpuntorpadidHoro 3axucty mepexi IoT.
AHaJi3 TeXHOJIOTiH Ta CXeMHHUX pillleHb 103BOJIMB CHOPMYBATH HACTYIHI BHCHOBKH: 3axucT pimeHb [0T Bkiowae: Gesneky By3iiB
mepesxi [oT Ta iX MAKITIOYCHHS 10 XMapH 3a JOMTOMOTO0 3aXHIEHNUX MPOTOKOJIB, 3a0e3MeueHHs KOH(IICHIIIHHOCTI, aBTEeHTUIHOCTI
Ta LiTicHOCTI AaHMX B Mepexi loT kpunrorpadgiyHMMKM MeETONaMH, aHaji3 aTak Ta MOHITOPHHI KpHUNTOCTiHKoCcTi Mepexi [oT;
HEPBICHOIO OCHOBOIO 3aXHCTy pitieHb 10T € iCTHHHA BHITaIKOBICTH MOCTIJOBHOCTEH, siKi opmytoTbest ['BY i BUKOPUCTOBYIOTHCS y
aNropuTMax KpHUNTOrpadiuHOro mepeTBopeHHs iHdopmamii i 11 3axucTy; ocoOnuBicTio mpucTpoiB [oT € iX rereporeHHICTH 1
reorpadiyHHil PO3MOALT, OOMEKEHICTh OOYHCITIOBATLHIX PECYPCIB Ta ENEKTPOKHUBIICHHS, MIHIaTIOPHICTH; HAHOUTBII e()eKTHBHUMH
(3MEHIIYIOTh €HePrOCHOKUBAHHS Ta 30LIBIIYIOTH MIBUAKICTE TeHepaii) uist 3acTocyBaHHSA B npuctposx [oT € RNG BukimodHo Ha
OUQPOBIH OCHOBI, B IKHX PEali3yeThCs TPUCTYIIHUACTHII MPOIIEeC: MOYATKOBA NU(PPOBa cXeMa, HopMaltizaTtop Ta (opMyBad MOTOKY
BUIA/IKOBUX YHMCEN; aBTOHOMHI OynboBi Mepexi (ABM) no3Bonsitors ctBoput RNG 3 yHIKanbHUMH XapaKTepUCTUKAMHU: OTPUMaHi
YHCNIa € MIHCHO BHIAJKOBUMH, BHCOKA IMIBHIKICTH — YHCIO MOXXKHA OTPHMATH 3a OJWH TakKT, MiHIMalbHE €HEPrOCIOKHBAHHSI,
MiHiaTIOpHICTh, BUcoka (no 3 I'Tu) mpomyckHa 3maTHICTH OyNBOBOIO Xaocy; MEPCHEKTHBHUM HampsMoMm po3BUTKY ABM e
BHUKOPUCTAHHS ONTHUYHHX JIOTIYHHX BEHTWIIB s noOynoBu ontuuHux ABM 3 mpomyckHoro 3patHictio mo 14 I'Tu; knacudikamis
Biomux knaciB artak Ha ['BY Bkirouae: mpsiMi KpHITOAHAIITHYHI aTaky, aTakd, 3aCHOBaHI Ha BXiJHUX JaHUX, aTaKd Ha OCHOBI
pO3KpuTTs BHyTpimHboro crany ['BU, xopemsiiiiHi ataku Ta CHelianbHi aTakd; MaKeTH CTATHCTUYHHUX TECTiB UISl OLHIOBAHHS
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nocigoBHocTedi RNG MaroTh feski oOMexxeHHsS abo HEHONIKM Ta HE 3aMIiHIOIOTh KPHIITOAHANi3; IMOPIBHSAHHS IIBUAKOMIL
KPHIITOAKCEIepaTopiB 3 MpOrpaMHUMH 3aco0aMHi KpunrorpadidHiX HepeTBOpeHb ITOKa3ye iX 3HA4HI IepeBaru: st OJIOKOBOTO
anroputMmy mudpysanas AES minsumryerscst mBuakonist B 10-20 pazis y 8/16-6itoBux kpunroakceneparopax i B 150 pazis y 32-
0iTOBHX, XEIIyBaHHS 3pOcTaHHs mBUIKOAIT 11t anroput™iB SHA-1, SHA-256 y 32-6iToBux KpumnroakcenaepaTopiB 6iapmr Hix B 100
pasiB, a g1 anroputMy HMAC — o 500 pasis.

KmrouoBi ciioBa: iHTepHeT pedeil; reHepaTop BHIAIKOBHX YHCEN; KPUNTOCTIHKICTh; KPUITOAHANI3; KpUNTOTrpadiuHi KIT0Ui;
muQpyBaHHS; XEIIyBaHHS; aBTOHOMHI OyJIbOBI Mepeski; OyJIeBHif Xaoc; CTATUCTUYHI TECTH; KPUITOAKCEIepaTOpH.

KPUINITOCTOMKUE METO/bBI M TEHEPATOPBI CJTYYANHBIX UMCEJI
B YCTPOMCTBAX MHTEPHET BEIIEN (I0T)

IIpeameT uccnenoBaHMsA: KPUNTOCTOMKHE METOABI U CIOCOOBI 'E€HEPHPOBAHUS CIydalHBIX MOCIEJOBATENbHOCTEH M ammapaTHas
nmoJ/iepKKa Kpumntorpaduyeckux mnpeodpasoBanuil B ycrpoiictBax [oT. Llenblo craThu sIBASETCS HCCICAOBAHHE KPUITOCTOMKHX
METOJOB M CPEACTB I'€HEPHPOBAHHA U TECTUPOBAHMS CIyHalHBIX MOCIEIOBATEIBHOCTEH, NMPUTOJHBIX Ul HcHonb30BaHMS B loT
YCTpPOHMCTBaX € OrPaHUUYEHHBIMU pPECypcaMH; OINpe[eleHHe CXEMHBIX pealH3al[ii ammapaTHBIX TE€HEepaToOpoB CIydalHBIX
TIOCJIeIOBATEFHOCTEH; (OPMUpPOBaHHE BBIBOJOB II0 HCHOJNB30BaHHIO TeHepaTtopoB ciydaiiHeix gmcen (I'CU) B cucremax
kpunrorpapudeckoit 3ammrsel cetn [oT. B cratbe pemarorcs ciepyrommye 3agadd: aHaIM3 METOJOB U alllapaTHBIX CPEICTB
(OpMHUpOBaHUS CIIyYalHBIX IIOCIEROBaTeNbHOCTEH [y 3amuthl pemeHuid [oT ¢ orpaHHMYeHHBIMH pecypcaMu; OIpeaeleHHe
Oe3omacHbIX M 3G QEKTHUBHBIX TexHoyorui peanmsanuu ['CY; kimaccudukanus atak Ha 'CY; aHamm3 HEZOCTaTKOB NPAaKTHYECKOTO
HCTIONB30BAHMS MTAKETOB CTATHCTHYECKHX TECTOB IJISI OIIEHWBAHMS KauecTBa CIydalHBIX mocienoBarenbHocTelt I'CY; orneHnBaHMe
OBICTPOJCHCTBUSL KPUNTOAKCENEPAaTOPOB aNNapaTHOH MOANEPKKH KPUNTOTpadhUUecKUX IpeoOpa3oBaHHH; MpPEIOCTaBICHHUE
npakTuaeckux pekomeraanuid mo I'CY ms npumenenus B ycrpoiictBax [oT ¢ orpanmueHHBIME pecypcamu. MeToabl HCCIICTOBAHUS:
METOJ CTPYKTypHO-QyHKIHOHaIbHOTO aHanmu3a ['CY u ycrpoiicts loT, xpunrorpadudeckie METOAbI 3aUThl HHYOPMALIUH, METOIBI
TEHEpUPOBaHUA CIy4alfHbIX IOCIEJOBaTEIbHOCTEH, METOJ aHalu3a yCTOMYMBOCTU CUCTEM, METOJbl MOCTPOCHUS ABTOHOMHBIX
OyJIeBBIX ceTell U aHanu3a OyJIEBOTro Xaoca, METO/IbI OIICHUBAHWS Ka4ecTBa CIy4aiHBIX MOCIeI0BaTeNbHOCTeH. Pe3yabTaTsl paboThL:
aHalIM3 TEXHOJIOTHH U CXeMHbIX pemleHuil anmapatHsix ['CU mo cienyromyM XapakTepUCTHKaMU: KauecTBO CIy4alHOCTH 4HCeN U
HETIPeICKa3yeMOCTh MOCIIeIOBaTeIbHOCTEH, OBICTPOICHCTBIE, SHEProNoTpedIeHe, MUHAATIOPHOCTh, BO3MOXHOCTh HHTETPAILHOTO
BBIMIOJTHEHUST; TIPEJJOCTaBICHIE MTPAKTHIECKUX peKoMeHaanuii o npuMeneHnto ['CY B cuctemMax KpUNTOTpadHIecKO 3alUThl CeTH
10T. HoBH3HO# IPOBEAECHHOTO WCCIECIOBAHUS SBISETCS AaHAIW3 METOJOB M aNNapaTHBIX CPEICTB MOAJICPKKH TEXHOJIOTHH
TCHEPUPOBAHUS CIyYalHBIX IIOCIEJOBAaTEIBbHOCTEHl B cucTeMe Kpunrorpadgumyeckoil 3amuTel pemenuit loT; mposexenme
knaccudukanuu atak Ha ['CYH 1 ocoOeHHOCTEel! 3aIUTHI OT HUX; ONpeieeHre d3PQEeKTUBHBIX TEXHOJIOTHH U CXeMHBIX pemennit ['CY
[0 HCIOJb30BaHUIO B MAJIOMONIHBIX ycTpoiicTBax loT ¢ orpaHuueHHBIMU BBIYUCIUTEIBHBIMU pecypcaMy; INpeJOCTaBICHUE
MPaKTUYECKUX peKoMeHaanuii no ucrnosnp3oBanuio 'CU B cucremax kpunrorpadudeckoit 3ammrsl cetd [0T. AHanu3 texHosoruit u
CXEMHBIX PelIeHHI 03BOJIII c(HOPMHUPOBATH CIEAYIONINE BHIBOABI: 3anmTa penreHuii [oT Britouaet: Ge3onacHocTh y3moB cetu loT
U UX NOJAKIIOYEHHE K O0JIaKy C ITOMOIIBIO 3alllMIICHHBIX IPOTOKOJIOB, OOecredyeHne KOH(HAEHIMATbHOCTH, TOJUIMHHOCTH M
LETIOCTHOCTH JaHHBIX B ceTH loT KpunrorpaguiyeckMMH METOJAaMHM, aHAIN3 aTaKk M MOHUTOPHHT KpPHUITOCTOMKOCTH CETH;
MepBOHAYAIBHOW OCHOBOW 3amuThl pemeHnid 0T sBrsercs ncTuHHas ciydaiiHOCTh (opmupyembix ['CU mociemoBaTrenbHOCTEH 1
HCTIONB3YyEMBIX B alTOPHTMAax Kpunrorpaduieckoro mpeodpaszoBaHms HHGOpPMAIMU IS e 3aIUThl; 0COOCHHOCTHIO yCTpOHCTB 0T
SIBII€TCS X T€TePOTeHHOCTh M reorpaduiecKoe paclpeneneHne, OrpaHHIeHHOCTh BBIYMCIUTEIBHBIX PECYPCOB M 3IEKTPOIUTAHNS,
MHUHHUATIOPHOCTh; Hanboiee 3(QeKTHBHBIMH (YMEHBIIAIOT JHEPronoTpeOlieHne M yBENMYUBAIOT CKOPOCTb TEHEpalyu) Ui
npumeHenus B ycrpoiictBax loT sBistoress ['CYU nckimrounTeIbHO Ha HU(GPOBOH OCHOBE, B KOTOPBIX PeaM3yeTcs TPEXCTYNeHYaThIH
mpolecc: HayajbHas [U(ppoBas cxema, HOpManu3aTtop ¥ (HOpPMHUPOBATENb MOTOKA CIy4YalHBIX YHCENT; aBTOHOMHBIE OyJIeBbIE CETH
(ABC) no3Bossitor co3gath ['CU ¢ yHHKaNbHBIMHM XapaKTepPUCTHKAMU: IOJyYEHHBIE YHCNA JEHCTBUTENBHO CIydaifHble, BBICOKas
CKOPOCTh — YHCJIO MOJXKHO IOJYYUTh 32 OIMH TaKT, MHHHUMAJIBHOE SHEPronorpedieHre, MUHHATIOPHOCTH, BbicoKas (mo 3 I'Tm)
MIPOIYCKHAsl CIIOCOOHOCTH OyJIEBOTO Xaoca; MEPCHEKTHBHBIM HampaBieHHeM pa3BuUTHs ABM ecTh HCIOnb30BaHHE ONTHYECKHX
JIOTHYECKUX BEHTWIIEH mis moctpoeHus ontudecknx ABC ¢ mpomyckHo# crocobHocThio 10 14 I'T; kimaccudukanus M3BECTHBIX
kiaccoB arak Ha 'CY BKodaeT: npsiMble KPUNTOAHATUTHIESCKHIE aTaKH; aTaKW, OCHOBAHHBIE Ha BXOAHBIX JAHHBIX; aTAKA Ha OCHOBE
packphITus BHyTpeHHero coctosHust ['CY; KoppensnuoHHBIE aTakW M CHENUAIbHBIE aTaK{; IAKeThl CTATHCTHIECKUX TECTOB IS
oneHnBaHUs mocnenoBarensHocTed ['CU mMEroT HEKOTOphle OTrpaHHYEHUs WM HEJOCTaTKH M HE 3aMEHSIOT KPHUITOAHAIN3;
CpaBHEHHE OBICTPOJCHUCTBUSI KPHUITOAKCEIEPATOPOB C MPOIPAMMHBIMH CPEICTBAMU KPHUNTOTrpadHUYecKUX Mpeodpa3oBaHUi
HOKa3bIBaCT MX 3HAUYMTENbHBIC IPEUMYILeCcTBa: Uil 6ia0uHOro anroputMa mudposanus AES noseimaercst OsicTpoaeiicteue B 10-20
pa3 B 8/16-OmMTOBBIX KpumTOakcenaepatopax W B 150 pa3 — B 32-OutoBbIX, XemnpoBanus pocta SHA-256 y 32-GuTHBIX
KpuIToakcenaeparopo 6onee yeM B 100 pa3, a nis anroputva HMAC — 1o 500 pas.

KnioueBble cjI0Ba: MHTEPHET BEIel; TeHEpaToOp CIyJaHHBIX YHCENl; KPUNTOCTOMKOCTD; KPHITOAHAIN3; KPUITOTpadHIecKre
KITIOUH; IH(POBaHIe; XeIIHPOBAHIE; aBTOHOMHBIE OyJIeBbIe CeTH; OyJIeBBIil Xa0C; CTATHCTHYECKUE TECTHI; KPHUIITOAKCEIEePaTOPHI.
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N. LADA, Y. RUDNYTSKA

IMPLEMENTATION OF A METHOD FOR SYNTHESIZING GROUPS OF
SYMMETRIC DOUBLE-OPERAND OPERATIONS OF CRYPTOGRAPHIC
INFORMATION CODING FOR BLOCK ENCRYPTION SYSTEMS

The object of the study is the processes of building groups of symmetric double-operand operations of cryptographic coding of
information. The subject of the study are features of the implementation of a generalized method of synthesis groups of symmetric
two-operand operations of cryptographic coding information for "lightweight cryptography”. The purpose of this work is to
investigate the process of building and implementing a method of synthesis of groups of symmetric multibit double-operand
operations of information cryptographic coding to provide automation for finding ways to increase the variability, and stability of
lightweight cryptoalgorithms. The following tasks are solved in the article: to determine the mathematical group of single-operand
operations, on the basis of which the realization of the method of synthesis of groups of symmetric double-operand operations of
cryptographic coding will be presented; to offer the search technology of symmetric double-operand operations; to evaluate power of
synthesized groups of operations, and their influence on variability and stability of " lightweight cryptography" algorithms. The
following results were obtained: the technology for determining symmetric double-operand operations, which will be the basis for the
synthesis of a group of symmetric double-operand operations, was proposed. A method for synthesizing groups of symmetric double-
operand cryptographic information coding operations for block encryption systems was proposed and implemented. On the example
of module-two addition with correction and the use of three-digit single-operand operations, the practical implementation of this
method was shown. Based on the synthesized operations and the given quantitative characteristics of the set of single-operand
operations, the power of synthesized groups of operations and their influence on the variability and stability of "lightweight
cryptography" algorithms were evaluated. Conclusions: the proposed and implemented method of synthesis of groups of symmetric
double-operand operations of cryptographic coding information allows to provide the possibility of increasing the variability of
lightweight crypto-algorithms. Synthesis of symmetric cryptographic coding operations belonging to different mathematical groups
provides increase of algorithm's crypto stability. Application of synthesized cryptographic coding operations leads to significant
increase of variability of cryptoalgorithms and their complexity.
Keywords: cryptographic encoding; lightweight cryptography; synthesis of symmetric operation groups.

Introduction nonlinear information transformations [11, 12].

Among cryptographic coding operations, a special
which

Statement of the problem. The development of
information technology and the digitalization of society
have led to the need to process large amounts of data in
real time. However, there are a number of applications of
information technology related to the need to process
sensitive information with limited resources. To solve
these problems traditional crypto-algorithms were not
effective enough [1 - 3]. Their solution is the use of
"lightweight cryptography™ using cryptographic coding
operations. This approach provides both theoretical and
practical solution to the important scientific and technical
problem of providing protection of personal information
resources and secure functioning of personal information
management systems under existing hardware limitations.

Analysis of recent research and publications

The development of lightweight cryptoalgorithms is
conducted mainly in the direction of using special
restrictions of traditional algorithms on the block size,
number of internal states, simplification of rounds
algorithms and their number [3, 5 - 7]. However, it should

be noted that the development of lightweight
cryptoalgorithms  focuses on  block-based crypto
algorithms [8].

The second way of developing "lightweight

cryptography” is to build crypto-algorithms based on
cryptographic coding operations [9, 10]. Synthesized
cryptographic coding operations based on discrete
substitution table models implement both linear and

place belongs to double-operand operations,
provide a random implementation of substitution tables.
[13, 14]. Among a variety of double-operand operations it
is reasonable to allocate symmetric double-operand
operations [15, 16], which can find wide application both
in block and stream encryptions.

However, at present multi-digit double-operand
operations  of  cryptographic  conversion  remain
insufficiently investigated. It should be noted that the digit
capacity of double-operand operations means the
minimum amount of information to be converted [13]; the
units of the minimum amount of information can be bits,
bytes, words, etc.

The aim of the article. To study the process of
construction and implementation of the method of
synthesis of groups of symmetric multi-digit double-
operand operations of cryptographic coding of
information to provide automation of finding ways to
increase the variability of lightweight cryptoalgorithms.

Main part

A double-operand cryptographic encoding operation
is an operation, which converts the value of the first
operand based on one of several single-operand
operations, depending on the value of the second operand.
In other words, a double-operand operation is a formalized
tuple of single-operand operations from which only the
single-operand operation whose ordinal number is
determined by the second operand will be implemented

© N. Lada, Y. Rudnytska, 2022



ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

for information conversion.

If at identical values of the second operand the two-
operand operation realizes both direct and reverse
cryptographic transformation, this operation will be
symmetric.

Let us consider synthesis of symmetric three-digit
two-operand cryptographic coding operations.

The number of single-operand cryptographic
encoding operations is defined [10].

Ki(n)=2"1, 1)

),

where n - K,(n), K,(n)-n!,
K, (n)=2" the number of basic operations, transposition
operations, and inversion operations, respectively.

Based on expressions (1) and (2) the number of two-
digit single-operand cryptographic coding operations is
defined [9]:

K, (n) =K,;(n) K, (n)-K,, (n) = K ;(n)-n!-2"

on ou

operation  digit,

K'(2)=41=24.

K'(2)=K,(2)-21-2° =3-6-4 =24

Since, according to the results of the experiment,
there are 96 symmetric two-digit double-operand
operations, and they make up 4 groups of 24 operations,

we can assume that: K’ (2) =96=4-2%1. So,
K2(n)=k-2"! ©)

where k — number of groups of symmetric n -digit
double-operand cryptographic coding operations.

The number of operations in each group of
symmetric three-digit two-order operations according to
(3) is defined: K?(3)=k-2°1=k-8! and is 40 320
operations [17].

In practice, it is currently impossible to synthesize a
group of such a number of operations. This is due to the
lack of a single mathematical apparatus allowing to
simulate the whole set of three-digit single-operand
operations [10]. Therefore, in the process of synthesis of
symmetric three-digit two-operand operations we will
limit ourselves only to synthesis of basic double-operand
operations based on matrix single-operand operations.

According to [17], the number of basic three-digit
single-operand matrix operations is 28 operations. These
operations are presented in table 1.

Table 1. Basic group of three-digit single-operand matrix cryptographic coding operations

X ®X, DX, X, @ X,
Flg =| X, ®Xx szz =%
X, X, X, DX X @ X
E=F'= Fr=F'= o 3 .
1 =R =% 8 =g =| %
X, X3 X, DX, X DX,
Flg =X, ®X in =1 X
%, X, @ X, DX,
X O X, © X X DX,
Flz =1 % DX Fzg =1 % @Xs
X @ X, X X3 X5
F =F =|x Fr=F =|x®x,®x,
X, X X, ® X, X @ X, @ X,
Flg = % ®X, szs =X, ®X
X3 X3
X
X, X, F1§= % X, Xl@X
K _d _ K _ d X, DX K K ’
F3 _Fa = X1®X2 Fo=Fo =| % X; Fu=Fu=|%®X
DX, DX ' X
X5 X 2 3 Flg: X @ X, 3
X ®X, DX,
% X X ® X
© Fli_ X ®X, F1§: X, ® X F2k5: X X,
ke %X X @X, ®X, X @ X X,
s = =X
" X X X ®%
Fﬁ: X @ X, Flg: X ®x, ® X Fz%: X @ X, DX,
X, ® X, X @ X X3
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The end Table 1

X X © X,
F1; = % DX sze = % DX,
X X, DX, DX, X X DX, DX,
k d k d
Fo=F =X Fo=Fo =| X ®X,
@ x X @ x X @ X, ® X,
e ’ Flg =X ®X % 3 des = X ©X
X ®X, X, DX,
X DX, DX, X ®X, X DX,
F1§ =% le:) =1 X% I:2k7 = % ®x
X X ®X, X, DX, X DX, ®X,
R =F'=|x®x
X, X, @ X, X DX, X, © X
d
Fo =| % Fo =| %, = % ®X
X1®X3 X ®x, DX, X ®x, ®x
X DX, DX, ¥ D X % © X,
Fé=| x, P =| X, Foo=| % ®X
% X, ®X, Xz(‘DX3 X @O X, D X
I:7k:|:7d: X,
X, DX, d X DX, d X @ X, X, d X, D X,
Fu =| % Fu=|% Fe =| X, ©X, ® X,
X, @ X, X, ® X, X, DX,

Therefore, in the process of synthesis of symmetric
three-digit  double-operand matrix  operations  of
cryptographic coding we will use numbering of single-
operand operations according to table 1.

To develop and implement the method of synthesis
of groups of symmetric double-operand operations of
cryptographic coding information for block encryption
systems it is necessary to establish a symmetric double-

4@
01

Based on expression (4), the operation O/® can be

called a bitwise addition operation module-two with
correction.

When developing the method of synthesis of groups
of symmetric double-operand operations of cryptographic
coding synthesis was performed on the basis of
operations:

1) module-two additon:

- digit addition by module-two;

- digit addition module-two with correction;

2) module four additon:

- left-handed module four addition;

- right handed module four addition.

The transposition of elementary functions in
operations does not affect the number of modified groups
of operations with a transposition accuracy. The only

_ Xi'(k1®kz)®xz'(k1@k2)®k1 _|:X1®k1®(xi®xz)’(k1®kz):|
X @)@ x, (kO Ok, |

operand operation based on which we will conduct the
synthesis.
Let us consider in more detail the operation O/, on

the basis of which the synthesis of the fourth group of
symmetric two-operand operations of cryptographic
coding was performed [15]:

(4)
X, ®k, ® (X, ®x,)-(k, ®k,)

operation that implements the encoding of a bit of
information regardless of the serial number of the bit is
the digit addition by module two. Based on this we can
define the following list of operations:
1) module-two additon:
- digit addition by module-two:
X, Dk,
O, =|x,®k, (5)
X; DK,
- digit addition module-two with correction;
X, Dk @ (x ®x,)-(k, ®k,)
O =|x,®k®(x®x,) (kh®k,) (6)
X; @k,
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X, Dk ®(x ®x,)-(k, ®k,)
O, =|x,®k,
Xa@ks@()ﬁ@)(a)'(l%@ks)

X @k

2) module four additon:
- left-handed module four addition:

%, ®k, ®X, -k, | (% @k ®X, K, | %, ®k,
0 =|x,Dk, 0, =|x,Dk, O, =%k ®x; k |;
| X; @K, | | X; @K, ] | X; @K, ]
- right handed module four addition:
X @k, X @k 1 [xek
O,=|x,®k®x k| O =|x,®k, 0,=| x,®k, ;
| X, @K, | | X, @K, ® X K | | X, @Kk, @ X, K, |

3) module eight additon:
- left-handed module eight addition;

X, Ok D (X, Ky v X, - X Ky VK, - X5 -K5)

O, =x,0k®x®Dx,) (kDk,)
X; Dk, @ (X, DX,) - (k, D)

X @k
O, =x,0k®(xDx,) (kDk,)
X, Dk, @ (X, DX,) - (k, D)

X, Ok D (X Ky v Xy - %, oK, VK, - X, - Ky)

O, =\x,Dk,®x, -k, O, =|x,®k,
X; Dk, X; Dk, @ X, -k,
- right handed module eight addition.
X, @k, X, @k ®x -k
O0,=x,®k,®x -k 0 =|x,®k,

X; DKy @ (X, K, VX, X K VK, X oK)

The given operations differ in mathematical
representation and truth tables of transactions. Generalized
tables of transactions with permutation accuracy also
differ. Based on this, at least 14 groups of symmetric
double-operand operations of cryptographic information
coding for block encryption systems will be constructed
based on the proposed synthesis method.

Let's synthesize basic group of symmetric three-digit
double-operand matrix operations of cryptographic coding
based on operation (6). For this purpose, we introduce a
substitution in the operation

Xs DKy © (% Ky v X%, K, VK X, 0K,)
% @k @ (X ®X,)-(k ©k,) i
O =x,®kLO(x®x,) (L,Dk) |=|y,
X3 DK, V3
y1:x1®k1®(x1®xz)'(k1®k2);
V=%, @k, ®(x,®x,) (b, ®k,); y,=x,Dk,
Using the basic three-digit single-operand matrix

operations shown in table 1, we obtain 28 basic three-digit
single-operand matrix operations:

Y, | [ @k ®(Xx®DxX,)-(k ®k,)
0, =F(0)=|y, |=| %Pk, ®(x,®x,) (k,®k,) |;
Ys _X3®k3
_y1®y2_ X @k ®x, ®k,
OZZFZ(Ol): Vs = xz@k2®(x1®xz)'(k1®k2) ;
LY, | | X% @k,
_yl ] Xl@k1®(X1®X2)~(k1®k2)
O, =F(0)=|»®y, |=|x,®k ®x, Dk, ;
B2 1 [ % @Kk,
y1®y3 X1(—Dkl(-BX3®k3®(X1@X2)-(kl@k2)

0,=F,(0)=|y,
Ys

x, @k, ®(x, ®x,) (k, Dk,) ;
X, Dk,
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Y, | [x®k®(X®X) (k ®K,)
0, =F(0)=|», =%, @k, ®(x, ®x,) (k, Ok,)
yl@ys_ _X1®k1®xa@ks@(xl@xz)'(kl@kz)
'y, 1 [%®k ®(x®X,) (k ®k,)
0, =F(0)=|7,0y, |=| %, 0k, ®x; 0k ®(x, ®x,) - (5, k) | ;
BA 1 1% @ks
'y, 1 [x®k®(x®X,)-(k ®k,)
0, =F(0)=|, =|x, @k, ®(x, ®x,) (k; ®k,)
Y,V | | %Ok ®X Dk, ® (X ®X,)-(k Dk,)

Y9y, @Y, X @k ®Xx, Dk, DX, Dk,
08=F;3(01): Y2 = xz@kz@(xl@xz)'(k1®k2) ;
Y3 X3 DK, J
Y1 Xie_)kl@(xi@xz)'(kl@kz)_
O =F0)=|n®y, @y, |=| Ok Ox, Ok, Ox; Dk, |;
Y3 X, D kg ]
_yl ] _X1@k1®(xi@xz)’(k1@kz)
Oy =F,(0) = », =@k ®(xOx,) (h®k)|;
LY, ®Y, @y, | [x Ok Ox, @k, ®x, Dk,
'y, 1 [x®k ®(x, ®X,) (k ®k,)
0,=rF,0)=|»n®y, =0k ®x, ;

Vi ®Y, @y, | | X Ok ®x, ®x;, Dk,

Y, X @k ®(x, ®X,)-(k ®k,)
0, =F,(0)=| n®y, =|x,@kOx, Ok ®(x,®x,) (L ®k,) |;
V@Y, Dy, X, @k ®x, Dk, DX, @k,

y,®y, Dy, X, @k ®x, &k, ®x, Dk,

O =F;(0) = », = %,0kL®(xOx,) (k®K) |;
yl@yZ Xl(-Bkl@XZ@kZ
(@Y, @y, | [x Ok ®x, Ok ©x, @k, |
O, =F,(0) = », =X, ©k®(x®x,) (kDk,) ;
1Y, @Y, | [ %@k ®X, 0Kk @ (X ®X,)-(k ®k,) |
(v, @Y, @y, | [x®k DX, ®k, ®X, Dk, ]
O =F:(0) =]y, ®y, =@k Ox; Ok ®(x,®x,) (L ®K,) |;
| Y5 | [ % @k, ]
@Y, @Yy, | [x®kOx, &k, ©x &k,
O =F;(0)=| Dy, =\ OO x, @k, D (x,Dx,) (k,®K,) |;
Y 1 [k
Y, %, ®k ® (X, ®X,)-(k ®K,)

O, =F;(0)=|n®y, |=| Ok ®x, Dk,
y2®y3 _Xz@kz®X3®k3@(x1®xz)'(k1®kz)
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Oy = Fig (01)

Oy =Fy (01)

0, =F, (01)

O, =F,(0)=|»,

Y, DY, X Dk DX, Pk, @ (X, DX,)-(k DK,)
Oy, | [x Ok ®x &k, |
Oy =Fy(0) =], ®y; |=| 5,0k, ®x, @k O (x, O x,) (OK,) |
| Ys | % @Kk, ]
@Y, | [ Ok ®x Sk ®(x®x,) (k ®k,) ]
0y =Fu(0)=1,9y; |=| 5,0k O0x; @k, ®(x, ®x,) (k,Dk,) |
LYs 1 [%®k, J
y1®y3_ _X1®k1@X3®k3®(xi@xz)'(k1®kz)
Oy =Fx(0)=| n®y, |=| &k ©Ox, Dk, ;
Y3 1 [%®k
Y, @Y, X1®k1®xz®k3@(x1®xz)‘(k1®kz)
Oy = Fy(0) =| 11 ®y, = 4®k®Ox, Dk,
Y, DY, X @k ®x, &k, ®x, @k,
[y, @Y, (% @k ®x, Dk, ® (X, ®X,)-(k Dk,)
Oy = Fy(0) =y, Dy, =0k Ox Ok O(x®x,) (L Ok,)
LV, @Y, @Y, | | XDk O, @k, DX, Dk,
@Y, (X @k ©x, Dk,
Oy = F(0) =| y, @y, = %,0LOx, Ok ®(x,Ox,) (Ok) |.
LY, @Y, @Y, | [ X Bk ®x, Dk, DX, Dk,

Y1
=11, @y,
VACAA

Y1
Nn®y,
A

_yl ®©y, _
Y2
LY, DY, |

[y, @y, ]
Va
|V, DY, |

Y, ®Y,

(% ®k ® (X ®X,)-(k ®k,)
X,®k,®x, Dk, ®(x,Dx,) (k, ®k,) |;
_Xl@kl(-BX3@k3@(X1®X2)-(kl@k2)

%, ®k ® (X, ®X,)-(k ®K,)
x®k ®x, Dk, ;
_x1®k1®x3®k3ea(x1®x2)~(k1®k2)

[x, ®k ®X, Dk,
X, @k, ®(x, ®x,)- (k, ©k,) X
_Xz@kz@xa®k3®(xi®xz)'(k1®kz)_

[x, ®k ®x, ®K,
X, @k, ®(x, ®x,)-(k, Ok,) ;
| X, @Kk, DX, @Kk, ® (X, ®X,)-(k, @k,) |

X, @k, ®x, Dk,
X, @k, ®(x,®x,) (k,®k,) ;

To verify the correctness of the results of the
synthesis of the obtained symmetric matrix operations, the
requirements to the symmetry of the transactions given by
the truth tables were applied. Additionally, each operation
was verified by taking into account the complete
enumeration of all input data.

Similarly, groups of symmetric double-operand
operations based on an operation by using both a complete
group of three-digit single-operand matrix operations and
groups of three-digit single-operand nonlinear operations

were synthesized. When constructing symmetric double-
operand operations based on nonlinear three-digit single-
operand nonlinear operations, it was found that the
complexity of the models increased. This complication is
related to the necessity of transition from representation of
discrete models based on addition by module two to
representation of discrete models in the basis of "AND-
OR-NET"

During the process of implementation the method of
synthesis the groups of symmetric double-operand
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operations of cryptographic coding of information was
found the following:

- based on each selected three-digit double-operand
operation according to (3) 6 permutation operations will
be constructed [17]. By applying the inversion of
elementary functions, 8 inversion operations will be
constructed of each obtained operation [17]. This will
make it possible to extract 48 modifications of this
operation from one symmetric three-digit double-operand
operation, each of which is suitable for constructing a
group of operations based on it.;

- the application of the proposed method of synthesis
of groups of symmetric double-operand operations of
cryptographic coding information for block coding
systems based on one symmetric double-operand
operation by using 28 three-digit basic matrix operations
[17] will provide the construction of a group of 28
symmetric double-operand operations. The use of 48
modifications of the symmetric double-operand operation
will provide the construction of 48 groups of operations,
including 1344 symmetric three-digit double-operand
matrix operations.;

- since the total number of three-digit single-operand
matrix operations includes 1344 operations [17], then
based on one symmetric three-digit double-operand
operation will be built 64512 symmetric three-digit
double-operand matrix operations.

- the maximum number of synthesized symmetric
three-digit double-operand operations based on one given
operation will be 1935360 operations since the full group
of three-digit single-operand operations is 40320 (but their
formalization is complicated by the absence of a single
mathematical apparatus describing the whole set of linear
and nonlinear single-operand operations). the maximum
number of synthesized symmetric three-digit double-
operand operations based on one given operation will be
1935360 operations since the full group of three-digit
single-operand  operations is 40320 (but their
formalization is complicated by the absence of a single
mathematical apparatus describing the whole set of linear
and nonlinear single-operand operations)..

- when implementing the method of synthesis of
groups of symmetric double-operand operations of
cryptographic coding information in automated intelligent
design systems, it is reasonable to represent crypto-
transformation operations as mathematical models and
truth tables to build in knowledge and data bases.

References

The application of the technology of building groups
of symmetric matrix operations is not limited to the
synthesis of groups of two- and three-digit operations. The
obtained results allow to considerably expand both
possibilities of developers of "lightweight cryptography"
and variability of synthesized crypto-algorithms.
Simplicity of realization of the offered method of
symmetric matrix operations allows to use it for
construction and filling of knowledge and data bases of
intellectual systems of cryptoalgorithms designing. To
ensure the speed of implementation of multi-digit double-
operand nonlinear symmetric crypto-transformation
operations it is reasonable to use substitution tables, the
implementation of which compensates the lack of
mathematical apparatus of formalized description of
operation models.

Conclusions

The proposed method of synthesis of groups of
symmetric double-operand operations of information
cryptographic coding provides an opportunity to increase
the variability of lightweight cryptoalgorithms by
increasing significantly the total number of used
operations. Additionally, the synthesis of symmetric
cryptographic coding operations belonging to different
mathematical groups provides increased crypto stability of
the algorithm. Application of the double-operand
cryptographic coding operations, to which the synthesized
operations belong, leads to an insignificant increase in the
complexity associated with implementation of synthesis of
operations both at the hardware and software levels.

In the process of implementation of the method of
synthesis of groups of symmetric double-operand
operations of cryptographic coding of information it was
found that on the basis of the known symmetric three-bit
double-operand cryptographic conversion operation it is
possible to build up to 1935360 its modifications with
similar possibilities of use in crypto algorithms. This
result allows to increase by an order of magnitude the
variability of information protection algorithms.

Further research of the presented topic was expedient
to conduct on three-operand, and later on multi-operand
operations. However, the received results are suitable for
practical use in developing new block encryption systems
with increased speed and reliability of cryptographic
transformation of information or, for example, in
improving generation of pseudorandom sequences.
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PEAJIIBALIA METOAY CUHTE3Y I'PYII CUMETPUYHUX IBOXOIIEPAHAHUX
OIIEPAIIIA KPUIITOI'PA®IYHOT'O KOAYBAHHS IHOOPMALII IJI51 CUCTEM
BJIOKOBOI'O HIM®PYBAHHSA
O0’€KTOM JOCIIDKCHHS € TpOIEecH MOOYZOBH TPYH CHUMETPHYHHX JABOXOIEPAHTHHX oOIepamiii KpHnTorpadidHOro KOJIyBaHHS
indopmanii. IIpeamerom moCHiIKEHHS € OCOONMBOCTI peanmizamii y3araJbHEHOTO METOLY CHHTE3y TPyH CHMETPHIHHX

JIBOXOTIEPAHJHUX OMepariil kpunrorpadidHoro KoayBaHHs iHGopMarii st «nosermenoi kpunrorpadii». Mera podoTn — mocmiauTu
npouec nmoOyA0BH i peanizallii METOy CHHTE3y IPYIl CHMETPUYHUX 0araTopo3psiAHUX ABOOMEPAHIHUX orepauiil KpunrorpadidHoro



https://doi.org/10.1007/s13389-017-0160-y
https://doi.org/10.6028/NIST.IR.8114
http://journals.nupp.edu.ua/sunz/issue/view/65
https://doi.org/10.26906/SUNZ.2020.1.093
https://jrnl.nau.edu.ua/index.php/ZI/index
http://dx.doi.org/10.18372/2410-7840.14.3360
Viktor
Выделение

Viktor
Выделение

Viktor
Выделение

Viktor
Выделение


ISSN 2522-9818 (print)
CyuacHuii cman HayKkogux 00CiodceHb ma mexHonoeitl 6 npomuciosocmi. 2022. Ne 2 (20) ISSN 2524-2296 (online)

KoIyBaHHs iH(popMalil A 3abe3medeHHs] aBTOMATH3allii MOUIYKY MHUIAXiB 30UIbLICHHS BapiaTUBHOCTI 1 CTIHKOCTI MOJIETIICHUX
KPHUITOAITOPUTMIB. B cTarTi BHPINIYIOTHECS HACTYNHI 3aBJAHHS: BH3HAUUTH MaTeMaTH4Hy TPYIy OJHOOIEPAHJHUX OIeparii Ha
OCHOBI sKOi Oyze IpencTaBlICHO peaji3allifo METOIy CHHTE3y TPyl CHMETPHYHHX IBOXONEPAaHAHHUX OIepalii KpHITorpadidHOTo
KOJIyBaHHS; 3alpOIIOHYBAaTH TEXHOJIOTIIO TONIYKYy CHMETPUYHHX IBOXOIEPAHAHHMX OIepalili; OMiHUTH MOTY)XHICTh CHHTE30BaHHX
Ipyn omepamiii Ta iX BIUIMB Ha BapiaTUBHICT Ta CTIMKICTh alNrOpHTMIB «moiermenoi kpunrorpadii». OTpuMaHO HACTYNHI
pe3yJIbTATH: 3aIPOIIOHOBAHO TEXHOJIOTiI0 BU3HAYEHHS CUMETPUYHUX ABOXONEPAHIHUX Olepaliil sKi OyXyTh OCHOBOIO ISl CHHTE3Y
IPYNH CHMETPHYHMX JIBOXOIEPAaHAHMX OIEpalliif; 3alpoloOHOBAHO Ta peali30BaHO METOJ CHHTE3y TPy CHMETPUYHHX
JIBOXOIIEpAHAHUX oOmepauiii KpunrorpadidHoro koayBaHHs iH(opmarii aias cucreM ONOKOBOro ImM(pyBaHHS;, Ha MPUKIAI
MIOPO3PSAHOTO JIOAABAaHHS 32 MOAYJIEM 7Ba 3 KOPEKII€I0 Ta BUKOPUCTaHHA TPHOXPO3PAAHHMX OJHOOINEPAHIHMX OIepalii MoKa3aHo
MIPaKTHYHY peaizaliio JaHOTO METOAIy; Ha OCHOBI CHHTE30BaHHMX OIEpalliif Ta HAaBeICHUX KUIbKICHUX XapaKTEPUCTUKH MHOXXUHH
OJTHOONIEPAaH/HHUX OIepallii MPOBEIEHO OLIHKY IOTY)KHOCTICTh CHHTE30BaHHMX TIpYIl OIepaliif Ta IX BIUIMB Ha BapiaTHBHICTH Ta
CTIHKICTh aNTOPHUTMIB «IojerumeHoi kpunrorpagii». BHCHOBKH: 3alpONOHOBaHWN TO peanmi3oBaHHMH METOA CHHTE3y TpyIl
CHMETPHYHUX JBOOIIEPAHIHUX OIepallii kpunrorpadidHoro KoxyBaHHs iHpopMaii 03BoIIsE 3a0€3MEINTH MOXKINBICTh 301IBIICHHS
BapiaTUBHOCTI  TOJICTHIEHUX  KpUOTOANTOpuTMiB. CHHTE3  CHMETPUYHHX  Omepamii  KpunTorpadiyHOro  KOIyBaHHS,
[0 HaJeXaTh Pi3HUM MAaTEeMAaTHYHHM TpylaM, 3a0e3ledye MiABULICHHS KPUITOCTIHKICTh aITOPUTMY. 3aCTOCYBaHHS CHUHTE30BaHUX
omepauiii  KpunrorpadidyHOro KOAYBaHHs, MPHBOJUTH O 3HAYHOrO  30UTBIICHHS  BapiaTHBHOCTI  KPUITOAITOPUTMIB
Ta X CKJIAAHOCTI.
Kunrouosi ciioBa: xpunrorpadiue Ko yBaHH; HOJIETIICHA KPUITOTpadis; CHHTE3 TPy CHMETPUYHUX OIIepaltii.

PEAJIM3ALIMS METOJA CUHTE3A I'PYIIII CHUMETPHYECKUX
JABYXOHNEPAHJAHBIX ONEPALIUU KPUIITOI'PAOUYECKOI'O KOJAUPOBAHUA
NHOOPMALIMHA JJIAA CUCTEM BJIOYHOI'O HIM®POBAHUA

O0BbeKTOM HCCIIeN0BAaHMS €CTh IPOIECCHl IMOCTPOEHHS TPy CHMMETPHUYHBIX IBYXOHNEPAHIHBIX OHEpalii KPUNTOTpadhHIecKoro
koaupoBanus uH(opmanuu. IIpeamMeToM wHcCleNOBaHUS €CTh OCOOCHHOCTH pealu3aliyd OOOOIIEHHOTO METO/Aa CHHTE3a TPYIIT
CHMMETPUYHBIX JBYXONEPAHAHBIX ONepanuii KpUNTorpadhuIeckoro KOJUPOBAHI HHPOPMAINH IS «0OJIErYeHHOI KpUnTorpadum.
Henp paGoTel — HMccrenoBaTh IMPOLECC MOCTPOCHHS M pealH3aliid METOAa CHHTe3a TPYNI CHMMETPHYHBIX MHOTOPa3psIHBIX
JIBYXOIIEpaHIHBIX OIEpalnii KpUNTOrpaduueckoro KOJUPOBaHUS MH(OpMAIMK IJisi 0OecTieueHUs] aBTOMATH3aliM IOWCKa IyTeil
YBEJINYCHUS] BApPUATUBHOCTH, M YCTOHYMBOCTH OOJIETUYEHHBIX KPUITOAITOPUTMOB. B cTaTbhe pemaroTcst ciemyromye 3agaqm:
OIpeNIeINTh MaTeMaTHUECKYI0 TPYIITy OJHOONEPaHIHBIX OIepaliid, HA OCHOBE KOTOPOH OyJeT mpelcTaBieHa peal3alus MeToza
CHHTE3a IPYII CHMMETPHYHBIX JBYXOIEPAHIHBIX ONepaliii KPUITOTpa@uIecKoro KOJUPOBAHMS; IIPEIJIOKUT TEXHOIOTHIO ITONCKA
CHMMETPUYHBIX JBYXONEPAaHJHBIX OIEPAlHi; OIEHHTh MOIIHOCTh CHHTE3MPOBAHHBIX TPYNI ONEpanuii, W HUX BIHUSHHE HA
BapHaTHBHOCTh W YCTOHYHUBOCTH alropuTMOB "oOinerdenHoi kpuntorpaduu. IlomydeHsl clienyromue pe3yabTaThl: MpeaiokeHa
TEXHOJIOTHS ONpENEeNeHNs CHMMETPHUYHBIX JABYXOIEPAaHIHBIX OIepanuii, KOTOpble OyXyT OCHOBOW M CHHTE3a TPYIIIBI
CHMMETPUYHBIX ABYXONEPAHAHBIX ONEpaIiii; MPEeUIONKEH U peann30BaH METOJ CHHTE3a TPYNI CHMMETPUYHBIX ABYXOIEPaHJHBIX
orepanuii KpUITorpaduyeckoro KOAWpOBaHHMS HH(GOPMAIMH U CHCTEM OJOYHOro MIM(POBAHUS; Ha TPHUMEpe MOPa3psTHOTO
CJIOXKEHHS TI0 MOJYJIIO JIBa C KOPPEKIHEH, M NCIIOIb30BaHHs TPEXPaspsAHBIX OJHOONEPAHIHBIX ONEpaluii MoKa3aHa MpaKTHYecKas
peanu3anus TaHHOTO METOJIa; Ha OCHOBE CHHTE3MPOBAHHBIX ONEpalyii ¥ IPHBEACHHBIX KOJMYECTBEHHBIX XapaKTEPUCTHK MHOXKECTBA
OJTHOOTIEPAH/IHBIX OIepalnii POoBeeHa OI[eHKa MOIHOCTH CHHTE3UPOBAaHHBIX TPYI ONepalii ¥ UX BIMSHHE HA BAPHATHBHOCTH U
CTOHKOCTh aJTOPUTMOB «oONerdeHHol Kpunrorpaduu». BeIBoABI: MPEANOXKEHHBI W pealM30BaHHBIA METOX CHHTE3a TPYIIT
CHMMETPUYHBIX IBYXOIEPAaHHBIX ONepanuii KpUnrorpaduaeckoro KOANPOBaHHs HHPOPMAIIH TTO3BOJISIET 00ECTICINTh BO3MOKHOCTh
YBEIMYEHHUs BapHMAaTHBHOCTH OOJErdeHHBIX KpUNTOAMTOpuTMOB. CHHTE3 CHMMETPHYHBIX OIEpanuii KpHUNTOrpaduuecKoro
KOJIUPOBAHUS, MPUHALICKAINX pPa3sHBIM MaTeMaTHYeCKHM TpyIHaM, OOeCIeuHBaeT IMOBBIIICHHE KPUNTOCTOMKOCTH alrOpUTMa.
[lpuMeHeHHe CHUHTE3UMPOBAHHBIX OIEpalii KPUITOrpadUIecKoro KOMUPOBAHUS MNPUBOJUT K 3HAYUTENHFHOMY YBEIHYSHHUIO
BapUaTHBHOCTH KPUITOAITOPUTMOB U UX CIIOXKHOCTH.
KunroueBsbie ci1oBa: kpunrorpaduyueckas KOAUPOBKa; o0NeryeHHast KpUNTOrpadus; CHHTE3 TPYIIT CHMMETPUYHBIX ONeparuii.
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D. LYTVYNENKO, O. MALYEYEVA

RISK MANAGEMENT IN PROJECTS OF RESTORATION THE REGIONAL
TRANSPORT STRUCTURE ON THE BASIS OF PARTICIPANTS'
COMMUNICATION

The subject of the article is the processes of risk management and project communications. The components of the content of
transport infrastructure rehabilitation projects, including communications between stakeholders, are considered. The aim of the work
is to develop a method for assessing and managing the risks in transport infrastructure rehabilitation projects, taking into account the
communication processes of the participants. The following tasks are solved in the article: systematization of risks in transport
infrastructure rehabilitation projects in the form of relations between the project participants, creation of a graphic scheme of
stakeholder communications, formalization of stakeholder communications with regard to the causes and possible parry of risks,
development of a quantitative assessment model of the project risks with regard to stakeholder interests. Methods used: project
management methodology, stakeholder theory, value theory, systems approach, matrix models. The following results were obtained:
Opportunities, impact and risk status in relation to stakeholders of the transport infrastructure rehabilitation project were analyzed.
The possibility of grouping risks in relation to the stakeholders of the project and the possibility of influence of stakeholder interaction
on the available risk groups were considered. The risks that can directly affect the project or be affected by the interaction between the
project stakeholders were identified. The formalized representation of risks and communications of project participants is presented.
Opportunities to optimize the process of project risk management through the management of stakeholders and project
communications have been identified. Quantitative project risk value model was developed to assess the effectiveness of actions to
parry risks from stakeholders. Conclusions: project risk management can be more effective if tools and methods specific to
stakeholder management and project communications are applied. The proposed formalization establishes a clear model of
stakeholder interaction to parry risks. The model of quantitative assessment of the effectiveness of actions to parry risks will allow to
evaluate the effectiveness of the management strategy and to make adjustments in time. In the future, this work will continue

scientific research in the direction of developing models and methods of research of communications and risks of the project
Keywords: project management; stakeholders; transport infrastructure; interaction model; risk assessment.

Introduction

Success in the implementation of complex projects is
associated with considerable uncertainty in the various
factors accompanying the project. For example, the timing
of the decision on financing and obtaining the result may
not be too certain, although it is almost a key factor for
every project.

As a result of the large-scale aggression of the
Russian Federation in 2022, Ukraine suffers significant
losses in the condition, quality and overall suitability of
infrastructure facilities of entire regions. As of June 2022,
the Ministry of Infrastructure sounded Ukrainian losses at
20-30% of prewar capabilities [1]. The scale of the
damage varies from region to region and is not final, but it
is already obvious that the country is waiting for a huge
scale of projects to restore the lost infrastructure.

The specifics of transportation infrastructure
rehabilitation projects include the involvement of
significant financial resources, which may not be possible
with significant schedule and outcome volatility. Failure
to fully assess and account for all project risks can lead to
significant and sometimes critical consequences, such as
project non-completion or reduced overall benefits. This
makes the field of risk management extremely critical and
important to both project management and transportation
system development projects in particular. After all, long-
term and financially costly projects are particularly
affected by a dynamic and uncertain environment [1].

The need to increase investment activity requires
modern science to develop models and tools to
qualitatively and reliably perform the tasks and carry out
preventive measures to reduce the impact of project risks.

Risk management is an effective tool for regulating
changes in the economic environment[2].

Analysis of recent research and publications

A significant contribution to the domestic science in
the field of research and development of methods and
tools of risk management was made by such scientists as
Bushuyev S.D. [3], Rach V.A., Zyuzyun V.O. [4],
Druzhinin E.A. and others.

Risk assessment plays a key role in the management
process. It may be done by economic, mathematical,
statistical methods, by the method of expert evaluations or
by a combined method. The main indicators, on the basis
of which the mathematical and statistical assessment takes
place, are the coefficient of variation and the degree of
risk.

Rach V.A. showed the significance and difference of
risks depending on the sphere and phase of the project, in
which they can occur. Thus, according to the scientist,
risks can be characterized by industry depending on the
life cycle of the project and relative to the stakeholders of
the project. He proposed the use of the risk pyramid and
built a model that allows managers to effectively carry out
risk management [5].

Druzhinin E.A. proposed the concept, principles and
system scenario of the risk-oriented approach in project
resource management. The scientist proposes to take into
account the impact of the manifestation of multiple
external and internal risks to justify the resources by joint
modeling of project actions and actions aimed at
eliminating the consequences of risk manifestation, which
ensures the sustainability of the ongoing projects [6].

© D. Lytvynenko, O. Malyeyeva, 2022
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Latkin M.O. proposes to use a system approach to
describe risk management as a hierarchical system;
including structural models (target model, functional
model, organizational structure model) and process,
models (process model of the implementation of
management functions and communication model). The
interaction between the individual models of the risk
management system is provided by a number of matrix
projections [7].

Foreign publications increasingly pay attention to
current trends and the possibilities of their impact on the
field of project management, in particular, risk
management and communication. Wilson and co-authors
investigated the possibilities of applying the value-based
approach in risk management [8] and the possibilities of
applying artificial intelligence for more effective risk
management and communication in the project [9]. In
recent years, scientists often address the topic of COVID-
19 and its impact on the industry [10 - 12]. To date, it is
relevant to study the risks of projects in supercomplicated
critical conditions, such as wartime and post-war period.

The analysis of publications on risk management
showed that the industry remains dynamic and attempts to
describe processes and create tools continue with different
approaches and tools. This indicates an incomplete
process of basic knowledge and research methods, i.e., the
development and search for new models must continue. It
has also been determined that quite rarely the scientists
pay attention to the branch specificity of the project and
often do not adapt the resulting research tools to
emergency conditions and challenges. Consequently, there
is a need for closer integration of existing models into the
current modern conditions and needs of the industry, for
example, so important for the country and regions as the
transport industry.

At the same time, the impact of communication
technologies and communication management techniques
as a means of risk management remains little
explored. Popular methodologies in communication
management and risk management refer to different areas
of knowledge and rarely mention their relationship [13].
Although the setting up and streamlining of
communication processes affects not only the awareness
of project participants, but also their trust in each other
and, accordingly, affects the reliability of decisions and
risks of the project.

Highlighting the previously unresolved parts of the
general problem. Purpose of the work

2. Creating a graphic diagram of stakeholder
communications.

3. Formalization of stakeholder communication
processes, taking into account the causes and possible
parry of risks.

4. Development of a model for quantitative
assessment of project risks, taking into account the
interests of stakeholders.

Main results of the study

The purpose of the presented research is to develop a
method for assessing and managing risks in
transport infrastructure restoration projects, taking into
account communication processes. The results should

become a reliable tool for applying in practice
and solving the problems of risk management
strategies.

The article addresses the following objectives:

1. Systematization of risks in transport infrastructure
rehabilitation projects through relationships between
project participants.

The transport infrastructure is an integral part of the
system in which it exists. It can be either the transport
infrastructure of a country or a separate settlement within
the framework of their own infrastructures and needs. The
transport infrastructure reconstruction project has a
number of differences in the life cycle of the project.
Indeed, the preparatory stage plays a significant role. To
avoid significant risks, there must be an assessment of the
impact of the implementation process on the environment,
on the interests of local residents, authorities, stable use
and permanence, which may be critical and necessary.
Also, a detailed study requires the logistical capacity of
the region and the ability to manufacture and deliver the
necessary construction materials, equipment and all
necessary human resources must be quickly available. The
financial component of the project should be balanced and
work effectively throughout the duration of the project.
During the work, special attention should be focused on
safety issues, both for the population and workers, as well
as the ecological systems of the region. Clear and
effective management of communication between
stakeholders will allow rapid and effective adaptation to
critical conditions throughout the life cycle of the project.

Based on the analysis of possible stakeholders of
transport infrastructure rehabilitation projects [15], the
analysis of methods of applying the value-based approach,
the analysis of modern methods of stakeholder
management, each stakeholder may have its own interests,
goals, expectations and risks in relation to the project [16].
Accordingly, the risks may have a different impact,
assessment and status in relation to the stakeholder, as
well as in relation to the stage of the project life cycle.
Accounting for such risks, their control and management
is an important part of the project manager's work, and
sometimes a critical part of the work, because the most
critical risks and their inadequate management can
threaten the existence of the project as a whole.

Based on the analysis of the interaction between the
stakeholders of the transport infrastructure rehabilitation
project [17], all project stakeholders can be divided and
grouped as follows: the project team, project executors,
project suppliers, investors, authorities and society. Each
of these stakeholder groups may have both internal risks
that depend more on the internal processes
of the stakeholder group itself, and external risks that
determine the interrelated expectations of opportunities
and problems of one stakeholder group in regard
to others.

Risk management is defined as a set of tools,
methods, forms and means of interaction of subjects of
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risk management in order to develop and implement
management decisions aimed at preventing the risks of
investment activities, reducing and overcoming the effects
of its impact [14].

Risk management involves:

- the use of all possible means in order to avoid or
reduce the degree of risk associated with significant
losses;

- controlling risk in case it cannot be avoided
completely;

- optimization of risk degree or reduction of probable
losses;

- conscious acceptance of risk and preparation of all
possible processes triggered by this risk.

According to the PMBOK methodology [13], risk
management is divided into stages: planning,
identification, qualitative analysis, quantitative analysis,
response planning, and monitoring. Each of these
procedures is performed at least once in each project. In
spite of the fact that developers of the standard clearly
separate these procedures, in practice they often can be
implemented in a unified procedure, coincide and closely
cooperate.

The grouping of risks and their representation by
means of relations between participants of the project was
offered in works Gritsenko L.L. [18]. In this paper, the
groups of risks are expanded on the example of the
outlined groups of stakeholders of transport infrastructure
rehabilitation projects.

In the risk system, we can distinguish the groups of
risks containing individual partial risks. In addition, partial
risks to the project participant may be caused by another
participant.

So, for example, for the performer of works and
society in relation to the state there are the following
groups of risks:

- political risks (change of power, change of
officials, decline in political will, political crises);

- excessive influence of the state in the project
(bureaucratic obstacles, corruption component, pressure of
controlling bodies)

- financial risks (shortage and stoppage of funding,
failure to fulfill assigned obligations, inability to fulfill
promised simplifications and benefits).

Authorities and investors have the following partial
risks in relation to performers:

- technical errors and low level of preparatory work;

- irrational chosen form of contract and partnership;

- poor quality of work; mistakes in the execution of
works;

- unscrupulousness and outright fraud on the part of
producers of works.

The following partial risks are possible for the
authorities and executors in relation to
the society:

- risks of protest sentiments in society;

- risks of public ignorance and failure to understand
the value of the project.

The society may experience the following partial
risks in relation to the government and the executor:

- risks of deterioration of the ecological condition of
the region;

- risks of destruction and deformation of the usual
way of life, places of habitation;

- the low quality of the obtained infrastructure.

The supplier group is one of the most isolated and
primarily dependent on proper financing from the work
producer, and the work producer, accordingly, will risk
receiving equipment and goods of inadequate quality and
with delays.

Table 1 shows the interrelation of groups of project
participants because of their respective risks. The table
does not reflect the project team, because they are
interested in reducing the probability of each risk and
interact with every other project participant [16]. The table
is not exhaustive and complete, but can serve as an
illustration of the relationship between project participants
on the basis of risks.

Table 1. Scheme of stakeholder communications, taking into account the causes and possible parrying of risks

Project stakeholder Partial risks

Stakeholders interested in parrying partial
risks

Contractor (S1) Low level of preparatory work (r1)

Authorities, investor

Errors in the contract (r2)

Authorities, investor

Poor quality of work performance (rs)

Authorities, society

Unfairness and outright fraud (rs)

Authorities, community, investor, suppliers

Financial instability (rs)

Authorities, community, investor, suppliers

Non-compliance with environmental, moral standards (rs)

Authorities, society

sustainability, and historicity (r7)

Lack of attention to the environment, community

Authorities, society

Project provider (Sz2)

Inadequate quality of goods and equipment (rs)

The executor

Problems with supply timing (ro)

Executor

Investor (Ss) Inadequate financial performance (rio)

Authorities, executor

Authorities (Sa) Political instability in the region (ri1)

Investor, society, executor

Bureaucracy and excessive control (ri2)

Performer, Supplier

Financial instability in the region (r1s)

Executor, investor

Society (Ss) Protest sentiment (r14)

Authorities, executor

Lack of awareness (ris)

Authorities
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On the basis of this table it is possible to graphically
depict the scheme of stakeholder communications, taking
into account the causes and possible parry of risks (fig. 1).
In the figure in the zones of the corresponding stakeholder
the partial risks that can be caused by it are indicated.

Arrows show stakeholder communications on the parrying
of risks (or their group). The direction of the arrow
indicates which stakeholder is interested in parrying
the relevant risks (start) caused by another stakeholder
(end).

Contractor

Investor

: N«
r-z rs
=
< )
A& & S
ER &
Governments
o o
2] |2
r-s
N
<4 2
Supplier Community
rs,s ra,is

Fig. 1. Scheme of stakeholder communications, taking into account the causes and possible parrying of risks

It should be noted that such a relationship of certain
stakeholders is typical, and has been noted in studies
devoted to stakeholder management at the stages of the
project life cycle [19].

For the formalized representation of risks and
communications of participants, we introduce the
following notations.

Partial risks constitute the set R={r}, k = 1.m.
Project stakeholders constitute the set S ={S;},i=1..n.

Stakeholder S, is interested in reducing the risks
caused by stakeholder S;. We denote this subset of risks
by R;.,

R, cR.

Using the above designations, the generalized matrix

of the relationship between stakeholders on risk-
pairedness is presented in table 2.

Table 2. Generalized matrix of interrelations between stakeholders on the parrying of risks

S, s, S,
Sy - R R,
SI Ril Rij Rin
Sn Rnl an B

Risk management can be considered not only in the
context of risk per se, but also in the context of
stakeholder management and communication
management, including between stakeholders. Building

clear and transparent communication processes can not
only reduce risk, but also build a robust system of trust
between project members (fig. 2).

V S *
Communication management

Sn

Communication

manager

Project team

S2

Risk

manager

Sii

(Rii+1)

R

S

Fig. 2. Generalized model of project stakeholder communications management in order to reduce risks




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

To achieve these goals, reliable and regular
communication must be built between the party bearing
the risk and the party for whom the occurrence of this risk
is critical and important. For example, reducing the
probability of the risk of "low level of preparatory work"
can be ensured by effectively informing the parties both
on the part of the contractor about the progress of such
work, and on the part of the authorities by controlling and
ensuring clear and transparent rules and standards for the
performance of work. Or the reduction of the likelihood of
protest sentiments among the population is achieved
through an open and regular dialogue between the
population (representatives of initiative groups, public
organizations, etc.) and the authorities or the contractor.
The population must also be informed through the media,
social networks, advertisements or other means of
disseminating information about the project, its safety,
necessity and value.

Thus, the management of each risk requires
additional standardization and can cause excessive

bureaucracy. In order to reduce the risk of project
bureaucracy, it is suggested that information technology
be used extensively to reduce routine processes and
automate control of communication and document
exchange.

In order to quantify the possible risks caused by
project  stakeholders at  different  stages  of
the project life cycle, the following parameters should be
considered: p, - the probability of partial risk r; d, -

the possible losses of the project caused by
risk r., k=1.m.

The probability of risk is assessed by expert methods
or by a decision maker - risk manager.

Possible losses of the project are
in a cost degree (although it can be
of time or a decrease in the quality
performed).

The negative impact of partial risks on the main
indicators of the project is shown in table 3.

expressed
the cost
of work

Table 3. Impact of partial risks on the main parameters of the project

Main parameters of the project
Partial risks Cost Duration Quality of work

Low level of preparatory work (ry) + +
Errors in the contract (ry) + + +
Poor quality of work performance (rs) +
Unfairness and outright fraud (rs) + + +
Military instability (rs) +
Non-compliance with environmental, moral standards (rs) +
Lack of attention to the environment, community sustainability, and historicity (r7) +
Inadequate quality of goods and equipment (rs) +
Problems with supply timing (ro) +
Inadequate financial performance (i) +
Political instability in the region (r.1) + +
Bureaucracy and excessive control (r) + +
Financial instability in the region ((r1s) +
Protest sentiment (rs) +
Lack of awareness (r1s) + +

To quantify the effectiveness of actions to parry risks
from stakeholders, the following parameters should be
considered [16]: In — interest (degree of interest) of a
stakeholder in the project, V — degree of power (influence)
on the project, A — resources (of different types),
which  the stakeholder has for  participation
in the project.

Let us denote the set of interests of separate

stakeholder groups by | = {Ij} , ] = 1..mi. The degree of
interest of each stakeholder is measured by x;, in the
general case x; €[-1,1], i =1..n, j = 1..mi. Note that due

to the method of harmonization of interests
with project goals, a set of stakeholders is selected for
which x; >0 [20].

The total degree of interest of the i-th stakeholder in
the project is defined as

In, = max[l, ZXU}
j=1

and only positive stakeholder interest is taken into
account.
The set of stages of the life cycle (LC) of the project

we denote as E={e}, | = 1.t. Stakeholder influence
coefficients on the project reflect the value of the matrix
K =|k|,i=1.n,1=1.t where k, — level of influence
of the i-th stakeholder at the I-stage of the project life

cycle, t — number of stages of the project life cycle,
k, €[0,1].
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Thus, it is possible to determine the probability of
risk parrying rk by the i-th stakeholder at stage | of the life
cycle as a function of

Oy = f (Inivkil)

under the conditions:
a) risk r, belongs to the group of risks in which the

i-th stakeholder is interested, i.e.

I ERi,Ri :URij )
i

where R; - groups of risks, in which i-th stakeholder is
interested, includes all the risks that are the subject of
communication with other stakeholders, which cause these
risks,

0) risk r, may occur at stage | of the life cycle.

Let us note that if risk r, can occur at different

stages of the life cycle, then the probability of its parrying
by the i-th stakeholder is o = mlin ikl -

The quantitative assessment of risk r, (possible
losses for the project), taking into account its probability,
is the product of p,d; .

Assessment of the necessary resources for its parry,
taking into account the interest and power of stakeholders

Ny

is > (1-dj)a, where gy - probability of the i-th
j=1

stakeholder to parry risk r,, a - resources of the i-th

stakeholder, represented in monetary form.
Thus, the reduction in the risk cost is

Nk
Ay = pdi =10k -
i1

If Ak > 0, then the risk remains and management
decisions must be made to increase the intensity of
communication between the stakeholder who is
the cause of the k-th risk and many interested
stakeholders, or to attract additional (insurance) resources
to the project.

Conclusions and prospects for further development

Consideration of the main features of transport
infrastructure reconstruction projects and their differences
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YIPABJIIHHSA PU3UKAMM B ITPOEKTAX BI/IHOBJIEHHA T}’AHCHOPTHOT
IHOPACTPYKTYPHU PEI'TOHY HA OCHOBI KOMYHIKAIIN YYACHHUKIB

I[Ipeamerom HOCHIIKEHHS B CTAaTTi € MPOIECH YNPABIiHHSA PU3UKAMU Ta KOMYHIKAIisIMU MPOEKTY. PO3risnaoTeCs CKIagoBi 3MicTy
MIPOEKTIB BIJHOBICHHS TPAHCIOPTHOI iH(PacTPyKTypH, 30KpeMa KOMyHiKamii MDK crelikxonnepamu. Merta poboTH — po3poOxa
METOJy  OLIHIOBAaHHSA Ta YIPABIiHHA PH3WKAaMH Yy TIPOEKTaX BIiJHOBICHHS TPAHCIIOPTHOI IH(PACTPYKTYpU 3 ypaxyBaHHIM
KOMYHIKaIlifHUX TIPOIeCiB ydYacHHWKIB. B cTaTrTi BHpINIyIOTBCS HACTYIIHI 3aBHAHHA: CHCTEMAaTH3allisl PU3UKIB y IPOEKTAX
BIZTHOBJIEHHSI TPAHCIOPTHOI iH(PACTPYKTYpH y BHUIJIAI BIiJHOLNIEHb MK y4YacHHKaMH IIPOEKTY, CTBOPCHHS TIpadidHOi cXxeMH
KOMYHIKallii 3amikaBICHUX CTOpiH, (opMamizaiisi KOMyHiKamii 3aliKaBICHHX CTOpiH 3 YpaxyBaHHSAM IPHYMH Ta MOXKJIHBOTO
MapupyBaHHS PH3HKIB, po3po0Ka MoOJelNi KUIBKICHOT OIIIHKM BapTOCTI PU3HUKIB MPOEKTY 3 YPaxyBaHHSAM IHTEpPECiB CTEHKXOJICPiB.
3acTocoBaHi MeTOAM: METOOJOTIi YIpaBIiHHI NPOEKTAMH, TEOPisd CTEHKXOIAEpPIB, TeOpis LIHHOCTEH, CUCTEMHHUH MiAXiJ, MaTpUYHi
mozeni. OTpuMaHO HacTymHI pe3yJjbTaTu: lIpoaHanmi3oBaHO MOMIIMBOCTI, BIUIMB Ta CTaTyC PU3UKIB BIIHOCHO CTEHKXOJAEpiB
MIPOEKTY BIJHOBICHHS TPAHCIOPTHOI iH(PACTPyKTypH. PO3IIsSHYTO MOMIIMBICTH TPYIyBaHHS PU3HKIB BITHOCHO CTEHKXOJIEpIB
MIPOEKTY Ta MOJKJIMBOCTI BIUIMBY B3a€MOJii CTEHKXOJIepiB Ha HABHI I'PyNH PH3UKIB. BU3HaueHO pH3MKH, IIO HANPSIMY MOXYThb
BIUTMBATH Ha TPOEKT abo IiJJaBaTHCS BIUIMBY B3a€MOJIl MiX cTeHkxonaepamu npoekty. Hamano ¢opmanizoBaHe mpencTaBiIeHHS
PU3HKIB Ta KOMYHIKAIlill y9acHUKIB IPOEKTY. BU3HAUCHO MOXIIMBOCTI ONTHMIi3amii IPoIecy YHpaBIiHHSI PHU3UKaMHU IPOEKTY depe3
YOPaBIiHHS CTEHKXOJAEPaMHU Ta KOMYHIKAIsIMA MPOEKTY. Po3pobiaeHo Momenp KUTbKICHOT OLIHKM BapTOCTI PUBHKIB MPOEKTY IS
OIIHIOBaHHA €(EKTHBHOCTI Niil 3 MapHpyBaHHA PH3HKIB 31 CTOPOHH 3aIliKaBICHHX CTOpiH. BMCHOBKH: YIpaBIiHHA PH3HKAMHU
MPOEKTY MOKE MaTH MiABUIIEHY e(EeKTUBHICTh TNpPH 3aCTOCYBaHHA 3acO0iB Ta METOMIB, XapaKTepPHUX IS YHPaBIiHHI
CTEHKXOJIepaMH Ta KOMYHIKalliIMU MPOEKTY. 3alpONOHOBaHa (opMati3alis BCTAHOBIIOE YiTKY MOJENb B3a€EMOJIl CTEHKXOJIEpiB
JUIS TIapUPYBAHHS PU3KKIB. MoJeb KijbKiCHOT OIIIHKY e()eKTUBHOCTI Ailf 3 MapUpyBaHHS PU3HKIB 03BOJIUTH OL[IHUTH eeKTHBHICTH
cTpareril yIpaBiIiHHs Ta BHOCHTH KOPEKTHBH BYacHO. B mopansmomy, 1ana po6oTta 103BOJIHUTH MPOJOBKUTH HAYKOBI JOCIIDKEHHS B
HaNpsMKy pO3pOOKH MOAENeH Ta METOAIB TOCIIKEHHSI KOMYHIKAIlii Ta pU3HKIB IIPOEKTY.
KunrouoBi ciioBa: ynpapiiHHS HPOEKTaMH; CTEHKXOJIIEPH; TPAHCIOPTHA iH(PACTPYKTypa; MOJIEIb B3a€EMO/IIT; OI[IHKA PH3HKY.

YIIPABJIEHUE PUCKAMM B ITPOEKTAX BOCCTAHOBJIEHUA
TPAHCIIOPTHOM CTPYKTYPbl PETUOHA HA OCHOBE KOMYHUKALIA
YYACHHUKOB

IIpeaMeToM HCCIEOBAHUS B CTAaThe SBISIOTCS MPOLIECCH YIPABICHHS PUCKAMH M KOMMYHHMKALMSIMH IpOeKTa. PaccMaTpuBaroTCs
COCTaBIIIIONINE COJCPXKAHUS IPOSKTOB BOCCTAHOBJICHMS! TPAHCIHOPTHOH HH(PACTPYKTYpPHI, B TOM YHCIIE KOMMYHHKAIUH MEXKIY
crefikxonnepamu. Lleab paboTel — pa3paboTka MeToa OLEHKH M YIPaBJICHHUS PHCKAMU B IIPOEKTaX BOCCTAHOBJICHUS TPAHCIIOPTHON
HHQPACTPYKTYphl C YYETOM KOMMYHHKAIMOHHBIX MpOLECCOB YYacTHHKOB. B craTbe pemraiorcs cleaymomye 3agaqm:
CHCTeMaTU3alusl PUCKOB B NPOEKTaX BOCCTAHOBJICHHS TPAHCIOPTHOH MH(GPACTPYKTYpHI B BUJE OTHOIICHUH MEXIY y4acTHUKaMHU
NpoeKTa, Cco3/laHue rpaduueckoil CcXeMbl KOMMYHHKAIMil 3aMHTEPECOBAaHHBIX CTOPOH, (OpMaH3alus KOMMYHHUKAIWH
3aHHTEPECOBAHHBIX CTOPOH C YYETOM HPHYMH M BOSMOXKHOTO TAPHPOBAHUS PHUCKOB, pa3paboTka MOJEIN KOJHYECTBEHHOW OLIEHKH
CTOMMOCTH PHCKOB IPOEKTA C YYETOM HMHTEPECOB CTEHKOKepoB. IIprMeHseMble METOOJOTHS YIPABICHHS IPOCKTaMH, TEOPHS
CTEHKXOJIEPOB, TEOPHS LEHHOCTEH, CHCTEMHBIN IOIXOA, MATPHYHBIE MOJACIH MeTOAbI:. IT0oMydeHbI CIEAYIOIIHE Pe3yJbTaThbl:
[IpoaHann3npoBaHbl BO3MOKHOCTH, BIMSIHUE U CTaTyC PUCKA B OTHOIICHUH CTEHKXOJIEPOB MPOEKTa BOCCTAHOBICHHS TPAHCIIOPTHOM
nHppacTpykTypsl. PaccMoTpeHa BO3MOXXHOCTH TPYHIIMPOBAHMSI PUCKOB B OTHOIICHWHM CTEHKXOJAEPOB NPOEKTa M BO3MOXKHOCTH
BJIMSTHUSL B3aUMO/ICHCTBHS CTEHKXOJIEPOB Ha MMEIOLIHMECs IPYHIbl puckoB. OnpeaeneHbl pUCKH, KOTOPbIE MOTYT HAIPSAMYIO BIIUSATH
Ha MPOEKT WJIM IOJBEPraThCsl BIMSHHIO B3aUMOJACHCTBHS MEXAy CTeHKxoijepamu mpoekra. [IpeacrtaBneHo ¢opmann3zoBaHHOE
NpEJCTaBICHHE PUCKOB U KOMMYHHMKALMH Y4aCTHUKOB MpoekTa. OnpeaeneHbl BO3MOKHOCTH ONTHMH3AlUK MpoIiecca YIpaBIeHHs
PHCKaMM MPOEKTa MOCPEJCTBOM YIPABICHHS CTEHKXOJIepaMi i KOMMYHHKALMSMH TpoekTa. Pa3paboTana Moienb KOJIMYECTBEHHOMN
OLCHKH CTOMMOCTH PHCKOB TIPOEKTa [JIs OLCHKH O3((OEKTHBHOCTH MACHCTBHMH 10 MapUPOBAHHIO PHUCKOB CO CTOPOHBI
3aHHTEPECOBAHHBIX CTOPOH. BBIBOABI: yNpaBieHHE PHCKAMHM IPOEKTa MOXET HMMETh MOBBINICHHYIO 3()(QEKTHBHOCT MPH
MIPUMEHEHNH CPEACTB U METOJIOB, XapaKTEePHBIX JJIS YIpaBJICHHsS CTEHKXOIAEepaMHM M KOMMYHHKAaLUsIMHU IpoekTa. [Ipemmaraemas
(dopManu3anys yCTAaHaBIMBAaeT YETKYI0 MOJENIb B3aMMOJCHCTBUS CTEHKXONIEpPOB IS TapupoBaHHMs pHCKOB. Mojenb
KOJIMYECTBEHHON OLECHKH 3()(EKTUBHOCTH NEHCTBHUI IO MapHPOBAHUIO PHCKOB IMO3BOJIHMT OLEHUTH 3(P(EKTHBHOCTH CTpATETHU
yNpaBJIeHUs] ¥ BHOCHTh KOPPEKTHBHI B CPOK. B mampHeiimeM naHHas paboTa MO3BOJHUT HPOAOJDKHTH HAay4HBIE HCCIEIOBaHHUS B
HalpaBJIeHUH pa3pabOTKH MoJiesIeil 1 METOIOB UCCIIeJOBaHNS KOMMYHHUKAIUH H PUCKOB MPOEKTA.

KioueBble c10Ba: ynpaBieHHE MPOCKTAMH; CTEHKXOJACpHI, TPAHCIOPTHAas HHQPacTpyKTypa; MOJeNb B3aHMMOJACHCTBHS;
OLICHKA PHCKa.
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NOSQL DATABASE LOGIC DESIGN METHODS FOR MONGODB AND NEO4J

Modern developers of gaming mobile and Internet applications almost do not imagine themselves without the use of NoSQL
databases, if they pursue the goal of creating scalable databases with high-performance and wide functionality. When designing a
database for any NoSQL system, the developer needs a clear understanding of the logic of such databases and the capabilities of the
tools offered by the corresponding DBMS. However, unfortunately, they do not have unified methods of logical design of such
models, as in relational databases. Thus, there is a problem of developing effective methods for the logical design of such databases
that would provide the necessary performance when implementing the business logic of the corresponding applications. The subject
of the research is approaches to the logical design of NoSQL document and graph databases. The goal of the work is to propose
unified logical modeling methods for MongoDB and Neo4j NoSQL systems based on an experimental study of their performance.
The following tasks are solved in the work: analysis of current approaches to the logical design of document and graph databases\, the
development of logical design methods for them; planning and experimental study of the performance of the proposed methods on the
example of models developed with their help. The following methods are used: database design methods, database performance
evaluation methods, development methods are based on MongoDB 5.0.5, Neo4j 4.4.3 DBMS, Visual Studio 2022 development
environment. The following results are obtained: unified logical design methods for MongoDB and Neo4j NoSQL systems are
proposed; on their basis, the corresponding logical models have been developed; experimental measurements of the number of
resources required working with the developed models; recommendations on the proposed methods are formed. Conclusions: The
proposed modeling methods for MongoDB have their own aspects of their effective use for different types of applications. The
strengths and weaknesses of both methods were identified, but a mixed method based on a combination of modeling through
normalization and denormalization was recommended. Even though Neo4j lost out to MongoDB in terms of consumed resources in

most experiments, both DBMS's' demonstrate good productivity, taking into account the orientation to different tasks.
Keywords: database; logical design method; DB DESIGN; Neo4j; NoSQL; MongoDB.

Introduction

The amount of data on the Internet is growing at an
enormous rate as active users add hundreds of gigabytes
of data to social networks every second. Relational
databases cannot cope with such modern masses of
information, although data processing tasks have been
successfully implemented for several decades.

This problem has led to the need to introduce new
approaches to information processing in large systems. To
date, NoSQL databases have met this challenge [1 - 2],
which have made it possible to replace costly vertical
scaling with efficient horizontal scaling on clusters. In
addition, they have higher performance, more flexible data
model, and open source DBMS code.

Now, the most popular NoSQL databases are
document databases, in particular MongoDB, rapidly
catching up with popular relational databases of Microsoft
SQL Server, Oracle, MySQL and PostgreSQL [2]. In
addition, when creating large systems, particularly for
social networks, well proven graph DBMS, namely the
most common DBMS Neod4j [3], which has a very wide
functionality.

When designing a database for any NoSQL system, a
developer is required to have a clear understanding of the
logic of the database and the tools that DBMS offers [4].
Since this understanding may not happen in practice,
many commercial projects hesitate to switch to new
NoSQL databases, because the implementation of such a
switch requires a lot of time for performance modeling
and information migration.

Algorithms for transition from ER diagrams to
logical models in the context of relational DB [5] have
long been formalized. However, these algorithms are not
applicable to NoSQL databases, which are based on data

structures other than tables (relations).

Consequently, to solve the problem faced by
developers of NoSQL databases, the task of developing
more unified methods of logical modeling of such
databases and their experimental study in order to identify
more productive design methods and form certain
recommendations on their application for different tasks
and applications is relevant.

Analysis of recent research and publications

Fast and widespread distribution of NoSQL (DB)
databases is due to the ease of working with them. NoSQL
DB is convenient to use for many modern applications
that aim to use scalable databases with high performance,
wide functionality, ability to provide maximum usability
[4, 6]. For such as mobile, gaming, Internet applications,
etc.

Document-oriented DBs are quite common among
NoSQL systems. They allow developers to store and
query data in the DB using the same document model they
used in the program code. Each stored record looks like a
separate document with its own set of fields. Documents
are flexible and hierarchical, allowing them to evolve to
meet the increasing needs of applications. MongoDB,
CouchDB, and Couchbase are all examples of the most
common document DBMSs. They aim to provide
functional and intuitive APIs for agile development.
Among them, MongoDB is not only one of the most
popular (or widespread), but also very attractive for
developers due to the availability of drivers for different
programming languages [1 - 2].

Another rather popular type of NoSQL DB is graph
DB [3]. Graph DBs implement data representation in the
form of nodes and edges, which are relations between

© O. Mazurova, I. Syvolovskyi, O. Syvolovska, 2022
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nodes. Such DBs implement easy processing of complex
related data and computation of specific properties of
graphs, such as the path from one node to another and its
length. Common examples of the use of graph DBs
include social networks and services; Neodj is currently
the most common on this class of DBMS, since it supports
a purely graph model and is already a proven development
for production solutions.

DB theory and practice have long established a
stage-by-stage approach to their design through
conceptual, infological (or ER-) modeling to logical and
then physical modeling [7 - 9]. For relational DBs, all
transitions from one model to another all transitions from
one model to another have been long formalized and
unified. However, unfortunately, for NoSQL systems such
unified methods of logical design, where it is necessary to
take into account the peculiarities of the logic of such
systems, do not exist today. For example, usually NoSQL
DBs do not involve relational links, so the implementation
of similar logic and data integrity mechanism is entirely
up to the developers of the corresponding DB.

The current recommendations and approaches do not
give developers for NoSQL systems any knowledge about
how to model entities and relationships effectively for a
particular data model, which data indexes work best, and
so on [2, 6, 8]. For example, MongoDB recommends
using the "Manual reference” method to create similar
logic to links [10 - 11]. [10 - 11], which involves saving
the " _id" field of one document to the field of another
object, similar to the foreign key in relational DBs, but
without supporting the link itself. This method forms a
0:M relation, which can be used by developers as 1:1, 1:M
relations and derivatives thereof. But this leads to the
"N+1" problem, as it requires an additional query or join
data through a JOIN-like operation. Accordingly,
document DBs need to use composition in the form of
nested objects or arrays of objects to solve such problems.
This approach is suitable if the relationship between
objects can be expressed by the word "includes”.

This approach can be used to model relationships:

- 1:1 type, but it should be considered that embedded
object would increase the weight of the document, which
slows down its unloading from DB to the client.

- 1:M type, but if M is not a particularly large
number and embedded objects should not be too large.

Keep in mind that MongoDB has a maximum
nesting size of 100 levels; the maximum document size is
16 MB. Consequently, if new records are constantly being
added to the document field (array), the document size
will keep growing. This can cause performance problems
by moving the document to a different memory location,
because there is no place for it to grow in the current
location, so defragmentation is performed.

No joins means no JOINs in the relational sense.
However, later, MongoDB added two ways of combining
data:

- $lookup — an operation that works analogous to
LEFT OUTER JOIN in relational DB (added in version
3.2);

- $graphLookup — creates a collection of records
showing a hierarchy of objects from some to the current
one, similar to lookup in graph DBs (added in version
3.4).

This approach can be used to model relationships:

- 1:1 type, but you have to consider that an
embedded object will increase the weight of the
document, which slows down its unloading from DB to
the client.

- 1:M type, but if M is not a particularly large
number and embedded objects should not be too large.

Things are more complicated with entities that have
an M:M relation. It is known that an M:M relation can be
defined as two 1:M relations and an intermediate object
containing identifiers of those two referenced entities [12].
This approach can be implemented in MongoDB without
much trouble, except for creating field indexes with
identifiers. With this approach, all the auxiliary attributes
of the M:M link will be located in a separate object.

But if a developer needs to connect such a link data,
he would have to use two JOIN-like operations ($lookup),
which in the context of document DB is very expensive.

To solve such a problem, MongoDB practically
always uses another approach: compositing this
intermediate object into one of the M:M link objects in the
form of an array. Figure 1 shows both approaches: via
auxiliary entity (top) and reduced composition approach
(bottom).

OrderedItem

Item

Orderld : Objectld PO--H 11
Itemld : Objectld

Count : Integer

Id : Objectld

Name : String

I1 |1Id : Objectld
Order )
I1 |Id : ObjectId M--o< 13
Timestamp : Date
Order

I1 |Id : Objectld

Orderedltems : Array[{}]
ItemlId : Objectld

Count : Integer

Timestamp : Date

po-----04 1

Item

Id : Objectld

Name : String

Fig. 1. Approaches to designing M:M communication in document DBs
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The widespread use of the second approach is due to
the fact that in 2017 the $lookup operation gained support
for using arrays of identifiers as inputs to connect data.
This approach requires only one JOIN operation instead of
two to connect the data. But, when using it, you need to
clearly identify the "main"™ M:M connection object, which
will contain the identifier array.

Unlike document databases, graph databases support
links, although they are quite different from relational
links [13]. In Neod4j, each relationship is an entity of a
special type that preserves a reference to the outgoing and
incoming entities. Thus, links have names, can contain
attributes, and indexes can be created on them. Like all
NoSQL databases, this DBMS has no integrity restriction

mechanisms; this must be decided by the developer at the
application level only. But, each relationship in the graph
must have a source and an input entity.

It follows that every Neo4j relationship has a default
cardinality of 1:M, which can be "transformed" into a 1:1
relationship due to uniqueness constraints or at the
software level. Thus, an M:M relationship can potentially
be modeled in two ways: through an auxiliary entity (as in
relational DBs) and directly by storing additional data as
attributes of the relationship. Figure 2 illustrates these
modeling approaches graphically: as it looks in relational
DB (top), auxiliary entity (middle), and via link attributes
(bottom).

Id : Integer

Timestamp : DateTime

OrderedItem
PK | Id : Integer Item
Order FK|ltemld : Integer PO————H | Id: Integer

99 FK | Orderld - Integer

Count : Integer

Name : String

Order

ORDERED_ITEM Item

Id : Integer |— ORDERED_IN —»|

Id (internal)

|- ORDERED_OUT —»| Id : Integer

Timestamp : DateTime

Count : Integer

Name : String

Order

ORDERED

Item

Id : Integer

Timestamp : DateTime

Count : Integer

Id : Integer

Name : String

Fig. 2. Comparison of M:M communication design methods in graph DBMS

It should be noted that almost all graph DBMSs have
only unidirectional links. The standardized query language
Gremlin, supported by all graph DBMSs, also has no
support for bidirectional links. Thus, to model
bidirectional links, you need to make two bindings in both
directions. But considering that a link is also one of the
DBMS obijects, the option with the intermediate entity is
ineffective from the very beginning, as it strongly clogs
the DB with redundant entities and links, increases the
weight of the DB due to redundant objects and potentially
increases the execution time even for basic queries.

However, the existence of the considered
recommendations and approaches does not provide
NoSQL DB developers with unified methods of logical
design of such DB, which would unambiguously indicate
the effectiveness of the model obtained in the end. Thus,
the study of NoSQL database logical modeling methods
and approaches is relevant.

The aim of this article is the development of unified
logical design methods for NoSQL systems MongoDB
and Neo4j based on the analysis of existing design
approaches, as well as experimental study of their
performance.

This research requires:

- development of unified logical design methods for
selected NoSQL databases MongoDB and Neo4;j;

- analysis and infological modelling of a certain
applied subject area of creation of complex server systems
for further experimental research;

- developing of the logical models for the selected
DBMS on the basis of the developed unified logical
design methods;

- experimental study of the performance of the
obtained models and development of recommendations on
the feasibility of using the proposed methods in the design
of NoSQL databases.

Evaluation of the effectiveness of the methods
should be made taking into account such criteria as: disk
space occupied by DB (MB); query execution time (ms);
operating memory consumption (MB); CPU time
consumption (%).

Materials and methods

For further study, the applied subject domain of an
arbitrary game server system was chosen. A multiplayer
action-adventure game with RPG elements and a
dedicated server was chosen as the subject domain
object. In games of similar genre and implementation of
multiplayer, in any case, it is necessary to implement
DB for storing world state and player progress.
Consequently, the database must store the following
information:

- player account information (currency, player data);

- status and information about the characters in the
game world and their abilities;

- a list of the character's tasks and their status;




Cyuacnuti cmamn HayKo8ux O0CILONCEeHb Ma MmexnHoao2il 6 npomuciosocmi. 2022. Ne 2 (20)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

- a list of enemies (monsters) in the game and related
information (or information about their location, if the
server part generates them);

- a list of non-player characters (NPCs) and related

information

- history of events in the game (buying in-game
currency, defeating enemies, completing tasks, etc.).

A general diagram of the domain classes, describing
the essence of the game system and the relationship

between them, is given in figure 3.

Based on this diagram, as well as the identified
integrity constraints and attributes of the subject area, an

ER diagram [12] of DB (fig. 4) based on the "Crow's foot"
notation was developed. [9].
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Fig. 3. General class diagram of the subject area
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So, let us consider the methods by which the logical
DB design for DBMS MongoDB can be performed.
Recall that there is no standardized notation for the
visualization of this model. What also complicates the
process is that MongoDB objects can have up to 100
levels of nesting and is problematic to reflect visually,
although this does not happen very often in practice.
Therefore, a modification of the notation for relational
logical models with additional functionality inherent in
document DB is proposed to describe the document
logical model.

Consequently, the mentioned "Manual reference"
approach essentially makes the model more similar to
relational DBs, so it can be denoted as a "normalizing"
method. In contrast, the nested document approach
reduces the level of normalization through composition,
so it can be called "denormalizing".

Let us consider a unified method for turning an ER
diagram into a normalized document logical model, in
which the following steps have been proposed:

- modeling entities participating in a 1:1 relationship:
add a field with the identifier of one document (master) to
another document (dependent).

- modeling entities participating in a 1:M
relationship: add a field with the identifier of the main
document (1) to the dependent ones (M);

- modeling entities participating in the M:M
relationship should use one of the previously mentioned
approaches: either through isolating an intermediate entity
with identifiers of objects referring to it (more often
inefficient), or through composing this intermediate entity.
Entity in the "main" object as an array (usually efficient).

The normalized logic model designed by this method
is shown in figure 5. All "conditional" external keys
constructed by "manual reference” are marked with RF in
the figure. The resulting links have purely conditional
character due to the fact that MongoDB has no integrity
restriction ~ mechanisms and  document  binding
functionality in general. The task of data integrity control
is entirely up to the developer.
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Fig. 5. Normalized DB document logical model of the subject area
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may have no relations to all dependent entities (no "owns"
relation), a separate collection without relations must be
created to contain all instances of dependent entities.
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Consider a unified method for transforming an ER
diagram into a denormalized document logical model (fig.
6), in which the following steps have been proposed:

- modeling entities participating in 1:1 relationships:  Otherwise, an additional entity is not required.
create a field in the main document and nest the dependent - modeling entities that participate in M:M
document in it, followed by deleting the dependent entity;  relationships: to add a field-array to the main document
it is recommended to add an index to it if you plan to that contains all dependent documents. The cases in which
select these entities separately from the main entity; an additional collection needs to be created are similar to

- modeling entities participating in 1:M relationships:  1:M.
add a field-array to the main document (1) containing all Guided by this method, a denormalized document
dependent (M) entities. If semantically the main entity  logical model of the domain was designed (fig. 6).
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Id - Objectld RF|  Ttemld - Objectld SpawnRadius : Float
Name : String DroppedLoot : Array[{}] SpawnLimit - Integer
Description : String Id : Objectld ltemRewards - Array[{}]
Value : Integer XP : Integer RE TtemId : Objectld e
Inventory - Array[{}] Money : Integer Count - Integer
'\ |RF Itemld : Objectld PO DropDate : Date Adttributes - Array[{}]
Count : Integer ItemRewards : Array[{}] Id : Objectld
| |RF Ttemld - Objectld 23 Name : String
' Count - Integer i Description : String
i Value : Integer
Fig. 6. Denormalized DB document logical model of the subject area
For a more convenient visual representation of the  User, the connection with UML class diagrams

model, the nested Character object has been separated and
split into two parts. To denote the nesting of Character in

"including" was used. The only entity that did not undergo
denormalization was Item. This is due to the fact that in
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game applications of this genre all items are accessed by
its identifier and the set of all items is unloaded at the start
of the game. Thus, JOIN-like operations with the Item
entity will not be performed in practice and there will be
no difference in performance either.

Next, let's propose a logical design method for the
graph model. There is no standardized notation for
constructing a logical model of this type now either, so a
relational modification will be used. It should be noted
that Neo4j supports attributes in relationships, which can
significantly reduce the number of entities and simplify
the model.

The algorithm for turning an ER diagram into a
graphical logic model is very different from the previous
ones because of the different structure of data storage. The
following steps are proposed for it:

- to combine entities that have 1:1 relationships with
each other into one entity;

- to turn 1:M links into graph links without attributes.

- to replace intermediate entities that create M:M
links with graph links (with attributes, if any).

Figure 7 shows the graphical logic model obtained as
a result of the proposed method.

In the developed model there are two types of links:
with and without attributes. A separate notation in the
form of a transparent block was proposed to display links
with attributes. The use of attribute relationships
eliminated all the entities that were used to model the

M:M relationship, which reduced the model considerably.
But since graph DB does not support nesting of entities,
the 1:1 link must be maintained at the program level [13],
such as the link between a character and its state.

Thus, as a result of the analysis and modeling of the
subject area, logical models were developed: normalized
and denormalized document and graph models. Based on
these models, the corresponding physical DB models for
the corresponding DBMS MongoDB and Neo4j were
developed for further study.

For the experimental study the clusters from DB
servers or source-replica type replication were used, as
this approach is suitable for game servers with large read
specificity. Consequently, all measurements were
performed on clusters of database servers regardless of
configuration. They were located in the Azure cloud
service on virtual machines of different sizes.

Thus, the following DB server configurations with
their characteristics were chosen for the experiments:
configuration type Small: machine name
Standard_B2s; vCPU - 2; RAM - 4 GB; number of nodes -
2; number of connections 20;

- configuration type Medium: machine name is
Standard_B4ms; vCPU - 4; RAM - 16 GB; number of
nodes - 4; number of connections 50;
configuration type Large: machine name
Standard_B8ms; vCPU - 8; RAM - 32 GB; number of
nodes - 6; number of connections 100.

CharacterState User
I |1 I 1d LoginHistory
Coordinates : Point [€7 Email - Suring LOGGED_IN » 11 |1d
IsAlive - Boolean Password : String LoginDateTime : DateTime
HP : Integer Nickname : String LogoutDateTime : DateTime
MP : Integer RegistrationDate : DateTime HAS_ATTRIBUTE IpAddress - String
HAS i HAS I Value : Integer DeviceName : String
Ability Character
- HAS IN INVENTORY
I1 (Id 11 |1d
— - Count - Integer
Name : String Name : String Attribute
Description : String Level - Integer HAS_EQUIPPED Il (Id
MinimalLevel : Integer ‘H AS XP: Integer Slot : String Name : String
AbilityType : Integer Money : Integer | 1) . Description : String
DamageType - Integer Ttem ¥ $
DamageValue - Integer CONTAINS _REWARD ——>1; (g HAS_ATTRIBUTE | | HAS _ATTRIBUTE
Count - Integer Name - String H  Value : Integer Value : Integer
NPC . Type : String
ACCOMPLISHES . | CONTAINS_REWARD
1 |1d ] . RequiredLevel : Integer € =
= StartedDate : DateTime o Count - Integer
Name - String CurrentStage - String Description : String
Coordinates : Point | |g5ES ) OWNS t
CONTAINS_REWARD Enemy
Quest
- I1 (Id
QuestStaze 1 |1d Count : Integer id
I1 |1d < Name - String ]_,I Level : Integer
- - HAS o . i Reward - Integer
e Eescrlz‘ﬂ‘; e pEmt HP : Integer
Oby e & eward : Integer
Jective - String - XP : Integer Coordinates : Point
Des ion : String
sscriphion - Stnng Money : Integer SpawnRadius : Float
DropDate : DateTime SpawnLimit : Integer

Fig. 7. Graphical logic model of the subject area database
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Ubuntu 20.04 LTS Minimal was used as the
operating system to minimize the consumption of
resources by the system. The type of machine

Table 1. Number of DB entities for experiments on configurations

configuration also affects the number of entities in the DB
to be used in the experiments (table 1).

Type of configuration Small Medium Large
Users / characters per user 3000/1 5000/ 2 8000/3
Number of entries in the game per user 25 50 75
Total items in inventory of the players 100/50 200/100 300/150
Skill / equipment slots 10/4 25/6 50/8
NPCs/tasks they issue 50 /100 150/ 200 300/500
Enemies 100 200 500
Loot / number of items within it 5000/3 15000/5 30000/8
Number of gg‘ngfmsni;att?gr;""om case” 776 967 4701983 16 362 659

Based on games of a similar genre, it was taken into
account that some entities cannot be in large numbers and
do not change depending on the configuration, for
example: Attribute (a constant number - 6 was chosen);
CharacterState (one entity per character).

When performing each step of the experimental
study, it was decided to collect metrics that are quite often
used to investigate DB performance [14 - 15]:

- S — space occupied by DB on disk (MB);

- M — RAM consumption (MB);

- C — processor time consumption (%);

- T — query execution time (ms) (the results of
experiments to measure this metric will be given in the
further publications);

Results of research and their discussion

Let wus consider the main most interesting
performance trends of the experiments to study the
designed models for NoSQL DBMS MongoDB and
Neo4j.

First of all, let's compare DB sizes with filled test
data, which is shown in figure 8.

Mongo Denormalized Mongo Normalized Neodj
1090
515
309
13,5 8,8 488 335 I
Small Medium Large

Fig. 8. DB size comparison (on disk)

The diagram shows that DBMS Neo4j consumes a
huge amount of disk space, and this growth is almost
linear to the number of entities. In the course of
experiments it was determined that this "DB weight" is
formed by entities, the connections themselves practically
do not take up disk space. The denormalized MongoDB

model weighs 30-35% more than the normalized one,
which is obviously caused by data redundancy.
Nevertheless, in terms of DB weight MongoDB clearly
wins over Neo4j.

The results of the comparison of RAM consumption
of the DBMS server are shown in figure 9.
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RAM Usage
Neod F
Mongo Normalized F
Mongo Denormalized F
1,5 3,5 5,5 7,5 9,5 11,5 13,5 15,5 17,5
Large m Medium mSmall

Fig. 9. RAM usage

The histogram shows that Neo4j uses even more
RAM than MongoDB. In this situation, the MongoDB
memory allocation logic still plays a role: DBMS cannot
use more than 50% of the system RAM, while Neo4j, if
necessary, can use almost all available to it. Also, Neo4j
has conditionally minimal amount of RAM for the correct
work - 2 gigabytes, when the recommended amount is
about 8 gigabytes.

Let's consider the results of measurements of CPU
usage by the DBMS server. Three configurations were
used in the research. So, the experiments have shown that
for small projects or projects at MVP stage Neo4j is not
especially effective. Let's take a closer look at the Medium
configuration (fig. 10), which more corresponds to the real
machines configurations for medium-sized projects.

B Mongo Denormalized

52% 50%

40%
34%
28%

GetCharacter

19%

UpdateCharacter

CPU Usage (Medium)

B Mongo Normalized

24% 26%

RemoveFromInventory

Neodj

69%

50%
42%

PickUpLoot

42%
’ 38%

15% 15%

CreatelLootlInstance

Fig. 10. CPU usage (Medium configuration)

With so many resources, the situation for Neo4j has
leveled off relative to MongoDB, now the DBMS data is
about equal. In general, it was on this configuration that
Neo4j started working "without limitations". We can even
conclude that the resources allocated to it are even a bit
much for the load that was allocated to it.

Figure 11 shows the results of the measurements for
the Large configuration. In general, the situation is very
similar to the preliminary results. The resources increased,
but the DB size and load increased proportionally to the
resources.

We see that the allocated DBMS resources are more
than they need for stable operation on these loads.

We also investigated the performance of the models
when executing queries. But this will be a topic for
another publication. Note only that during all comparisons
we could see certain pattern - Neodj consumes more

resources compared to MongoDB, denormalized model
works faster than normalized model in context of the
queries studied as well as requires less resources.

After all experiments, we can unequivocally say that
the denormalized MongoDB model is the most preferable
option for the studied domain (DB model and queries).
This scheme resulted in the lowest consumption of
machine resources with satisfactory performance.

After comparing all the results obtained, we can
draw some conclusions and develop  some
recommendations for the use of one or another method in
a particular situation.

So DBMS Neo4j. It has been in development for 15
years, during which it has acquired a large set of
functionalities, significant performance improvements and
so on. But in practice, it is not so good: the limitation of
Community version, huge consumption of CPU and RAM
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resources, large DBMS weight compared to other DBMS
and average performance in trivial tasks make this DBMS
not particularly attractive for small or medium sized
projects. It is also should be noted that the demanding

DBMS is also associated with its implementation of JVM,
which immediately impose restrictions on the smallest
RAM for the DBMS server.

Mongo Denormalized

54% 55%
46%

32% 29%
22%

28%

GetCharacter

UpdateCharacter

CPU Usage (Large)

Mongo Normalized

27%

RemoveFromInventory

Neod]
72%
58%

51%
41% 42%

17% 16%

CreatelootInstance

PickUploot

Fig. 11. CPU usage (Large configuration)

One of the peculiarities of Neo4j is that it uses the
maximum of its allocated resources, so they have to be
strictly limited to certain values. But it should be noted
that this DBMS is able to easily perform operations that
are difficult or impossible to perform in other DBMS.

Thus, it is recommended to use graph model logic
design method and use Neo4j in cases when:

- ER graph DB contains a large number of M:M
links and the server-side logic involves frequent fetching
of several linked data simultaneously;

- an ER diagram DB has a small fraction of entities
on a large fraction of links, and the application logic is
mostly about deleting and adding links between DB
objects;

- the system is large, has a large number of users and
the company has a large amount of resources;

- the server side needs the specifications of graph
DB, such as finding the depth of relationships.

Now let's move on to DBMS MongoDB. Consider
first the model normalization method. Using this method
resulted in zero data redundancy in the DB, which had a
positive effect on weight. Also, since the DB objects are
much smaller than the denormalized model, they have
more "similarity" between them, DBMS more effectively
applied the compression mechanism of the stored data (on
average, by 5-15%).

But the analyzed operations in the server system
under study often required either joining data or
performing  operations on  several  collections
simultaneously, which required the use of transactions or
JOIN-like operations. This resulted in reduced
performance compared to the denormalized model.

Thus, the normalization method should be used if:

-the links in the schema are predominantly
cardinality "0", which eliminates the need to artificially
maintain data integrity through transactions (the
traditional "eventually consistent" approach);

- in a 1:M relation, the number M is expected to be
large (and/or the weight of the object is large). This is due
to an object size limit of 16 MB;

- the system was previously using a relational
RDBMS and a quick migration to MongoDB is required.

The denormalization method used in the server
system under study proved to be the most efficient in
terms of performance. Also data redundancy increased the
weight of DB noticeably. Also some operations of the
system were quite difficult to implement using array
operations (and some potentially impossible), which is not
typical for normalized model. This method should be used
if the number of "M" objects in a 1:M relationship is not
particularly large (up to 1000) or dependent objects cannot
exist without the main one (simpler "artificial” data
integrity support);

Conclusions and prospects for further development

In this study, NoSQL DB logical design methods
were proposed and investigated in terms of performance
using DBMS MongoDB and Neo4j examples. A series of
experiments were conducted to measure the resources
consumed.

Based on the analysis of logical design approaches,
unified logical design methods for NoSQL systems
MongoDB and Neo4j were proposed. For the experiment,
based on the proposed methods, logical models were
designed, the performance of which was investigated. The
experiments used metrics on the resources required to
handle such models.

The study showed that none of the proposed
modeling methods for MongoDB could be called
unambiguously best. The best would be a mixed method -
a combination of modeling through normalization and
denormalization. In general, it can be unambiguously said
that both studied DBMS have good performance, although
they are oriented to different tasks.

If you don't know in advance how fast the system
will grow, how many users it will have, and so on, a
universal choice is to use MongoDB. This DBMS has a
very wide functionality and the ability to scale
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horizontally and vertically, which makes it a good choice  have been formed. These recommendations can be used to

for prototypes and newly created systems. design real systems, in particular in the area of game
Thus, based on the results of the experimental study,  servers.

recommendations for the use of the proposed methods
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METO/IU JIOI'TYHOI'O MPOEKTYBAHHS NOSQL BA3 JAHUX 1JISI MONGODB
TA NEO4J

CydacHi po3pOoOHHKH IrpOBUX MOOULTBHHX Ta IHTEPHET-IOAATKIB Maibke HE ySBIAIOTH cebe Oe3 BuxkopuctanHs NoSQL 06a3 maHmx,
SIKIIIO BOHM MalOTh Ha METi CTBOPEHHs MacIiTabOBaHUX 0a3 MaHUX, SKi MAlOTh BHCOKY MPOJAYKTHBHICTH Ta IMHUPOKI (YHKLIIOHAIbHI
MosxnuBocTi. [Ipu npoexTyBanHi 6a3u gaHuX A1 Oyab-sakoi NoSQL-cucremu Bix po3poOHUKA BUMAraeThcs 4iTKE PO3YMIHHS JIOTIKH
Takux 0a3 JaHUX Ta MOXJIMBOCTEH IHCTpyMeHTIB, ski nmporonye BinmosinHa CKB/l. Ane, Ha >xaib, yHi(IKOBaHUX METOMIB JIOTTYHOTO
MIPOEKTYBAHHS TaKUX MOJENEH, SK € B pelsniiiHnxX 6a3ax JaHWX, BOHH He MaroTh. OTke iCHye mpobieMa po3poOKu eeKTHBHIX
MeToJiB JorigHoro npoekTyBaHHI NoSQL 6a3 manmx, sxi 6 3a0e3medyBanu HEOOXiqHY MPOIYKTHBHICTH HiJ Yac peamizarii Oi3Hec-
JIOTiKH BigIOBigHUX nofatkiB. [IpeqMeToM HOCTiPKEHHS € MiAX0IH A0 JoTidHoro npoekryBanHsI NoSQL nokymeHTHHX Ta rpadoBHX
6a3 manux. MeTa poOOTH — 3apoNOHYyBaTH yHi(iKOBaHI MeToIu JoriuHoro MojemoBanHs it NoSQL cuctem MongoDB ta Neo4;j
Ha OCHOBI €KCIIEPUMEHTAIBHOTO AOCIIIKEHHS X MPOAYKTHBHOCTI. B po0OTi BUPIIIYyIOTHCS HACTYNHI 3aBAAHHS: aHANI3 aKTyaJlbHUX
MiAXOIB A0 JOTIYHOTO MPOSKTYBAaHHS TOKYMEHTHHX Ta IpadoBux 6a3 1aHHX, po3poOKa METOIB JOT1YHOTO MPOEKTYBAHHS IJIS HUX;
IUTaHYBaHHA Ta €KCIIEPUMEHTANbHE AOCIIKECHHS MPOAYKTUBHOCTI 3alpONOHOBAHUX METOJIB Ha MPHKIaAl MOJEJeH, o po3poOaeHo
3a iX momomoror. BHKOpUCTOBYIOThCA Taki MeTOJM: METOAM MPOEKTYBAaHHS Ta OLIHKM HPOXYKTUBHOCTI 0a3 HaHUX, METOIH
po3podku 6azyrotecs Ha CKBJ] MongoDB 5.0.5, Neo4j 4.4.3, cepemoBumi po3po6ku Visual Studio 2022. OrpumaHO HacTymnHi
pe3yabTaTH: 3aIPOIOHOBAHO YHi()iKOBaHI METOIH JOTiYHOTo mpoekTyBaHHs s NoSQL cuctem MongoDB Ta Neo4j; Ha X ocHOBI
PO3pO0IIEHO BIIMOBIIHI JIOTIYHI MOZEINI; MPOBEICHO EKCIePUMEHTAIBHI 3aMipy KUIBKOCTI BHCHOBKH:pecypciB, 0 HEOOXiTHI IS
pobOTH 3 pPO3pOOJICHMMH MOJCISIMHU; CHOPMOBAHO PEKOMEHIAINT MO0  3alpPONOHOBAHUX METOJIB. 3alpPOINOHOBAaHI METOIU
MonemoBanHsA i MongoDB maroTe BiacHi acmekTH €(peKTHBHOrO BHKOPHCTAHHSA Ui PI3HUX TUIIB JOJATKiB; OyIu BHSBICHI
CIbHI Ta cnabki CTOpOHH 000X METOMIB, ajié PEKOMEHIOBAaHO 3MIIIaHMKA MeTox Ha 0a3l KoMmOiHaIil MOJENIOBAaHHSA dYepe3
HOpMaJI3alliio Ta JeHOpMalli3allito; He3BaKarouH Ha Te, o Neo4j B OLIbIIOCTI eKcliepuMeHTiB nporpaia MongoDB 3a cioxxuBanuMu
pecypcamu, ane o6unsi CKB/l MaroTh Xopomry NpoayKTHBHICTh OPIEHTOBHO J0 PI3HUX 3aBIAHb.
Karwuogi ciioBa: 6a3a nmanux; Meros Jioriunoro npoektysants; CKB/I; Neo4j; NoSQL; MongoDB.

METOAbI IOTHYECKOI'O IPOEKTUPOBAHUA NOSQL BA3 JAHHbBIX J1JIA
MONGODB 1 NEO4J

CoBpeMeHHBIE Pa3pabOTYNKU UTPOBBIX MOOWIIBHBIX W MHTEPHET-TIPWIOKCHUH IOYTH HE NMPEACTABILIIOT ceOst 6e3 HMCIOJIb30BaHUS
NoSQL 6a3 naHHBIX, €CIM OHHM IPECNeqylOT IeJb CO3JaHus MacITadupyeMmblx 0a3 JaHHBIX, HMMEIONIMX BBICOKYIO
MIPOU3BOJUTENBHOCTh M MIMPOKHE (DYHKIMOHAIBHBIE BO3MOXKHOCTH. Ilpm mpoekTHpoBaHMH 0as3bl JaHHBIX Uil Jiro6oid NoSQL-
CHCTEMBI OT pa3pabordmka TpeOyeTcs dYeTKoe IIOHHMAaHHWEe JIOTMKM TakuX 0a3 MaHHBIX M BO3MOXKHOCTEH HHCTPYMEHTOB,
npemtaraeMbix cootBercTBytomeir CYB/l. Ho, x coxxaneHuto, yHHQHUIMPOBAHHBIX METOJOB JIOTHYECKOTO IPOSKTHPOBAHUS TAKHX
MoOJIeNiei, KaKk B PESIIUOHHBIX 0a3ax JaHHBIX, OHH He UMEIT. Takum oOpa3omM, cymiecTByeT mpobdieMa pa3paboTku 3PQeKTUBHBIX
METOJIOB JIOTHYECKOTO ITPOSKTUPOBAHMS TAKMX 0a3 JaHHBIX, KOTOpPBIE 0OecreunBatn Ob HEOOXOANMYIO TPOM3BOAUTENHHOCTD TIPH
peann3anuy OM3HEC-JIOTHKU COOTBETCTBYIOIIMX INpuiokeHWid. IIpeameTrom wuccienoBaHMs SIBISIOTCS MOJXOABI K JIOTUUECKOMY
npoektupoBanuio NoSQL mokymeHTHbIX W rpadoBbix 6a3 maHHbIX. Lledb paboTBl — MpPEIOKHUTh YHU(PHUIMPOBAHHBIE METOJBI
norudeckoro moxaenupoBanus s NoSQL cucrem MongoDB u Neod4j Ha OCHOBE SKCHEPHMEHTAIBHOTO HCCICTOBAHUS HX
MIPOU3BOUTENBHOCTH. B pabote peratorcs ciepyomye 3alaun: aHaIN3 aKTyalbHBIX MMOJXOJOB K JIOTHYECKOMY MPOSKTHPOBAHHIO
JOKYMEHTHBIX M TpadoBBIX 0a3 IaHBIX, pa3pabOTKa METOJOB JIOTHYECKOTO IPOCKTHPOBAHUS I HUX; IUIAHUPOBaHUE U
9KCIIEPIMEHTAIbHOE HCCIIE0BaHNE MPOM3BOANUTEIFHOCTH IPENJIOKEHHBIX METOJIOB Ha NpUMepe Mofelel, pa3paObOTaHHBIX € MX
MOMOIIBI0. VICTIONB3yIOTCS CIEAyIONe MeTOABI: METOIb IPOSKTUPOBAHMS M OIEHKH MIPOM3BOJUTEIBHOCTH 0a3 JaHHBIX, METOMBI
paspabotku 6azupyrorcs Ha CYBJ] MongoDB 5.0.5, Neo4j 4.4.3, cpene paspaborku Visual Studio 2022. INoxydeHsl criemyromue
Pe3yabTaThI: MPEUIOKEHBI YHUPUIIUPOBAHHBIC METOIBI JIOTHYECKOTo mpoekTupoBanus 1 NoSQL cuctem MongoDB u Neo4j; Ha
HX OCHOBE pa3pabOoTaHbl COOTBETCTBYIOIIHME JIOTHYECKHE MOJIENH; MPOBEACHBI 3KCIEPUMEHTAIbHBIE 3aMephl KOJINYECTBA PECYPCOB,
HEOOXOIUMBIX JUIs1 paboThl ¢ pa3paboTaHHBIMU MOAEISIME; c(HOPMHPOBAHBI PEKOMEHIALUH T10 MPEJIOKEHHBIM MeToaM. BeiBoabI:
MIpe/UIOKEHHBIE MEeTObl MojenupoBanus st MongoDB mMeror coOcTBeHHbIe acrekThl 3()(EKTUBHOTO HMX HCIIOIb30BAHUS JUIS
Pa3HBIX THUIIOB MPHJIOXKEHWH; OBUTH BBIIBICHBI CHIIBHBIE M CJIa0BIe CTOPOHBI 00OMX METOJOB, OJHAKO PEKOMEHJOBAaHO CMEHIAHHBII
MeTo]] Ha 6a3e KOMOWHAIMN MOJISITMPOBAHUS depe3 HOPMAIH3aIHIo U JEHOPMAIM3aliio; HECMOTPS Ha TO, 9YTO Neo4j B OONBIINHCTBE
9KCTIepIMEeHTOB Ipourpana MongoDB mo motpebmsiembiM pecypcam, obe CYBJ] neMOHCTpHPYIOT XOpOLIYIO NMPOXYKTHBHOCTH C
YYeTOM OpUEHTAINH Ha Pa3HbIE 3aaHMsI.
KuiroueBbie ciioBa: 6a3a gaHHBIX; MeTO Jorndeckoro npoekrupoBanusi; CYB/I; Neodj; NoSQL; MongoDB.

Fibnioepagiuni onucu / Bibliographic descriptions

Masyposa O. O., Cuonoecekuii I. M., CuonoBceka O. B. Meroau norignoro mpoektyBanHs NOSQL 6a3 manux mis
MongoDB Ta Neodj. Cyuacnuii cman Haykosux 00crioxcens ma mexmono2ii 6 npomuciogocmi. 2022. Ne 2 (20). C.52-63.
DOI: https://doi.org/10.30837/ITSSI.2022.20.052

Mazurova, O., Syvolovskyi, I., Syvolovska, O. (2022), "NoSQL database logic design methods for MongoDB and Neo4j",
Innovative Technologies and Scientific Solutions for Industries, No. 2 (20), P.52-63.
DOI: https://doi.org/10.30837/ITSSI.2022.20.052




ISSN 2522-9818 (print)

ISSN 2524-2296 (online) Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

UDC 004.42 DOI: https://doi.org/10.30837/1TSS1.2022.19.064

M. PERETIATKO, M. SHIROKOPETLEVA, N. LESNA

RESEARCH OF METHODS TO SUPPORT DATA MIGRATION BETWEEN
RELATIONAL AND DOCUMENT DATA STORAGE MODELS

The subject matter of the article is heterogeneous model-inhomogeneous data migration between relational and document-oriented
data storage models, existing strategies and methods to support such migrations, the use of relational algebra and set theory in the
context of databases in building a new data migration algorithm. The goal of the work is to consider the features and procedure of
data migration, explore methods to support data migration between relational and documentary data models, build a mathematical
model and algorithm for data migration. The following methods were used: analysis and comparison of existing approaches to data
migration, choice of strategy for further use in compiling the migration algorithm, mathematical modeling of the algorithm of
heterogeneous model-inhomogeneous data migration, formalization of the data migration algorithm. The following tasks were solved
in the article: consideration of the concept and types of data migration, justification for choosing a document-oriented data model as a
target for data migration, analysis of existing literature sources on methods and strategies of heterogeneous model data migration from
relational to document-oriented data model, highlighting advantages and disadvantages existing methods, choosing an approach to the
formation of the data migration algorithm, compiling and describing a mathematical model of data migration using relational algebra
and set theory, presentation of the data migration algorithm, which is based on the focus on data queries. The following results were
obtained: the possibilities of relational algebra and set theory in the context of data models and queries are used, as well as in model
redesign, the strategy of migration of data models is chosen, which provides relational and document-oriented data models, the
algorithm of application of this method is described. Conclusions: because of the work, the main methods of migration support for
different data storage models are analyzed, with the help of relational algebra, set theory a mathematical model is built, and an
algorithm for transforming a relational data model into a document-oriented data model is taken into account. The obtained algorithm
is suitable for use in real examples, and is the subject of further research and possible improvements, analysis of efficiency in

comparison with other methods.

Keywords: database; heterogeneous migration; data model; set theory.

Introduction

Today, the role of information technology is
increasing in the world; there is a growing number of
software applications covering a variety of areas of
people's lives. Most software applications involve the
storage of data in one form or another. As the role of
software systems grows, the scope of their use expands,
the amount of data storage required increases, and the
structure of data becomes more complex. Data storage
methods are also evolving: new approaches to data storage
are developed, new types of databases are created,
existing database management systems are improved,
hybrid databases that contain properties and functions of
several other databases appear, etc.

Eventually the software system may face the
problem of failure to function fully due to the limitation of
the database used:

- with an excessive load on the database reaching its
limits with a large number of system users;

- with increasing complexity of business logic and,
as a consequence, difficulty of using the data model of the
current database for the needs of this business logic;

- with the transition of a software application to a
new technology stack and the technical or logical
complexity of using the current database with the new
technology stack;

- the impossibility of development and
competitiveness of a software system in today's market
while using an outdated database in that system
(according to Moore's law [1], approximately every two
years there is a significant increase in the speed and
capabilities of technology, which means that to maintain
competitiveness it is always important to be one step

ahead of progress);

- when there are risks of full-fledged security and
data integrity for outdated DBMSs, etc.

One way to solve the above problem is to migrate to
another DBMS (newer, with advantages in features
required for a particular software system), with the
existing data being migrated to the new database without
loss or damage and ready to fully function in the new
database this process is called migration.

Database migration is a rather complicated and time-
consuming process as the source database and the
database to be migrated to may be of different types and
have completely different data storage models, data types,
ways of working with data, specifics of functioning (for
example, migration from relational databases to
document-based, event-based, graph-based, etc.).

In order for the migration process to be successful, it
is necessary to have a clear migration plan, which
includes:

- all preparatory actions for migration;

- conditions and activities in the framework of the
migration itself;

- actions after data migration is completed (how the
software application will migrate to the new database and
how the old database will be liquidated).

Statement of the problem

Within the framework of this work it is necessary to
investigate questions of support of migration from
relational data model to document-oriented data model,
this research should include consideration and analysis of
existing methods for this kind of migration and
development of own method, as a result of which

© M. Peretiatko, M. Shirokopetleva, N. Lesna, 2021
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introduction the newly created data scheme will as much
as possible respond to requests to database. Thus, it is
necessary to formalize the developed method, i.e. to
execute  its  mathematical modeling and to
present in the form of the full-fledged algorithm that in the
further researches can be applied on real databases, to

carry out the analysis of efficiency at various
conditions of use in comparison with other
methods.

Literature review

A large number of authors devote their research
papers to data migration methods between different data
models [7-15]; most of these sources assume not only the
physical migration of data between different data stores,
but also the data schema re-designing procedure. These
methods will be discussed and analyzed in more detail in
the following parts.

Analytical review

A large number of literary sources are devoted to the
issue of database migration. When writing this paper, we
used scientific literature, articles from periodicals,
publications, as well as web resources that discuss
information related to the concepts, principles and
methods of data migration.

The concept and fundamental aspects of the theory
of database migration are presented in the work of John
Morris [2]. A description and comparison of two types of
migration - homogeneous and heterogeneous - is
presented in a technical web resource [3]. Preston Zhang
in his book [4] and Andreas Meyer in his publication [5]
describe the principles and process of database migration
from a practical viewpoint. Lim Fung Gi et al. in their
paper [6] address the issue of the need to redesign the data
schema when migrating NOSQL databases with different
data models.

Database migration is the process of transferring data
from one or more source databases to one or more target
databases using a specific method [2]. After the migration
is completed, the complete, possibly restructured set of
source data is contained in the target databases. Customers
who used the source databases are migrated to the target
databases, and the source databases are not used and can
be deleted within a specified period. Figure 1
schematically depicts the database migration process.

In the context of technologies, there are two types of
database migration: homogeneous and heterogeneous.

Homogeneous (uniform) migration is a migration
between databases in which the source and target
databases belong to the same database technology [3],
such as migrations from a MySQL database to a MySQL
database, or from an Oracle database to an Oracle
database. Homogeneous migrations also include
migrations between databases systems hosted on its own
server, such as PostgreSQL, to its managed version, such
as Cloud SQL (a variant of PostgreSQL).

Data base
(input) Data base
(target)
Data base .
(output) Migration
Data base
E?EJE:}S € (target)
n

Fig. 1. Scheme of the database migration process

For homogeneous migration, the source and target
database schemas are identical in most cases. If the
schemas are different, the source database data must be
converted during migration.

Heterogeneous (uneven) database migration is a
migration in which the source and target databases belong
to different database technologies [3], for example,
migration from MS SQL database to MongoDB.
Heterogeneous database migration can be between
identical data models (e.g., relational to relational) or
between different data models (e.g., relational to key-
value). Migration between different database technologies
does not necessarily involve different data models. In
particular, Oracle, MySQL, PostgreSQL, and Spanner
support a relational data model. However, multi-model

databases such as Oracle, MySQL, or PostgreSQL support
multiple data models. For example, if a multi-model
database supports storing data as JSON documents, the
data can be ported to MongoDB without the need for a
practical conversion because the data model is the same in
the source and target databases.

Though the difference between homogeneous and
heterogeneous migration is based on database
technologies, alternative categorization is based on the
database models involved.

For example, migration from an Oracle database to
Spanner is model-homogeneous because both databases
use a relational data model, that is, only the technology
used for the database changes. Figure 2 shows a diagram
of heterogeneous model-homogeneous migration.

Cutput Tarzet
Data base > Migration > Data base
Model A Model A

Fig. 2. Heterogeneous model-homogeneous data base migration
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Migration is model-heterogeneous when different
data storage models are used in source and target
databases, if, for example, data stored as JSON objects in

Oracle are migrated to a relational model in Spanner. Fig.
3 shows a diagram of heterogeneous model-heterogeneous
migration.

Cutput — Target
Data base > Migration > Data base
Model A Model B

Fig. 3. Heterogeneous model-heterogeneous data base migration

The classification by data model categories more
accurately reflects the level of complexity of data
migration in comparison with the distribution of database
systems.

The most difficult case of migration is the one in
which the source and target databases are based on
different technologies and at the same time have different
data models, it is this case will be further considered and
analyzed in the framework of this work.

Upon completion of data movement from the source
base to the target base, switch client access to the target
base and dispose of the source base.

The process of client switching from source to target
databases has several parts [4]:

- to continue the migration clients must temporarily
close their connections to the source databases and
connect to the new databases;

- having closed client connections to the source
databases, the process of transferring the data remaining in
the source databases to the target databases. This process
is called "draining" and is performed to ensure that all
data is migrated to the new databases;

- after the data is migrated, the target databases and
client connections should be checked for functionality.

The complete absence of downtime for clients during
data migration is not possible, with downtime, there may
be cases of inability to process requests, and this
jeopardizes the operation of the application, so one of the
goals in data migration is to minimize downtime. There
are strategies by which downtime can be reduced [5]:

- running test clients in read mode with target
databases ahead of time before the migration begins;

- analyzing and adjusting the amount of data to be
migrated as migration approaches, partially migrating data
in certain portions, the total migration time will increase,
but the downtime will decrease;

- connecting new clients to the target databases while
the old clients are working with the original databases, as
a consequence, reducing the complete migration time to
the new databases.

There are several options for the cardinality of
database migrations:

- direct mapping (1:1): data from one source
database is moved to one target database;

- consolidation (n:1): data from several source
databases are moved to a smaller number of target
databases, this approach can lead to a simplified database
management procedure

- distribution (1:n): data from one source database
are moved to a certain (>1) number of target databases.
This cardinality can be used, for example, when moving

an initial centralized database with regional data to several
target regional databases;

- redistribution (n:m): data from a certain number of
source databases is moved to a certain number of target
databases. Such cardinality is useful in the situation of
uneven number of data in the source databases (and,
accordingly, uneven load), due to redistribution data are
distributed evenly between the target databases.

During data migration, it is possible not only to carry
out the actual migration of data, but also to redesign the
database [6], more often architectural changes are
introduced if the source and target databases have
different models, because each type of model includes its
own characteristics and principles in which the model will
work more effectively, for example, when migrating data
from the relational model to non-relational, instead of
creating dependent tables, you can move them into nested
tables (collections). This will reduce the number of
queries to the database and reduce the processing time of
related entities.

For this work, it was necessary to choose an example
of what kind of NoSQL data model will be further
consideration of the material. Considering the information
about today's most popular and widely used NoSQL
databases [19], it was found that the document-oriented
database model MongoDB falls under such criteria. In the
overall ranking of databases according to the resource
[20], it is in the top 10, being in the fifth position, and
ranks first in the NoSQL ranking, since all the previous
ones are relational databases. In terms of database
popularity, document databases are in second place after
relational databases, the percentage of relational databases
is 71.9% and document databases is 9.9% [20]. The
structure and capabilities of this database have also been
analyzed: in particular, there are effective database
sharing technologies, formalized models of big data
management [21].

A large amount of literature is devoted to comparing
MongoDB with relational databases and detailing the
advantages of the former [22]. Now MongoDB is used in
many subject areas (3D visualization, predicting building
thermal capacity usage, groundwater flow control and
pollution transport, in health monitoring systems, loT
applications, etc.).

Hence, after the above analysis, it was decided to
choose a document-oriented model (using MongoDB as
an example) as a NoSQL database for use in the study.

Analysis of existing methods and algorithms

The issue of migration between databases
represented by different models is a hot topic at the
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moment; it has not been studied sufficiently for full
formalization, so research related to this issue deserves
special attention. There is no  unambiguous
recommendation for migration in one way or another and
the  developer himself must make decisions
on the method of migration, depending on the
characteristics of data and purposes for which migration is
carried out.

Let's consider existing approaches and strategies for
migrating from a relational database to MongoDB.

One of the more common ways to migrate data from
a relational model to MongoDB is based on the fact that
most relational databases support exporting tables to CSV
format files. Even if there is no such built-in support, it is
possible to export using auxiliary software and get the
files in the right format. You can then import the files into
MongoDB using the built-in command [7]. The
disadvantage of this method is that, first, the existing
relationships between tables are not taken into account,
because essentially only data lists are obtained, and
second, each table in the relational database will
correspond to a collection in MongoDB, no logical.
Architectural rebuilding of tables in document-oriented
style, it will affect query execution time, because, as we
know, MongoDB works harder with queries that access
many document collections. Therefore, this method is
reasonable to use only for databases of simple structure
with few tables and links.

Another approach to migrating data from relational
to MongoDB is migration, which consists of the following
sequence of actions [8, 9, 10]:

- extracting data from the original database;

- working with the data, bringing them into the right
form (working on data types, etc.)

- transfer of the processed data to the target database.

The disadvantage of this approach is that when
working with data, insufficient attention is paid to
database schemas and links between objects, because the
emphasis is put on the data as such, rather than on their
structuring, that is, as in the previous method, when
using this strategy there is no restructuring of the data
schema.

Another well-known way to migrate data from a
relational model to MongoDB is to migrate data based on
data structure and data queries [11]. Such migration is
performed in three steps:

- describing the relational database structure,
describing the data query requirements (according to the
business logic);

- modeling the data in the query-oriented context of
the NoSql database;

- modeling the database schema in the query-
oriented context of the NoSql database.

The disadvantage of this method, as in previous
cases, is that it does not take into account the
dependencies between database objects, since the new
database structure takes into account only metadata about
objects and queries.

The next existing approach to this kind of migration
is data migration by rules (six rules) describing three types
of migration: Column-Based, Document-Based and

Graph-Based [12]. The rules describe the cardinality of
links between tables and special operations performed on
one of the tables (aggregation operations, etc.). The
disadvantage of this approach is that the structure of data
queries is not taken into account during migration. To
solve the problem of query duration that accesses multiple
documents, this approach suggests combining all tables
into a single NoSQL collection, but this action will
inevitably lead to memory problems, because the size of
such a collection will be too large. Applying such a
method can be justified only if the database was
voluminous.

Another method assumes that relationships in a
document-oriented model can be represented in the form
of embedded documents and relationships between these
documents [13, 14]. For example, if there is a functional
relationship between two attributes, both attributes will be
transformed into a single data element in MongoDB. The
same principle is applied for partial and transitive
dependencies. The disadvantage is that embedded
documents can only be used for a limited amount of data,
and there is no clear identification of the form of this
embedding.

There is another method, it involves using the theory
of database schema normalization and using it in schema
design for MongoDB [15], but this approach does not take
into account the relationships of "many", primary and
foreign keys.

Consequently, after considering the main methods of
data migration between relational and json-like data
models, we can say that the methods under consideration
have their advantages and disadvantages and should be
used depending on the specific situation, possibly in
combination with each other.

Choice of methods

While studying and analyzing the methods of
converting relational data model to MongoDB data model,
three main general migration strategies were identified for
further consideration and research:

- migration creates a corresponding collection in
MongoDB for each relational database table [16];

- during migration, all the relational database tables
are merged into a single MongoDB data collection;

- during migration, the database schema is
redesigned so that it best meets the database queries (as a
consequence, it would simplify the execution of those
queries).

The first two strategies are clear and unambiguous
and do not require the use of auxiliary methods for
implementation.

The third strategy is more complicated and involves
the use of auxiliary methods by which the collection
schemas in MongoDB would be formed in response to
queries.

One of the approaches in transforming data models is
the use of relational algebra and set theory [17]. This
adapts methods of relational algebra and set theory for
convenient use in the context of database models and
schemas. Using this approach, it is possible, using a
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formal language, to develop specific model transformation
steps and compose a general algorithm to support
heterogeneous model-inhomogeneous migration  for
selected data models.

The use of relational algebra and set theory is
appropriate to implement the strategy of re-designing
database schema according to queries, because the
hierarchy of model structure and queries is quite
convenient to represent by sets (compositions), analyze
them, perform actions with these sets and present the
results of these actions [18]. Therefore, this approach will
be used as a tool for further development of migration
maintenance methods.

Mathematical modeling of migration

Let us represent the incoming relational database
schema using set theory. Let T be the set of all tables in
the relational schema, the set T consists of elements T,
where r is the number of table in the schema, in the form

of a formula for representing the set of tables looks as
follows:

T={T.,i=1..n}, 1)

where T, —i-th table in the table set T;

i —table number in a set of tables;

n — the total number of tables in the scheme. can be
combined with one another.

Schematically, a set of tables is shown in fig. 4.

T

2,0

Fig. 4. Representing a relational database schema as a set.

Each table consists of the fields, that is, the table is a
set of fields:

T ={F, i=1.nj=1.i}, @)

ij?
where F; —j-th field at the i-th table;

i —table number in a set of tables;

n — total number of tables in the scheme;

j — field number at the i-th table;

i, — total number of fields in the i-th table. can be
combined with one another.

The representation of the relational database schema
in the form of sets is shown in fig. 5.

Fig. 5. Presentation of the relational data base scheme in the form of sets

Let Q be the set of all database queries provided by
the business logic application:

Q={Q,l=1..m}, ®3)

where Q, is a I-th query in a set of queries Q;
| is a number of the query in a set of queries;
m is a total number of queries in a set of queries.

In its turn, each of the queries refers to a certain set
of all database fields, i.e. each query can be represented as
the following set of fields:

Q ={F,.i<nj<i;l=1.x} “)

where F; is aj-th field at the i-th table;
i is a table number in a set of tables;
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n is a total number of tables in the scheme;
j is a field number at the i-th table;
i, is atotal field number at the i-th table;

X is a total number of queries.
The presentation of queries to the database in the

form of sets is shown in fig. 6.

Fig. 6. Presentation of queries to the database

For each field, it is necessary to find a set of queries
in which the field is used:

Fl={Q.l1=1..z;z<x|F, €Q}, 5)

where F' is the set of queries in which the field F; is
used;

Q, isal-th query in which the field F; is used;

z is a number of queries in which the field F; is
used;

X is a total number of queries.

At the beginning of model conversion, it is necessary
to remove the fields that are not used in any query, and put

these fields in a separate collection. These fields
correspond to the following conditions:
[Fil=o0. ©)

All such fields can be included into one (or several)
collection C, (C,...C,). In the set representation this

collection looks like this:

Cl :{F'

ij?

i<nj<i||F=0} ©)

where F; is aj-th field at the i-th table;
i is a table number in a set of tables;
n — total number of tables in the scheme;
j — number of the field at the i-th table;

i, —total number of the fields at the i-th table.

At this stage, several collections are created if the
fields falling into the above category are not connected in
any way and cannot be combined into one collection from
the point of view of the logical representation of the data
schema.

Next, it is necessary to select those fields that take
part in only one query:

|Fijq| =1 (8)

Fields satisfying the above condition are part of the
new collection Cz:

C,={F.i<nj<i|FeQ&[F|=1z>1 (9

where F; —j-th field at the i-th table;

n is a total number of tables in the scheme;
i, — total number of fields at the i-th table;

Q, — I-th query;
F,' —the set of queries in which the field F; is used;

z — collection number.

The same as for the previous set, more
than one collection can be created if the fields are not
linked and logically cannot be combined into one
collection.

At this stage, remove by consideration those
fields that have already been wused in previous
collections.

Let's make a set of queries H, which we will work
with next, by extracting from the general set of all queries
those queries, all fields of which already belong to the
found collections.

Let us make even sections of the sets Q, € H, these

sections have the following form:
Q=Q NQ;ij#iii, j=1..[H|, (10)

where Q, is the k-th pairwise section;
H is a set of queries that are considered,




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

Qi, Q; —i-thand j-th query sets.

The resulting non-empty sets form a new set M.

Provided that H — M # @, the new collection will consist
of the fields included in this difference:

C,={F,i<nj<i|Fe(H-M)}

ij

(11)

where C, is a new collection;

H — set of queries under consideration;
M — set of non-empty intersections;
F; — field from difference H — M.

From the set of fields taken for consideration we
remove those that are included in the above set. After
receiving the collection we will re-recognize the set H to
continue the algorithm:

H=M, (12)

where H — set of queries to be considered;

M — set of non-empty intersections.

Now we find the intersection of the fields of queries,
but already 3 elements:

Q. =QNnQ;NQ,;j#i;i,jym=1..|H, (13)

where Q, — k-th intersection of three elements;

H — set of queries under consideration;
Qi, Q;, Q, —i-th, j-th and m-th sets of queries.

Similarly, as with two elements, the resulting
nonvoid sets form a new set M and if H — M # @, a new
collection (11) is formed. Thus, the algorithm is repeated
until only one intersection is left at a certain step, that is,
the set H will not consist of one element, when this
condition is reached, it is necessary to form a new set
consisting of fields that entered the last intersection and
are not included in all previous collections.

Thus, as a result of the method, a set of collections of
documents with their field sets will be formed.

In further research, it is planned to compare such an
algorithm for migration between data models and other
algorithms on real database examples and to investigate its
effectiveness

Algorithm development

The migration support algorithm is represented by
means of the UML activity diagram in fig. 7.

The preparatory step for a relational model database
migration algorithm to a query-based document-oriented
model is to define a set of queries to the database. It is
suggested to use one of the query definition options for
the algorithm:

- for commercial projects, in most cases, in addition
to the schema database itself, the queries to this database
that are operated by the application are also known, in
which case known queries are taken for the algorithm;

- if the set of queries is unknown, it is reasonable to
make a deeper analysis of the subject area and the
database schema and to independently compose the
queries that are most likely to cover the business logic of

the subject area and the application where the database is
or can be used;

- if the previous two options cannot be used in a
particular situation, it is proposed to consider the links
between the tables as queries.

After defining a set of queries, it is necessary, using
set theory, to work with the representation of tables and
queries for the further work of the algorithm, namely:

- represent each table as a set of fields;

- represent each query as a set of fields used in it (in
any part: sampling, grouping, etc.);

- represent each field as a set of queries in which it
takes part.

If at this stage the presence of such fields that do not
participate in any of the queries are detected, it is
necessary to combine them into one collection (or several
collections, if the business logic does not allow combining
these fields into one collection) of links between the initial
tables, possibly with different degrees of nesting.

The next step in the algorithm is to make links
between sets of fields in queries, starting with pairwise
links. For each query, i.e. set of its fields, a search for
pairwise relations with all other sets of query fields is
performed. If the next section is not an empty set, you
must add queries from the section to the set of non-empty
sections. Thus, all the paired sections are traversed and the
queries from the next section are either attached or not
attached to the set of non-empty sections (if a certain
query is already contained in the resulting set of non-
empty sections, it does not need to be added to the second
set).

At the end of the formation of the resulting set of
non-empty intersections, it is necessary to find the
difference of the set of all queries considered at this stage
(in pairs intersections - the whole set of queries) and the
set of queries that entered the set of non-empty
intersections. If the found difference is not an empty set,
then the resulting difference is a new collection (it must be
further checked that each field is included in this
difference once, if there are more than one occurrence,
then remove repeating fields). Also, as with the formation
of the first collection, it is necessary to pay attention to the
connections between the initial tables, and, if necessary, to
form different degrees of the nesting of the newly created
collection.

For the next step, it is necessary to override the set of
queries under consideration by the set of
non-empty intersections of queries obtained in the
previous step.

Similarly, to the actions with pairwise sections, it is
necessary to determine the set of non-empty sections
queries (without repeating elements in the resulting set).
Having obtained the resulting set of non-empty sections,
you should find the difference between the sets of queries
considered at this step and the current set of non-empty
sections. If the found difference is not an empty set, then
the resulting difference makes a new collection (taking
into account the links between the initial tables, business
logic, formalizing the necessary levels of nesting in the
collection, etc.).
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Similar actions to form new collections with an
incremental number of queries to intersect at each step,
are repeated until there remains one element in the set of
queries considered at a particular step - that is, one query,
and since with this query is no longer possible to build a
cross section, the transition to the next stage of the
algorithm. In this step, each field is checked from the set
of fields of this query and, if this field does not yet belong
to any of the collections created during the previous work
of the algorithm, it is added to the last collection.

Thus, after the algorithm finishes, all fields are
distributed among the collections in the newly created
document-oriented data model.

Discussion of the results

To automate the migrations, the software was
developed in the programming language C#, on the
platform .NET Core. This software inputs a MS SQL
relational database and a set of queries to that database,
converts the database schema according to the algorithm
described in this study, shows the result and creates a
MongoDB database after confirmation by the user. After
the successful creation of collections, the process of data
transfer on the corresponding fields takes place. Such a
process was run on a test database, after the migration was
completed, it was verified that the data was migrated in
full and without corruption. The results of query execution
in the target database were also tested and matched the
results obtained on the source database. Such results prove
that the algorithm obtained in the study is workable and
can be used for heterogeneous model-heterogeneous data
migration between relational and document-oriented
storage models.
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AOCIIUKEHHA METOAIB INATPUMKHA MITPAIIA JAHUX MIXK
PEJIAINIMHUMU I JOKYMEHTHUMMU MOJAEJIAMMU 35EPII'AHHA JAHUX

I[Ipeamerom 1ocmimkeHHS B CTaTTi € TeTEPOreHHA MOJCIBHO-HEOTHOPiAHA MIrpamis NaHUX MDK PETALiHHMMHU Ta JOKyMEHTO-
OpIEHTOBHUMHM MOJIeISIMU 30epiraHHs JaHWX, iCHyIOUi cTpaTerii Ta METOAW MIATPUMKH TaKOrO POAY MIrparlif, BUKOPHCTAHHS
pemsiniitHoi anreOpu Ta Teopii MHOXHH y KOHTEKCTi 6a3 JaHUX Ipu 1mMoOyZoBi HOBOTO alropuTMy Mirpamnii maHux. Mera pobotu —
PO3TISIHYTH OCOOJIMBOCTI Ta TOPSIOK Mirpamii JaHWX, JOCHIAWTH METOOM MIITPHUMKH MIrpamii JaHuX MK pPeTIifHuMHA i
JIOKyMEHTHHMH MOJIEISIMH JaHHX, MOOYyIyBaTH MaTeMaTH4HY MOJENb Ta alrOpUTM Ul Mirpamii qaHux. BuxopucroByroTscs Taki
METOIM: aHalli3 Ta MOPIBHAHHA ICHYIOUMX HiIXOXIB 10 Mirpauii JaHuX, BHOIp cTparerii AisS HOAAiIbLIOT0 BHUKOPHCTaHHS IIPH
CKJIaJJaHHI aJTOPUTMY Mirpauii, MaTeMaTH4YHE MOJETIOBAHHS aJITOPUTMY T'ETEPOT€HHOI MOAEIbHO-HEOJHOPIAHOI Mirpamii ZaHuX,
(dopmaizanis aaropuTMy Mirpamii JaHuxX. B cTarTi BUpIIIyIOThCA HACTYNHI 3aBAAHHSA: PO3IVILA MOHATTS Ta Pi3HOBHIIB Mirpamii
JTaHUX, OOIPYHTYBaHHS BHOOPY IOKYMEHTO-OPI€EHTOBHOI MOJEINi JAaHHMX B SKOCTI IIJIBOBOI IJIS Mirpamii JaHuX, aHali3 iCHYIOYHX
JiTepaTypHHX JKEpel, IO CTOCYIOTECSI METOIIB Ta CTPATeTii reTeporeHHOI HeOAHOPIHO-MOAENBHOT MIirparlii JaHuX 3 PersIiiHHOl 10
JIOKYMEHTO-OPIEHTOBHOI MOJICT JTaHWX, BWJAUICHHS IIepeBar Ta HEAONIKIB ICHYIOYHX METOJIB, BHOIp MiaXomy 10 (OpMyBaHHS
ITOPUTMY Mirpamii JaHuX, CKJIagaHHs Ta OIHMC MaTeMaTHYHOI MOJENi Mirpamii JaHuX 3a JOIIOMOTOI0 persniifiHoi anreOpy Ta Teopil
MHOXHH, TPEJICTaBICHHS aJrOPUTMY Mirpamnii JaHHX, B OCHOBI SIKOTO JIGXKHTH OPi€HTAIlis Ha 3alUTH 10 AaHuX. OTpUMaHO HACTYIHI
pe3yJabTaTH: BUKOPUCTAHO MOXIIMBOCTI PEISLiiHOI anreOpu i Teopii MHOKUH Y KOHTEKCTI MOJIENICH TaHHWX Ta 3aIUTiB, & TAKOX MPH
MepenpoeKTyBaHHI MoJeNneid, 0OpaHo CTpaTeriro Mirparii Moaeneil JaHux, aka nepeadavae MepenpoeKTyBaHHS CXEMH 0a3d JaHHUX y
BiJIIOBITHOCTI 10 3alHTIiB 0 0a3W JaHUX, CTBOPECHO MAaTEMaTHYHY MOJEIb METOIY TeTepOreHHOI HEOIHOPIAHO-MOEIBHOT Mirparii
MDK peALiiHOI0 Ta JOKyMEHTO-OPi€HTOBHOIO MOJIENSIMHU JIaHHX, OIMCAHO alIrOPHTM 3aCTOCYBAaHHS LIbOIO METOAY. BHCHOBKM: B
pe3ynbTaTi NMpoBeAeHOI POOOTH MPOAHATi30BaHO OCHOBHI METOAM IIATPUMKH MIrpamil Juisl pi3sHMX Mopenel 30epiraHHs JaHUX, 3a
JIOTIOMOTO0  persiniiinol anreOpu Ta Teopil MHOXHMH MOOYZOBaHO MaTeMaTHYHY MOJENb Ta CKIAJCHO ajlrOPUTM IIePEeTBOPEHHS
persiniiiHol MoJeNi TaHuUX 10 JOKYMEHTO-OpPIEHTOBHOI MOJENI JaHUX 3 ypaxyBaHHSIM 3amuTiB 10 MaHuX. OTpUMaHHUN alrOpPHTM €
NPUJATHUM 718 BUKOPHUCTAHHS Ha pEaJbHUX INPHKIAfax, a TaKoXX € 00’€KTOM Uil IOJAIBIIMX JOCTIDKEHb 1 MOMIIMBHX
YAOCKOHAJICHb, aHATI3y ¢()EKTHBHOCTI Y IOPIBHSHHI 3 iHIIUMH METOIaMH.
KurouoBi ciioBa: 6aza 1aHuX; reTeporeHHa Mirpallist; MOJesb JaHUX; TEOPis MHOKHH.

HCCJEIOBAHUE METO/JOB IOJAEPKKA MUTPALIUHA JIAHHBIX MEXIY
PEJIAINUOHHBIMUA U JOKYMEHTHBIMU MOJIEJIAMU XPAHEHUSA JAHHBIX

IIpeamerom ucciaenOBaHuS B CTaThe SBISETCS TeTEPOreHHAs] MOICIbHO-HEOAHOPOIHAS MUTPALIUS JaHHBIX MEXKIY PENSIHOHHBIMU U
JTIOKYMEHTO-OPHEHTHPOBAHHBIMU MOJEISIMH XPAaHEHUsI TaHHBIX, CYIICCTBYIOIINE CTPATETHH W METOIBI MOJACPKKH TaKOro poja
MUTpaluii, WCIOJIb30BAaHUE PENSIHOHHON anreOpsl W TEOPHH MHOXKECTB B KOHTEKCTEe 0a3 NaHHBIX IMpPHU IMOCTPOSHHH HOBOTO
anroputMa MHUrpanuu aaHabix. Lleab paboTel — paccMOTpeTh 0COOCHHOCTH U MOPSAAOK MHUTPAIUK JaHHBIX, UCCICIOBATH METOMIbI
MOJJIEPKKU MUTPALMM MEXIY PEJIIUMOHHBIMM M JIOKYMEHTHBIMH MOJIENISIMU JaHHBIX, MOCTPOMTh MaTeMaTHYeCKyl0 MOJEIb U
JIrOpUTM JUIsI MUTpalliM JaHHbIX. lcrmonb3yloTcs clieayrouiye MeToAbl: aHAJIM3 U CPaBHEHHE CYUIECTBYIOUIMX IOAXOJIOB K
MUTpalUH JaHHBIX, BBIOOP CTpaTeTHH Al JaTbHEHINEro UCTIOIB30BAHHUS NP COCTABJICHHH AJITOPUTMa MUTPAIMH, MATEMATHYECKOE
MOJICITUPOBAHUE AITOPUTMa TETEPOTEHHON MOJENbHO-HEOAHOPOAHOW MUTpAalWH JAHHBIX, (opMmanmu3anus aaropuTMa MHUTPaUN
JAaHHBIX. B craTbe pemiaroTcs cleAylomue 3aJadd: PacCMOTPEHHE MOHATHS W PAa3HOBUAHOCTEH MHTpAIMH JaHHBIX, 0OOCHOBaHUE
BEIOOpa JOKYMEHTO-OPHEHTUPOBAHHOW MOJETH MAaHHBIX B KadeCTBE LEJEBOW IS MUTPAWH JaHHBIX, aHAIN3 CYHIECTBYIOMINX
JUTEPATYPHBIX MCTOYHHWKOB, KACAIOMIMXCS METOAOB M CTPATETHH TeTePOreHHOW HEOJHOPOIHO-MOAETBHOW MUTPAalUH NAaHHBIX W3
PENAMOHHON K TOKYMEHTO-OPHEHTHPOBAHHOW MOJEIH JAHHBIX CYIIECTBYIOIIMX METOAOB, BBHIOOp TOAX01a K (HOPMHUPOBAHHIO
aJropuTMa MUTpAlMM JTaHHBIX, COCTABJICHUE U OMHCAHUE MATEMaTH4YECKOHW MOJEIM MHUIPAlMU JAaHHBIX C MOMOIIBIO PENSLUOHHON
anreOpbl ¥ TCOPUM MHOKECTB, MTPEACTABICHUE AITOPUTMA MUTPAIMH JaHHBIX, B OCHOBE KOTOPOTO JIGKHUT OPUCHTAIIMS Ha 3aMpOChl K
naHHbIM. [lonydeHsl crenyronme pe3yJbTaThl: HCIOJIB30BaHbl BO3MOXKHOCTH PENSLIMOHHON anreOpbl U TEOpUUM MHOXKECTB B
KOHTEKCTEe MOJeJNiel JaHHBIX M 3allpoCOB, a TaKXKe IMPH IEPENPOSKTHPOBAHUU MOJENEH, BEIOpaHa CTpaTerws MUTPALUH MOJeNer
JTAaHHBIX, TIPEIyCMaTPHUBAIOIIasl MepepPOESKTHPOBAHNE CXEMBI 0a3bl JaHHBIX B COOTBETCTBHHU C 3alpocaMH K 0asze JaHHBIX, CO3JaHa
MaTeMaTH4decKass MOJIeNIb METO/a TEeTEPOTeHHOW HEOTHOPOJHO-MOACTBHOW MHTpAlMd MEXAY PEISIHOHHOW M OKYMEHTO-
OpHUEHTUPOBAHHON MOJEISAMH JaHHBIX, OMUCaH aJTOPUTM MTPUMEHEHHS STOr0 MeTo/ia. BBIBOABI: B pe3ylbTaTe MPOBEAEHHOMN paboThl
NPOaHAU3UPOBAHbl OCHOBHBIC METOJbI TOJCPKKM MUIPALMU JJIS PA3JIMYHBIX MOJEJTeH XpaHEHUs JaHHBIX, C TMOMOIIBIO
PENAMOHHON anreOpbl W TEOPHMH MHOKECTB MOCTPOCH MaTeMaTHYecKas MOJCIb W COCTAaBICH alrOPUTM MpeoOpa3oBaHUs
PEIALMOHHOM MOJAENH JaHHBIX B JOKyMEHTO-OPUEHTHPOBAHHYIO MOJENb JaHHBIX C Y4YeTOM 3alpocoB K JaHHBIM. [losyuyeHHBbIi
ITOPUTM TPUTOJCH ISl UCIIONB30BaHUS Ha PEAlbHBIX MPUMeEpax, a TAKKE SBIACTCS 00BEKTOM ISl JAIBHEUIINX UCCIACTIOBAHUN U
BO3MOXKHBIX YCOBEPIICHCTBOBaHUI, aHaM3a 3(p(PEeKTHBHOCTH IO CPABHEHHIO C IPYTUMH METOAaMH.
KnaiwoueBsbie ciioBa: 6a3a JaHHBIX; TeTEpOTeHHAS MUTPAIHST; MOJEIh TAHHBIX; TEOPHS MHOXKECTB.
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DETERMINATION OF PRIORITY QUALITATIVE FACTORS OF STIMULATION
OF THE WORK OF ENTERPRISE TOP MANAGERS

The article is devoted to substantiation of the main subjective qualitative factors which are typical for labor incentives of managers of
the strategic level of enterprises management, and which it is reasonable to take into account while developing the system of
economic incentives of their activity, since basing and determination of the incentives amount only on the statistical objective
information is not able to influence significantly the final results of top-managers work. The purpose of the article is to identify
priority qualitative factors of influence on the process of economic stimulation of the activity of top managers of industrial enterprises
and their quantitative interpretation based on the combination of qualitative assessments into an integral indicator. The tasks of the
article are the analysis of the results of the survey of top managers on individual qualitative factors of influence on their motivation,
the definition of statistical relationships between factors, determining the explicit and latent trends in the dynamics of these factors,
the calculation of the integral indicator of the impact of the identified significant factors, the formation of methodological support to
identify priority qualitative factors of economic incentives performance of top managers of industrial enterprises. The object of the
article is the process of economic stimulation of the results of activity of top managers of industrial enterprises. The subject of the
article is the theoretical provisions, methodological support, and practical proposals for economic incentives for managers of the
strategic level of administration at industrial enterprises. Methods. To achieve the goal, the article used the following basic general
and special research methods: theoretical generalization, questionnaire survey, descriptive statistics tools, Spearman rank correlation
coefficient, multivariate factor analysis, method for calculating the integral index of qualitative factors of managers' labor stimulation,
graphical method. Results. The results of the study are: the scientific achievements of the predecessors on the formation and use of
performance indicators of enterprises as indicators of incentives for top managers; surveyed top managers of industrial enterprises
regarding their opinions on the main factors influencing the performance of their own activities; proved the relationship of influence
factors on the incentives of top managers presented in the questionnaire; clear and latent tendencies of interrelation of factors of
influence on productivity of managers of strategic level of the enterprises are revealed; the integrated indicator of qualitative factors of
stimulation of work of managers is defined, quantitative values of which have proved existence of insufficient account of factors on
process of stimulation. Conclusions. As a result of determining the relationship between the qualitative factors influencing the
economic incentives of top managers developed methodological support, which differs: the content of qualitative factors; analysis of
the structure of the studied set of arrangements of answers of experts using the tools of descriptive statistics; assessment of the
closeness of the relationship between qualitative factors of economic incentives for top managers in the dynamics; assessment of the
consistency of the answers of experts in the dynamics; identification of latent factors of economic stimulation of top managers;
analytical method of developing an integrated quality indicator of economic stimulation for top managers.

Keywords: stimulation of labor; top manager; industrial enterprise; qualitative factors; the relationship between the qualitative
factors; methodological support.

Introduction

The success of enterprise activity depends on many
factors, among which there are objective, such as
efficiency of economic resources use, qualification of
workers, organization of production processes, and
subjective, connected with human perception of events,
interest of workers, their motivation and used incentive
systems, validity of rewards, criterion indicators of their
purpose If objective factors are studied widely enough,
then subjective factors are given me Research concerning
the development of proposals on the formation and use of
incentive systems for production personnel is more
widespread, while almost no attention is paid to the
stimulation of managers, especially strategic level
managers. Economic stimulation of this category of
personnel is usually connected only with an enterprise
profit and other indices of its finite activity. Therefore,
there is an objective necessity in development of the
system of stimulation of top managers and their building
not only on traditional indicators, but also on the
indicators of qualitative type having subjective nature.

Analysis of publications

In the works of many scientists [1, 8 - 13] it is noted

that in modern conditions stimulation of top managers'
work is one of the determining functional components of
enterprise management and its development. This is
explained by the increasing role of the human factor in
ensuring the company's competitiveness, its effective
activity both on internal markets and on external ones [8,
12]. Formation of the mechanism of motivation and
economic stimulation of personnel will have a positive
impact on labor efficiency, and it will be reflected in all
business processes and results of enterprise activity, and,
consequently, will allow increasing its profitability and
profitability.

In the organization and implementation of economic
stimulation of top managers' work, an important role is
played by the assessment of their work. Scientists note [9,
10] that personnel assessment in the system of economic
stimulation should be performed taking into account the
action of objective laws that regulate an employee's
behavior. This is pointed out by the vast majority of
scientists, for example, T. Momot, etc. [17]. At the same
time, the authors [14] consider the presence of
technological competences and their social responsibility
in relation to their subordinates to be important features of
managers' labor stimulation. Researchers in their work
[15] suggest that in order to motivate managers their
management style should be evaluated, which should
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correspond to a certain situation at an enterprise. At the
same time, it is advisable to adapt the management style to
the goals of the enterprise, its chosen strategy [16].
Moreover, according to the achieved results of the strategy
to stimulate enterprise managers depending on their
personal contributions to the achieved results. To provide
effective economic stimulation of personnel based on its
assessment at all levels of economic structure the
assessment mechanism should be carried out on the
principles of universality, consistency,
comprehensiveness, fairness, comparison [1]. It causes the
objective necessity to determine the qualitative factors of
economic stimulation of top managers' work, which
causes the necessity to formulate such purpose of the
article, its object and subject.

The aim of the article is to identify priority
qualitative factors of influence on the process of economic
stimulation of activity of top managers of industrial
enterprises and their quantitative interpretation based on
qualitative assessments into an integral indicator. The
object of the article is the process of economic stimulation
of the performance of top managers of industrial
enterprises. The subject of the article is the theoretical
provisions, methodological support, and practical
proposals for economic incentives for managers of the
strategic level of administration of industrial enterprises.

Specialists in solving the problems of economic
stimulation of personnel labor believe that wages cannot
be the only goal of labor activity and speak about the
system of economic stimulation. The system of economic
stimulation of top managers at an enterprise should be
based on the following basic principles [2]:

- communication, cooperation and agreement
between the top managers and the management of the
enterprise on the general principles of the system;

- a substantiated system of performance evaluation
of top managers and definition of its indicators;

- substantiated and established criteria for defining
and evaluating the work of top managers;

- substantiated standards, their control and periodic
revision;

- a clear coordination of economic stimulation of top
managers with the performance of the enterprise;

- material incentives, especially additional ones, not
for the level of performance in general, but precisely for
the achievement of qualitative results of activity.

Consequently, it is necessary to take a systematic
approach to economic incentives for top managers,
implementing seven key steps, namely: identification of
economic problems of the enterprise arising from the lack
of economic incentives and expressed in low labor
efficiency, staff turnover, an unfriendly atmosphere within
the team; making a list of key objectives of the enterprise,
involving an increase in labor productivity, raise the team
spirit, the formation of a cohesive team; conducting social
diagnostics based on a questionnaire survey, as a result of
which material and non-material stimuli are specified,
which are needed both for each individual top manager
and for their entire team; based on the results of social
diagnostics, developing a sequence of economic
stimulation measures; determining financial costs for

implementing measures of economic stimulation of top
managers; informing top managers on the implementation
of measures of economic stimulation system for detailed
information about charges in the bonus system;
approbation of this system of economic stimulation of
labor of top managers and establishment of the ratio
between costs and received profit from implementation of
measures, and further elimination of troubles and
problems that have appeared in the process of
implementation [3].

Despite the significant amount of works of famous
specialists, many issues of economic stimulation of labor
of top managers remain unsolved and insufficiently
grounded; it concerns both understanding of the process of
economic stimulation itself, as well as peculiarities of
forming forms, methods, and recommendations on
improvement of the economic stimulation of labor at
enterprises.

Leshchenko L.O. recommends apart from direct and
indirect economic stimulation to distinguish social
motivation, when an employee understands that he is part
of the team; psychological motivation, when a friendly
and welcoming atmosphere is observed in the team; career
motivation, when conditions for career growth exist in the
team; educational motivation, when employees are
interested in training and development [4].

Research results

Among the factors of economic stimulation of top
managers' labor, a special place is held by qualitative
factors that take into account the behavior, personal
expectations, perceptions and values of each individual.
Consideration of qualitative factors of economic
stimulation of top managers' labor is carried out through
the study of qualitative features of their activity, namely:
rational and emotional components of activity; special and
typical behavioral patterns of top managers; identification
of unrealized needs in the process of activity;
development of new methods of material stimulation.
Quantitative factors are based on a rational approach to
economic stimulation, and qualitative factors take into
account each individual's motivation, unique social
experience, his abilities and many other features of this
subject that make up his "life world". Exactly qualitative
factors of economic stimulation of top managers are
directed on the clarification of subjective-specific factors
of activity, on understanding of those moments, which the
staff is guided in its activity.

It should be noted that many scientists believe that in
order to improve the overall effectiveness of the
enterprise, in addition to material stimulation, there is the
implementation of qualitative factors of economic
stimulation of work of top managers, namely, such factors
as term of employment as a top manager, the level of
compensation for increased economic stimulation of labor,
satisfaction with the existing system of economic
stimulation at the enterprise, the level of compensation,
the main economic stimulating factor of labor, factor of
current material rewards, current factor of influence on the
receipt of monetary compensation, negative factors
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affecting the bonus system at the enterprise These
qualitative factors will increase organizational loyalty,
responsibility, and willingness to work more efficiently.
The purpose of considering qualitative factors is to
increase:

-employee satisfaction by obtaining greater
economic stimulation of top managers' work;

- needs of employees in growth, development and
self-expression by means of getting higher satisfaction
with existing system of economic stimulation at the
enterprise;

- team building based on the increase of the existing
material rewards;

- commitment of employees to work, striving to
achieve the general corporate goals due to the main
economic stimulating factor of labor;

- striving for training and development of the
personnel potential on the basis of improvement of the
bonus system at the enterprise.

Consequently, to increase the level of economic
incentives for top managers and determine the qualitative
factors it is necessary to develop a questionnaire, and the
answers to the questions of the questionnaire will help to
better understand the desire of employees, their needs,
desires, with which you can implement certain changes
that will reduce staff turnover and will help to attract new
employees - managers of the strategic level of
management. The questionnaire formed questions, the
answers to which should be given in points. It is known
that psychologists, sociologists, and economists have
developed various methods for establishing scores for a
qualitative attribute. However, almost all of them are
based on the well-known studies of E. Weber, G. Fechner,
S. Steven. In 1846, E. Weber formulated a law related to
the stimulus of the measured value s. E. Weber's law
states that a change in perception is manifested when the
stimulus is increased by a constant fraction of the stimulus
itself. This law is valid when As is small compared to s,
but practically ceases to be valid when s is either very
small or very large. Saaty believes that synthesizing or
decomposing stimuli, traceable to clusters or levels of
hierarchy, is an effective means of extending the
application of this law [5, p. 68]. According to T. Saaty,
we have the following explanations for measuring the
essence of factor scores:

1 - equal significance (two actions contribute equally
to the goal); 3 - a certain advantage of significance of one
action over another (weak significance) (experience and
judgment give a slight advantage of one action over
another); 5 - significant or strong significance (experience
and judgment give a significant advantage of one action
over another); 7 - very strong or obvious significance (the
advantage of one action over another is very significant.
Its superiority is almost obvious); 2, 4, 6, 8 - intermediate
values between adjacent values of the scale (a situation
where a compromise decision is needed); inverse values
of the above numbers - if action i is assigned one of the
above numbers in comparison with action j, then action j
is assigned an inverse value in the comparison with i (a
reasonable guess); rational values - relations arising in a
given scale (if consistency is postulated, then n numerical
values are needed to obtain the matrix).

G. Fechner found that stimuli with noticeable
differences are placed in a geometric progression, and the
corresponding  perceptions constitute an arithmetic
progression at discrete points where barely noticeable
differences are observed. Stimuli arise in the process of
pairwise comparisons relative to comparative actions. The
Weber-Fechner psychophysical law results in a sequence
of 1, 2, 3, .... There are about five with additional ones
making up the trade-offs between neighboring reactions.
This increases the number of differences to nine, which is
consistent with the order-of-magnitude predictions.
Malyarets L.M., who also believes that it is appropriate to
use the five-point system [6], gives a detailed analysis of
the measurement of ordinal features in the monograph.
The established points (for example, 1, 2, 3, 4, 5) are the
expression of nominations of qualitative property of object
(in the example: very low (1), low (2), moderate (3),
strong (4), very strong (5)).

Consequently, in order to determine the priority of
factors, a questionnaire was developed, in which questions
were included and a survey of top managers of enterprises
was conducted. At the same time, it can be considered that
these top managers are experts due to their high level of
professionalism, so their answers can be considered as
experts' answers. The content of the questions of the
questionnaire describing the main reasons for economic
incentives for top managers is presented in table 1. The
answers to the questions of the questionnaire are presented
on a five-point scale.

Table 1. Questionnaire questions describing the main qualitative factors of economic incentives for top managers and their scale

No. Question Meaning of the value Explanations
1 How long have you worked as a top 1 Less than 1 year
manager? Where: 2 Over 3 years
3 Over 5 years
4 Over 10 years
5 5 years
2 Rate on a scale of 1-5, how does 1 very weakly
your pay level affect your 2 weakly
economic stimulation? -
3 sufficiently
4 significantly
5

very strongly
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very strongly

8 Identify the main problems of the

Weak link between communication goals

bonus system at your company on a
scale of 1-5 points?

Lack of understanding of the rewarding principles

Incomprehension of the goals set

Conflict (overlapping) of goals

3 On a scale of 1-5, are you satisfied 1 very weakly
with your economic stimulation 2 weakly
system?

3 sufficiently
4 significantly
5 very strongly

4 Evaluate on a scale of 1-5, are you 1 very weakly

satisfied with your pay? 2 weakly
3 sufficiently
4 significantly
5 very strongly

5 Evaluate on a scale of 1-5, what is 1 very weakly
the most effective economic 2 weakly
incentive for you to work?

3 sufficiently
4 significantly
5 very strongly

6 Evaluate on a scale of 1-5, what 1 very weakly
types of material rewards you 2 weakly
receive most influence you? -

3 sufficiently
4 significantly
5 very strongly

7 Evaluate on a scale of 1-5 points 1 very weakly
\_Nhlch fagtors are more influential 2 weakly
in receiving your monetary reward.

3 sufficiently
4 significantly
5

1

2

3

4

5

Strong conflict

The level of labor of top managers is influenced by
qualitative factors, namely: the period of work in the
position of a top manager (z1), the level of remuneration
for increasing economic stimulation of labor (z2),
satisfaction with the existing economic stimulation system
at the enterprise (z3), the level of labor compensation (z4),
the main economic stimulating labor factor (z5), the factor
of effective material rewards (z6), the effective impact
factor for monetary rewards (z7), negative factors
affecting the bonus system at the enterprise (z8). The
values of these qualitative factors are measured in ordinal
scales. Specialists of economic and mathematical methods
and data analysis in economics consider that the main
tasks of the theory and practice of measuring ordinal
values are: analysis of the structure of the investigated set
of orderings (task A); analysis of integral (aggregate)
consistency of variables and their conditional ranking by
the criterion of the degree of close connection
of each of them with the remaining variables (task B);
construction of a single group ordering of objects on the

basis of the available set of consistent orderings (task
C)[6].

Therefore, the first step in determining the
qualitative factors of economic incentives for the work of
top managers is their description at each enterprise under
study annually. To describe the qualitative factors we use
the tools of descriptive statistics used for qualitative
attributes measured in ordinal scales. Thus, the analysis of
the structure of the studied population of ordering of
experts' responses to qualitative factors of economic
incentives is an important step, which is carried out by
means of univariate distribution, which allows
summarizing the frequency with which different values of
a certain variable are observed in the data set. In addition,
this is done through the operation of tabulation or cross-
tabulation [6]. Thus, visualization of the characteristic of
economic incentives for the work of top managers on
eight qualitative factors in the Private Joint Stock
Company " Kharkiv Stamp and Mold Plant" according to
the opinion of 10 experts in the first year of the study is
shown in fig. 1:




ISSN 2522-9818 (print)
Cyuacnuti cmam HayKo8ux O0CIIONCeHb Ma mexHoao2il 6 npomuciosocmi. 2022. Ne 2 (20) ISSN 2524-2296 (online)

Piechart for z1 Piechart for z2

10,00%

20,00% o1

—50,00%

40,00% ~~——20,00%

30,00%

\—10,00%

Piechart for z3 Piechart for z4

23 z4
20,00% o1 o
: s
——40,00% 40,00%
60,00%
40,00%

Piechart for z6

Piechart for z5

z6
O1
H2

0
40,00%
50,00%
~~—60,00%
\—20,00%

Piechart for z8

Piechart for z7

1000% - 10,00%
01
B2
033
40,00%
\—50,00%

20,00%—/

Fig. 1. Relative frequency of levels of qualitative factors of economic stimulation of the top managers of the company Private Joint
Stock Company «Kharkiv Stamp and Mold Plant" in the first year of the study (in %)
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So, the experts believe that the following situation is
observed at this enterprise on economic stimulation of
labor of top managers: mostly the employees have more
than 10 years of work experience in the position of top
manager, there is a very weak influence of salary level on
the increase of economic stimulation of labor, absolutely
not satisfied with the existing system of economic
stimulation at the enterprise, mediocre satisfied with the
level of salary, factor of the current material rewards is
very weak, the factor of current material rewards is very
weak, the current factor of influence on the receipt of
monetary rewards is weak, among the negative factors that

affect the bonus system at the enterprise is the
predominant misunderstanding of the principles of
bonuses.

Table 2 shows the results of the analysis of diagrams
of all eight qualitative factors of economic incentives for
top managers at the enterprise during the entire study
period. Table 2 shows the values of qualitative factors that
have the highest frequency according to experts, if there
are two, the average value is indicated, as well as the
value of the concordance coefficient (CC), which
indicates the consistency of experts' opinions.

Table 2. Dynamics of qualitative factors of economic stimulation of the work of top managers at the enterprise Private Joint Stock

Company "Kharkiv Stamp and Mold Plant"

Year Qualitative factors (z) KK
1 2 3 4 5 6 7 8
1 4 1 1,2 2 3 1 2 2 0,64
2 3 1 2,3 1 2 1 1 4,5 0,45
3 34 2 2 1 2 2,3 3 5 0,55
4 4 1,2 1 1 2 2 2 5 0,62
5 5 2,3 2 2 2 3 1 1 0,68
Average value 3,9 1,6 1,8 1,4 2,2 1,9 1,8 3,5

Thus, at the enterprise during the whole period of the
research the term of employment of the top management
personnel is more than 10 years, there is also a weak
impact of the level of salary on the increase of economic
stimulation of labor, top managers are also weakly
satisfied with the level of wages, the weak main economic
incentive factor of labor, the weak factor of the current
material rewards, the weak current factor of influence on
the monetary reward, among the negative factors affecting
the bonus system at the enterprise preferable is a conflict,
that is, the inconsistency of the principles of bonuses.

Further, it is advisable to continue this analysis of the
qualitative factors of economic incentives of top managers
by analyzing the paired and multiple relationships in the
system of factors, and therefore, it is necessary to
calculate the coefficients of rank correlation. The analysis
of the relationships of ordinal variables is based on
different variants of probability space models, in which
the role of the space of elementary results (consequences)

is performed by the set of all possible combinations of n
elements (n — the number of statistically studied objects).
Traditionally, Spearman's or Kendel's rank correlation
coefficients have been used as the main characteristics of
the paired statistical relationship between orders. As we
know, the first to propose a solution to the problem of
testing the hypothesis of the independence of ordinal
features psychologist Charles Spearman in 1900. The
second most popular rank correlation coefficient, the
Kendall coefficient, uses as a measure of similarity
between two rankings the minimum number of
permutations of neighboring objects that need to be done
to transform one ordering of objects into another. In the
table 3 presents the value of Spearman's correlation
coefficient for assessing the closeness of the relationship
of questions in the questionnaire, which characterize the
main factors of economic stimulation for top managers at
the enterprise Private Joint Stock Company "Kharkiv
Stamp and Mold Plant".

Table 3. The value of Spearman's rank correlation coefficient in assessing the closeness of the relationship between the questions in

the questionnaire of the first year of the study

The value of Spearman's rank correlation coefficient according to the qualitative factors of the questionnaire

z1 z2 z3 z4 z5 z6 z7 z8

z1 -0,2186 -0,0269 0,0369 -0,3690 -0,5904 -0,8350 -0,5692
(10) (10) (10) (10) (10) (10) (10)

0,5119 0,9356 0,9118 0,2683 0,0765 0,0122 0,0877

z2 -0,2186 0,0352 0,1543 0,1357 0,3472 0,2291 0,2622
(10) (10) (10) (10) (10) (10) (10)

0,5119 0,9159 0,6434 0,6839 0,2976 0,4918 0,4315

z3 -0,0269 0,0352 -0,3043 -0,3240 0,2282 -0,1076 0,5635
(10) (10) (10) (10) (10) (10) (10)

0,9356 0,9159 0,3613 0,3311 0,4936 0,7469 0,0909

24 0,0369 0,1543 -0,3043 -0,5015 -0,1667 0,3536 -0,0726
(10) (10) (10) (10) (10) (10) (10)

0,9118 0,6434 0,3613 0,1325 0,6171 0,2888 0,8275

75 -0,3690 0,1357 -0,3240 -0,5015 0,3086 -0,0764 0,1378
(10) (10) (10) (10) (10) (10) (10)

0,2683 0,6839 0,3311 0,1325 0,3545 0,8188 0,6792
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z6 -0,5904 0,3472 0,2282 -0,1667 0,3086 0,3536 0,8352
(10) (10) (10) (10) (10) (10) (10)
0,0765 0,2976 0,4936 0,6171 0,3545 0,2888 0,0122
z7 -0,8350 0,2291 -0,1076 0,3536 -0,0764 0,3536 0,3595
(10) (10) (10) (10) (10) (10) (10)
0,0122 0,4918 0,7469 0,2888 0,8188 0,2888 0,2808
z8 -0,5692 0,2622 0,5635 -0,0726 0,1378 0,8352 0,3595
(10) (10) (10) (10) (10) (10) (10)
0,0877 0,4315 0,0909 0,8275 0,6792 0,0122 0,2808

Consequently, in the first year of the study, the
current material rewards factor (z6) and the negative
factors affecting the bonus system at the company (z8), as
well as the period of employment as a top manager (z1)
and the current influence factor on monetary rewards (z7)
are closely correlated. The analysis of the calculated
Spearman correlation coefficients between the factors of
economic stimulation of top managers at the enterprise
Private Joint Stock Company " Kharkiv Stamp and Mold
Plant" during the rest of the study showed that there are
such close relationships between qualitative factors of
economic stimulation of top managers, namely: zg<zg,
21427, L7928, 124723, 12426, L1428, 1325, 1326, L2424,
Ze<>z7. We have that in the system of qualitative factors of
economic stimulation of top managers' labor the most
closely correlated are the factor of effective material
rewards (z6), negative factors influencing the bonus
system at the enterprise (z8), the acting factor of influence
on monetary rewards (z7), and the factor of satisfaction
with the existing system of economic stimulation at the
enterprise (z3).

Using the mathematicians' proof that Spearman's
rank correlation coefficient coincides with the usual
Pearson's pair correlation coefficient calculated by ranks
[6], multivariate factor analysis, further factor analysis,
can be used for the data measured in ordinal scales. This
allows us to use factor analysis to unambiguously
determine the level of qualitative factors of economic
stimulation of the top managers' labor to develop an

Table 4. Percentage of variation explained by selected latent factors

integral indicator, taking into account the relationship
between them. It is known that in modern mathematical
statistics, factor analysis is understood as a set of methods,
which, based on the existing relationships of the
characteristics of the object, allow us to identify the latent
generalizing characteristics. First, there is a set of
elementary characteristics of the object xj, the interaction
of which implies the presence of certain causes, that is, the
presence of some latent factors. The latter are established
as a result of the generalization of elementary attributes
and act as integrated characteristics or attributes, but more
complex, of a higher level. It should be noted that not only
trivial attributes xj, but also the observed objects Ni can
correlate, so the search for latent factors is theoretically
possible by both attributes and object data [13]. Since
factor analysis makes it possible to compress the initial
system of indicators to a smaller number of generalizing
attributes, it should be used to develop a qualitative
integral indicator of economic stimulation of top
managers' labor.

Table 4 presents the definition of the number of
significant latent factors to describe the initial system of
qualitative signs of economic stimulation of the top
managers' labor at the enterprise.

Table 5 shows the factor loadings of qualitative
attributes of economic stimulation of the top managers'
labor in the enterprise after the turn of VARIMAX, which
provides a simpler structure of latent factors.

Factor number Own value of the factor | Dispersion value of the factor, % | Value of cumulative, accumulated dispersion, %
1 1,94154 24,269 24,269
2 1,72378 21,547 45,817
3 1,25779 15,722 61,539
4 1,06707 13,338 74,877
5 0,708871 8,861 83,738
6 0,592548 7,407 91,145
7 0,455679 5,696 96,841
8 0,252712 3,159 100,000
Table 5. Factor loadings matrix according to the results of factor analysis after VARIMAX turning
Quality Factor loadings of quality factors by the numbers of the factor analysis factors
factors 1 2 3 4
z1 0,103195 0,380857 -0,705263 0,115358
72 -0,371948 0,314731 0,249266 -0,692426
z3 0,843849 0,00969395 -0,061031 0,175994
74 -0,424754 0,817567 -0,0758267 -0,0523348
z5 -0,361204 -0,808773 0,162555 -0,102774
26 0,775735 0,00757224 0,0223377 -0,284176
z7 0,034402 0,0387176 0,831778 0,136634
z8 0,159447 0,28357 0,279033 0,734205




ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Innovative technologies and scientific solutions for industries. 2022. No. 2 (20)

To preserve the condition of comparing the levels of
qualitative factors of economic stimulation of top
managers' labor in dynamics, it is advisable to calculate
the integral indicator according to the data, spatially
dynamic with the use of factor loadings (tab. 5). Thus, the
first latent factor of economic stimulation of top managers'
labor has the form:

F, =0,103z, - 0,372z, + 0,844z, — 0,425z, —
0,361z, + 0,776z, + 0,034z, + 0,159z,

This factor explains 24.269% of the dispersion
(variability) of the initial system of qualitative factors,
which are the largest contribution to the total cumulative
dispersion, so it should be used to determine the integral
index. Thus, the formula for the integral index (1) looks as
follows:

| =0,1031z: —0,37227, +0,844325 — 0,425474 —
-0,361525 +0, 776626 +0,034727 +0,15987.

By substituting the average values of the qualitative
factors, we obtain the level of the integral qualitative
indicator. The scale of this integral indicator is also five-
point and corresponds to the levels: very low (1 - very
weak), low (2 - weak), sufficient (3 - sufficient), high (4 -
significant), very high (5 - very strong) ).

1,6227109
1 1,3176069

2016 2017

2018

Besides this factor, there are three more with the
following expression:

F, =0,381z, + 0,315z, + 0,01z, + 0,818z, —
- 0,809z, + 0,008z, + 0,039z, + 0,284z,

this factor explains 21.547% of the dispersion of the initial
system of quality factors;

F, =-0,705z, + 0,249z, - 0,061z, - 0,076z, +
+0,163z; + 0,022z, + 0,832z, + 0,279z,

this factor explains 15,722% of the dispersion of the initial
system of quality factors;

F, =0,115z, - 0,6922, +0,1762, — 0,052z, —
0,103z, - 0,284z, + 0,137z, + 0,734z,

this factor explains 13,338% of the dispersion of the initial
system of quality factors.

All four latent factors explain 74.877% of the
variability of the values of qualitative factors of economic
stimulation of the top managers' labor.

Thus, the dynamics of the integral qualitative
indicator of economic stimulation of top managers' labor,
calculated using the first latent factor, is presented in fig.
2.

1,861753 1,7631462

2019 PIK 2020

Fig. 2. Dynamics of values of the integral qualitative index of economic stimulation of top managers’ labor of the enterprise Private

Joint Stock Company "Kharkiv Stamp and Mold Plant"

Consequently, the levels of values of the integral
qualitative indicator of economic stimulation of labor of
top managers do not exceed the qualitative marks of low
(2 - weak), and in the third year - do not exceed sufficient
(3 - sufficient). In the last two years, there has been a drop
in the level of economic incentives for the work of top
managers. This company should urgently develop and
disseminate measures to activate the positive effect of the

main factors of economic stimulation of top managers'
labor.

The given content and the logic of methodological
support for determining the level of qualitative economic
incentives for top managers' labor were used for the study
of 7 enterprises in the Kharkiv region. The dynamics of
the qualitative integral index of economic incentives for
the work of top managers in 7 enterprises of Kharkiv
region is presented in table 6.

Table 6. Integral quality indicator of economic stimulation of the top managers' labor at the enterprises of the Kharkiv region

Name of Company Year
1 2 3 4 5
PJSC "Kharkiv Stamp and Mold Plant" 1,318 1,623 2,483 1,862 1,763
TSPC "NOVA" 1,578 1,490 1,670 0,943 2,125
PSPE "Ukrpolitechservice" 0,769 0,455 1,658 0,075 0,684
PE "Promsintez" 1,601 1,698 0,853 1,478 1,041
PJSC "Machine-Building Plant named after Frunze » 1,942 2,956 2,330 2,438 2,093
Khartron Express LTD Research and Production Enterprise (LLC) 0,443 1,368 0,576 0,291 0,008
PJSC Kharkiv Electrotechnical Plant Ukrelectromash 0,811 0,750 0,079 0,971 1,861
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The analysis of the levels of qualitative indicator of
economic stimulation of the top managers' labor in the
research enterprises of Kharkiv region has proved the
presence of low (weak) level of economic stimulation.
Special attention should be paid to the influence of the
level of remuneration on the increase of economic
stimulation of labor, top managers are not satisfied with
the existing system of economic stimulation at the
enterprise, and they are not satisfied with the level of
wages and the main economic stimulating factor of labor
used at the enterprises. In addition, the factor of current
material rewards is weak, which also does not affect the
amount of monetary rewards received for the results of top
managers' work.

Thus, the conducted research has proved that in
order to develop methodological support for determining
the priority qualitative factors of economic stimulation of
top managers' labor it is necessary to justify a
questionnaire that characterizes and takes into account the
main factors of economic stimulation of top managers'
labor and their scales, a set of analytical tools for
conducting the analysis. factors, namely, tools of
descriptive statistics of order attributes, development of an
integral qualitative indicator Such basic aspects of

methodological support will allow us to carry out a
thorough analysis of qualitative factors of economic
stimulation of top managers' labor and determine their
level of development at an enterprise in dynamics.

Conclusions

Summarizing, we can conclude that the proposed and
substantiated methodological support for determining the
priority qualitative factors of economic stimulation of top
managers' labor differs from the existing ones: 1) the
content of qualitative factors; 2) the analysis of the
structure of the studied set of ordering of experts' answers
with the help of descriptive statistics tools; 3) the
evaluation of the closeness of interrelation of qualitative
factors of economic stimulation of top managers' labor in
dynamics; 4) the evaluation of consistency of experts'
answers in dynamics; 5) identification of latent factors of
economic stimulation of top managers' labor; 6) the
analytical way of developing the integral qualitative
indicator of economic stimulation of top managers' labor.

The main stages, tools and results of the developed
methodological support are presented in table 7.

Table 7. The main stages, methods and results of methodological support for the identification of priority quality factors to stimulate

the work of top managers at industrial enterprises

Content of the methodological support stage

Calculation methods

Result

Rationale of the questionnaire questions that
characterize the main qualitative factors of economic
stimulation of top managers' labor and their scales

Theoretical generalization and
theoretical-logical analysis

Questionnaire to determine the main
qualitative factors of economic incentives
for the work of top managers

Analysis of the structure of experts' answers to the
guestionnaire

Descriptive statistics tools

Structure of the studied set of ordering of
experts' answers

Assessment of the relationship between the qualitative
factors of economic stimulation of top managers' labor

Spearman's rank correlation
coefficient

Structure of the relationship between
qualitative factors of economic stimulation

in dynamics of top managers' labor in dynamics
Evaluation of the consistency of experts' answers in Coefficient of concordance Structure of consistency of experts' answers
dynamics in dynamics

Revealing the latent factors of economic stimulation of
top managers' labor

Factor analysis

Latent factors of economic incentives for
top managers' work

Development of the integral qualitative indicator of
economic stimulation of top managers' labor

Factor analysis, mean values of
factors, additive convolution

Integral qualitative indicator of economic
stimulation of top managers' labor

method

The practical significance of the developed
methodological support is the scientific substantiation,
objective determination of real priority qualitative factors,
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BU3HAYEHHSA ITPIOPUTETHUX AKICHUX ®AKTOPIB CTUMYJIFOBAHHS
IMPAII TOII-MEHE/I’KEPIB IIIAITPUEMCTB

CrarTs mpHCBsiYCHA OOIPYHTYBAaHHIO OCHOBHHX Cy0 €KTHBHHX SIKICHUX (DaKTOpIB, SIKI € THIOBUMHM IJISI CTHMYJIIOBAHHS IIpalli
MEHE/DKEepIiB CTpaTeridyHoro piBHS YHPaBJiHHS IMiANPUEMCTB, 1 SKi JOLITEHO BpaxoBYBaTH B IPOLECi PO3pOOJICHHS CHUCTEMH
€KOHOMIYHOTO CTHMYJIIOBaHHS X [isJIBHOCTi, OCKIUNBKM 0a3yBaHHS i BH3HA4YEeHHs OOCSTIB 3a0XOYEHb TIJIbKM Ha CTaTHCTHYHIN
00’exTuBHIHN iH(OpMAaIT HEe B 3M03i CYTTEBO BIUIMBATH Ha KiHLIEBI pe3yNbTaTH JisTIBHOCTI Tpari Ton-MeHemkepis. MeTor cTaTTi €
BHUSIBJICHHSI NPIOPUTETHHUX SIKiCHUX (DaKkTOpiB BIUIMBY Ha MpOLEC EKOHOMIYHOTO CTHMYJIIOBAHHS MisJIBHOCTI TOI-MEHEKEpiB
MPOMUCIIOBUX MIAMPUEMCTB Ta X KUIbKICHA IHTEpIpeTallis Ha OCHOBI 00’ €IHAHHS SKICHHX OI[IHOK B IHTETpAIbHUN IMOKAa3HHK.
3aBJaHHAMU CTaTTi € aHAJ3yBaHHS Pe3yJIbTAaTIB AaHKETYBaHHS TON-MEHEMIKEpIB I0J0 OKPEMHX SKICHMX (aKTOpPiB BIUIMBY Ha iX
YMOTHBOBAHICTh, BU3HAYCHHS CTATHCTHYHOTO 3B’sI3Ky MiX (DakTOpaMu, BU3HAYCHHS SIBHHX 1 JJATCHTHUX TEHJCHLII AMHAMIKH IUX
(akTopiB, pO3paxyBaHHsS IHTErpPAILHOrO MOKA3HWKA BIUIMBY BHSBICHMX 3HauyIIUX (akTopiB, (OpMyBaHHS METOJHYHOTO
3a0e3MeYeHHsT BHUSBICHHS MPIOPUTETHUX SIKICHUX (DaKTOPIB €KOHOMIYHOTO CTUMYJIIOBAHHS Pe3yNbTaTiB POOOTH TOI-MEHEIKepiB
MPOMUCIIOBHX MiANpUeEMCTB. O6’€KTOM CTATTi € MPOLEC eKOHOMIYHOTO CTHMYJIIOBAHHS Pe3yJIbTATiB MisSUIBHOCTI TOM-MEHEIKepiB
npoMuciIoBux mianpremMcts. [IpeqMeToM CTaTTi € TEOPSTUYHI MONOKEHHS, METOANYHE 3a0e3eUeHHs, MPAKTUYHI MPOMO3HLIT 1010
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€KOHOMIYHOTO CTHUMYJIIOBAaHHS MisUTBHOCTI MEHEIKEpiB CTPATEridyHOrO PiBHA YNPABIiHHA MPOMHCIOBHX MiANpHEMCTB. MeToau.
Jis [OCATHEHHS METH y CTaTTi BUKOPHCTaHI Taki OCHOBHI 3arajbHi Ta CHELialnbHI METOOM IOCHIIKCHHSA: TEOPETUYHE
y3arajibHeHHS, aHKETYBaHHs, IHCTPYMEHTU OIMCOBOi CTaTUCTHUKH, paHroBUH KoedimieHT kopensanii CrmipmeHa, OaraTOBUMipHHMA
(axTopHHMIT aHANI3, METO PO3PaxXyHKY IHTETpAILHOTO TIOKa3HUKA SKICHUX (haKTOPIiB CTUMYJIIOBAHHS Ipali MeHeKepiB, rpadidanit
Metoq. PesysabTaTi. B sK0CTI pe3ynbTaTiB JOCITIIPKEHHS: POAHATI30BaHO HAYKOBI JOCSATHEHHS MTONEPEIHUKIB 010 (OPMYBaHHS i
BHUKOPUCTaHHS IIOKa3HHWKIB PEe3yJbTaTiB [ISUIBHOCTI IIANPHEMCTB K IHIUKATOPIB CTHUMYJIOBAaHHS IIpalli TON-MEHEIKEpiB;
OIUTYBAaHO TOI-MEHEPKEPIB NMPOMHUCIOBUX INNPHEMCTB IIOAO iX AYMOK IIPO OCHOBHI ()aKTOpPH BIUIMBY Ha Pe3yJIbTaTHBHICTDH
BJIACHOI IiSUTBHOCTI; JOBEIEHO B3a€MO3B 530K (PaKTOPIB BIUIMBY HA CTHMYJIIOBAaHHS Ipali TON MEHEIDKEpIB, IO MPEICTaBJICHI B
AHKeTi; BUSABJICHO SBHI Ta JIATCHTHI TEHJAEHI B3a€MO3B’A3Ky ()aKkTOpiB BIUIMBY Ha pe3yJbTATHBHICTH IMpali MEHeIKEpiB
CTpPATEriyHOTO PIBHA MiANPHEMCTB; BH3HAYEHO IHTETPATbHUHM MOKA3HHUK SKICHUX (PaKTOPIB CTUMYJIOBAHHS Mpalll MEHEMKepiB,
KIJIbKICHI 3HA4YEHHs SIKOTO JOBEJM HAasBHICTh HEIOCTaTHHOI'O BPaxyBaHHSA (DakTOpiB Ha Mpolec CTUMYJOBaHHA. BucHoBkH. B
pe3yJIbTaTi BU3HAUEHHS B3a€MO3B 513Ky MIX SIKICHUMH ()aKTOpaMH BIUIMBY Ha €KOHOMIYHE CTHMYJIIOBaHHS Ipalli TOI-MEHEKepiB
poO3po0IIeHO MeToAWYHe 3a0e3NedeHHs, IO BiIPI3HAETHCSA: 3MICTOM SKICHHX (haKTOpIB; aHANI30M CTPYKTYPH HOCITIIKYBaHOL
CYKYIIHOCTI yTOPSIKYBaHb BIITOBIJIEH EKCIEPTIB 3a JOMOMOrOK I1HCTPYMEHTIB OITMCOBOI CTATHCTHKH, OI[IHKOI TICHOTH
B3a€MO3B’SI3Ky SIKICHHX (DAaKTOpIiB €KOHOMIYHOTO CTHMYINIOBAHHS Mpali TOI-MEHEDKEpiB B IWHAMIIl; OLIHKOIO Y3TOKEHOCTI
BIATIOBIIE} eKCIepTiB B IWHAMIIll; BUSBICHHSIM JIATEHTHUX (DAKTOPIB €KOHOMIYHOTO CTHUMYJIIOBAaHHS IIpalli TOIN-MEHEIKepiB;
AQHATITUYHAM METOZIOM PO3POOJICHHS IHTErPaIbHOTO SKICHOTO MOKa3HUKA €KOHOMIYHOTO CTUMYJIFOBAaHHSI MPalli TOI-MEHEIKEPIB.

KurouoBi cjioBa: cTUMYIIOBaHHS IIpalli; TON-MEHEKEp; MPOMHUCIOBE MiANPUEMCTBO; SKICHI (PaKTOpH; B3aEMO3B’SI30K MDK

SIKICHUMH (h)aKTOpaMu; METOAWYHE 3a0e3MeUeHHSI.

ONPEAEJIEHUE NPUOPUTETHBIX KAYECTBEHHBIX ®AKTOPOB
CTUMYJIMPOBAHMUSA TPYJA TOII-MEHE/I’KEPOB ITPEAIIPUATHUU

CraThsl MOCBSIIIIEHA 0OOCHOBAHHIO OCHOBHBIX CYOBEKTHBHBIX KaueCTBEHHBIX (DaKTOPOB, TUMHMYHBIX AT CTUMYJIHPOBAHUS TPy HAa
MEHEJDKEPOB CTPATErnYeCKOTO YPOBHS yIPaBICHUS MPEANPHUITHH, U KOTOPHIE IeJIecO00pa3HO YUUTHIBATh B IPOIEcce pa3paboTKH
CHCTEMBl 3KOHOMHYECKOTO CTUMYJIHPOBAHUS WX AEATEIFHOCTH, IMOCKOJIBKY Oa3MpoBaHHE W ONpelesieHHe 00BEeMOB IMOOLIPEHMUH
TOJIBKO Ha CTAaTUCTHYECKOH 0OBEKTUBHOW MH(MOPMAIIMHU HE CIOCOOHO OKa3bIBaTh CYIIECTBEHHOE BIMSHHE HA KOHEUHBIE PE3YIIbTAThI
JeATeNBbHOCTH TPY/ia ToN-MeHemKepoB. Llesblo cTaTby SBIsETCS BHIABICHHE IPHOPUTETHBIX KAYeCTBEHHBIX (paKTOPOB BIMSHUS Ha
MPOIECC S3KOHOMUUECKOTO CTUMYIIHPOBAHUS JEATEIbHOCTH TON-MEHEIKEPOB NMMPOMBIIIICHHBIX MPEAIPUITHH U UX KOJTUIECTBEHHAS
HHTEpIpeTanyst Ha OCHOBE 00BEMHEHHUSI KAUeCTBEHHBIX OLICHOK B MHTETPANIHBIN TTOKa3aTelb. 3a/1a4aMM CTaThH SBISIOTCS aHAIH3
pe3yJbTaTOB aHKETHPOBAHUS TOI-MEHEDKEPOB OTHOCHTENBHO OTAENBHBIX KAUeCTBCHHBIX (DAKTOPOB BIUSHHS Ha UX
MOTHBUPOBAaHHOCTb, OIpEIETIECHHE CTATUCTHUECKOH CBA3M MEXIy (aKTOpaMH, ONpeIeleHHe SBHBIX M JIATCHTHBIX TEHACHIUH
JUHAMUKH 9THX (PaKTOpOB, pacyeT HHTETPAIBHOTO MOKa3aTelsl BIMSHHS BBIIBICHHBIX 3HAUYMMBIX (AaKkTOpOB, (OPMHpOBAHHUE
METOJUYECKOTO OO0ECIeUYeHHs] BbISABICHHS IPHOPUTETHBIX KAYECTBEHHBIX (AKTOPOB HKOHOMHYECKOTO CTUMYJHPOBAHUS
pe3yabTaTOB pabOThl TON-MEHEMXKEPOB IPOMBINIICHHBIX NpeanpusTuii O0beKTOM CTaTbU SIBJISETCS IPOLECC HKOHOMHUYECKOIO
CTUMYJIMPOBAHUs PE3YJIbTATOB JAEATEIBHOCTU TOI-MEHEIXEPOB NPOMBINUICHHBIX Npeanpustuil. IIpeamerom cTaThu SBIAIOTCS
TEOPETHYECKHe ITOJIOKEHUS, METOJHIECKOoe 00ecIeueHne, MPaKTHIeCKHe MPETIOKEHNS 10 SKOHOMHYECKOMY CTHMYJIHPOBAaHUIO
JEATebHOCTH MEHEIKEPOB CTPATETHUECKOTO YPOBHS YIPAaBICHHUS MPOMBIIUICHHBIX Npeanpustuil. Metoabl. s IOCTIKEHHS
[IeTIM B CTaThe MCIONB30BaHBI CIIEIYIOMNEe OCHOBHBIE OOIINE U CIeIHaNbHbIe METOABI HCCIEAOBAHNS: TeOpeTHIecKoe 0000IeHwe,
AQHKETHPOBAHHE, MHCTPYMEHTHI OIMCATENFHOM CTaTUCTHKH, PAHTOBBIM KO3 duiueHT koppemamun CIupMeHa, MHOTOMEpHBIH
(axkTOpHBI aHaNIN3, METOA pacuyeTa MHTErpalbHOTO IOKa3aTels KaueCTBEHHBIX (PaKTOPOB CTHMYJIHMPOBAHHS Tpyla MEHEKEPOB,
rpaduueckuit merox. Pe3yabTaTrhl. B kauecTBe pe3ysNbTaTOB HCCIIENOBAHUS: HPOAHATU3UPOBAHBI HAyYHBIE JOCTHIKECHHS
NPEIIIECTBEHHUKOB MO (OPMHUPOBAHUIO W HCIIOJNB30BAHUIO IOKa3aTeNeil pe3yJbTaToB MAEATEIbHOCTH MPEANPHATHH Kak
UHJUKAaTOPOB CTUMYJIMPOBaHUSA TpyZa TON-MEHEMXKEPOB; OIPOLICHBl TON-MEHEMKEPhl IMPOMBIIUIEHHBIX NPEANPUSATUN At
BBISIBIICHNS! MX MHEHHI 00 OCHOBHBIX (pakTopax BIMSHMS Ha Pe3ydbTaTUBHOCTH CBOEH HEATENBHOCTH; JOKa3aHa B3aUMOCBS3b
(axTOpOB BIMSHMS HAa CTHMYJIMPOBAaHWE TPYyJa TON-MEHEKEPOB; BEIABICHHI SIBHBIC M JIATEHTHBIE TEHJCHIMH B3aHMOCBS3H
(haxTOpOB BIHSHUSA Ha Pe3yJIbTAaTUBHOCTH TPYAAa MEHEIKEPOB CTPATETMYECKOTO YPOBHS IPEANPHATHH; ONpeaeneH MHTeTPATbHBIN
MOKa3aTellb KaueCTBEHHBIX ()aKTOPOB CTUMYJHPOBAHUS TPYyAa MEHEDKEPOB, KOJIMUECTBEHHBIE 3HAUCHUS KOTOPOTO JOKa3aiH
HaJIM9re HEJOCTATOYHOTO ydeTa (hakTOpPOB Ha INPOIECC CTUMYJHpoBaHUs. BeIBoAbl. B pesynbrare ompeneneHHs B3aHMOCBS3H
MEXIy KaueCTBEHHBIMH (akTopaMu BIHSHUS Ha HSKOHOMHMYECKOE CTHMYJIMPOBaHHME TpyJda TOI-MEHEIKEpPOB pa3paboTaHo
METOAMYECKoe OOecreueHne, OTIMYAIOIIeecs: COACPIKaHHEeM KauyeCTBEHHBIX (AKTOPOB; AaHAIM30M CTPYKTYpBl H3y4YSHHOM
COBOKYITHOCTH YTIOPSIIOYCHBIX OTBETOB HKCIIEPTOB C MOMOIIBI0 MHCTPYMEHTOB ONMUCATEILHOM CTaTUCTHKU; OLEHKON TECHOTBHI
B3aMMOCBSI3M Ka4eCTBEHHBIX (PAKTOPOB DKOHOMHUYECKOTO CTHMYJIHMPOBAaHHS Tpylda TON-MEHEIPKEPOB B JMHAMUKE, OLCHKON
COTJTIACOBAaHHOCTH OTBETOB 3KCIEPTOB B AWHAMUKE; BBIIBICHHEM JIATEHTHBIX (PAKTOPOB SKOHOMHYECKOTO CTHMYJIHPOBAHHS TPy
TOII-MEHE/KEPOB; AHAJIUTHYECKAM CHOCOOOM pa3pabOTKM HHTETPAJbHOTO KAueCTBEHHOTO II0Ka3aTelss SKOHOMHUYECKOTO
CTUMYJIPOBAHHMS TPY/a TON-MEHEKEPOB.

KnioueBble ciI0Ba: CTUMYIHPOBAaHHE TpyJAa; TON-MEHEDKEp; IMPOMBIIUIEHHOE IPEANPUSITHE; KadeCTBEHHBIE (DaKTOpHI;

B3aMMOCBSI3b MKy KaueCTBEHHBIMH (PaKTOpaMH; METOMIECKOe obecredeHe.
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DEVELOPMENT AND STUDY OF THE OPERATION OF THE MODULE FOR
DETERMINING THE ORIENTATION OF THE MANIPULATOR JOINT

In the field of mechatronic systems, manipulators are often used for automated assembly of products, welding, painting parts and
more. An important task is to optimize the travel time along a given trajectory of the manipulator. To solve this problem, it is
necessary not only to accurately estimate the speed of the manipulator nodes, but also to provide a linear characteristic of the
assessment of the position of the mechanism in a wide range of speeds. The matter of the article are methods for determining the
orientation of the joint of the manipulator. The goal of the work is to develop a module for determining the orientation of the joint of
the manipulator and study its operation in order to determine the suitability subject of the structure for practical use. The following
tasks are solved in the article: to investigate the principles of determining the orientation of the joints of industrial robots; choose the
design of the orientation determination module; develop an algorithm for determining the position of the joint at any time; perform
experimental studies of the position determination module in order to confirm the suitability of the structure for practical use. The
following methods used are: experimental research was conducted on a real object - a model of the manipulator joint, created using
methods and tools of 3D prototyping; to determine the position of the joint of the manipulator used methods of processing signals
received from sensors; processing of experimental results and calculation of values of errors of positioning of a joint of the
manipulator is based on methods of the statistical analysis of random sizes. The following results were obtained: the principles of
determining the orientation of the joints of industrial robots were studied; the design is developed and the module of definition of
orientation of a joint of the manipulator is created; developed an algorithm for determining the position of the joint at any time; the
suitability of the design for practical use has been experimentally confirmed. Conclusions: in this paper, two variants of the sensor
design are proposed to determine the absolute angle of rotation of the manipulator joint: resistive and magnetic. The proposed design
of the resistive sensor was non-technological and much larger than the design of the magnetic sensor. The data obtained in the process
of conducting experimental studies of the proposed method of measuring the angle of rotation of the mechanical gearbox of the
manipulator joint indicate a fairly accurate determination of the angle using a magnetic sensor. The calculated measurement error was
less than 1.4 degrees. The results of the experiment also showed that in addition to the radial direction of movement of the gearbox of
the manipulator joint there is a significant displacement along the working plane, and in some cases, such displacements are chaotic.
This is due to some defects and imperfections of the surface of the manufactured parts of the joint model used in research.
Keywords: manipulator; positioning; orientation; angular rotation; designing; industrial robot.

Introduction optimize the design of robots with open and closed-loop
trajectory of motion, using the implicit function theorem.
The research of the problem considered in this paper
focuses mainly on kinematic synthesis for the
implementation of a sequential manipulator circuit, which
can help to achieve given configurations of the final
effect.

In [3], a method is proposed to optimize the
trajectories of robotic arms having manipulators with six

Manipulator robots are devices most commonly used
in mechatronic systems for automated product assembly,
welding, painting parts, etc. The main task of a
manipulator is to place the working elements at a given
point in space. Most often, this task is solved by using
position sensors and adjustable drives. A separate
requirement for the operation of technological units is to

optimize the movement time by a given trajectory. To
solve this problem, it is necessary not only to accurately
estimate the speed of movement of manipulator units, but
also to provide a given characteristic of estimating the
position of the mechanism in a wide range of velocity
changes. Thus, the study of methods for determining the
position of structural elements at any point of time is quite
an urgent task.

Analysis of recent studies and publications

In [1], the authors proposed a methodology for
obtaining a sequential chain with less than five
connections to realize an approximate end-effector
trajectory as close to the target trajectory as possible
without selecting any specific positions. This approach is
useful when it is difficult to select certain important
positions along the target trajectory or when a smooth
motion trajectory is required to move along the target
trajectory.

Considering the dynamics of the system at [2], the
authors proposed a flexible computational approach to

degrees of freedom (DOF) and spherical wrists. The
trajectories are optimized by maximizing manipulator
performance (manipulability). For this purpose, the
authors have defined kinematic models of the robot arms,
which can be integrated into the algorithm based on the
Kalman filter

An adaptive controller based on a nonlinear sliding
mode scheme is presented in [4] to control the position of
the robot manipulator. The impact of system
nonlinearity, uncertainty and unpredictable
perturbations is compensated by model-free estimation.

The control assignment is implemented using
a two-layer control  signal. An  adaptation
capability is built in at the level of the control

architecture.
The determination of the position parameters of the
joint parts [5] is based on independent measurements

using dual encoders mounted on the drive
motor and the drive joint. In addition, in [6] it
is proposed to calibrate manipulator positions

by QR code.

© I. Nevlyudov, S. Novoselov, O. Sychova, 2022



Cyuacnuti cmam HayKo8ux O0CILONCeHb Ma mexnHoao2il 6 npomuciosocmi. 2022. Ne 2 (20)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

Allocating the previously unsolved parts of the general
problem. The aim of the work

To solve the problem of optimization of movement
time along a given manipulator trajectory, it is necessary
not only to accurately estimate the speed of manipulator
nodes, but also to provide a linear characteristic of
estimating the position of the mechanism in a wide range
of speed changes. It is also important to determine the
absolute angular position of manipulator design elements,
especially in the interaction of industrial automation
objects using the Internet of Things technology [7-11].
Thus, the study of methods for determining the position of
structural elements of the manipulator at any point in time
is an urgent task. The subject of this research are methods
for determining the orientation of the manipulator joint.
The aim of the work is to develop a module for
determining the orientation of the manipulator joint and
study its operation in order to determine the suitability of
the design for practical use.

In order to achieve the set objectives, it is necessary
to solve the following tasks:

- to investigate the principles of joint orientation
determination of industrial robots;

- to select the design of the orientation determination
module;

- to develop an algorithm for determining the joint
position at any time;

- to carry out an experimental study of the operation
of the position determination module in order to confirm
the suitability of the design for practical use.

Materials and methods

Manipulator motion control by individual movement
steps can be continuous (contour) or discrete (positional).
With discrete control, motion control is performed by
specifying a finite sequence of points and then moving
through them in steps from point to point. The simplest
type of discrete control is cyclic control, in which the
number of positioning points for each degree of mobility

is minimal and usually limited to two - the initial and final
coordinates. The most important parameters of
manipulators are speed and accuracy of movements.
These parameters are interrelated and characterize the
dynamic characteristics of robots. The speed of a
manipulator is determined by the speed of its movement
through the individual degrees of mobility. Most modern
robots have an average speed and only 20% have a high
speed. The speed of modern robots is still insufficient, and
it is necessary to increase it at least twice. The main
difficulties here are related to the well-known
contradiction between speed and accuracy. The accuracy
of a manipulator is characterized by the resulting
positioning error (in discrete motion), or by the execution
of a given trajectory (in continuous motion). More often,
the accuracy of robots is characterized by the absolute
error. The accuracy of robots of general application is
divided into three groups:

- small — with a linear error of 1 mm or more;

- medium — with linear error from 0,1 to 1 mm;

- high — with a linear error of less than 0.1 mm.

In this case, the speed of linear movement of the
working elements of manipulators does not exceed 1 m/s,
although there are some jobs with speeds up to 2 m/s and
more. Angular speeds of movements of working elements
are mainly in the range of 15...360 deg. /sec.

To determine the position of the manipulator joint,
we used methods for processing the signals received from
the sensors. Experimental results processing and
calculation of positioning error values of the manipulator
joint are based on the methods of statistical analysis of
random variables. Experimental studies were performed
on a real object - a model of a robotic manipulator joint,
created using the methods and means of 3D prototyping.

Analysis and development of the design of the
manipulator joint model

A special model - a robotic manipulator joint - was
made for the research. Fig. 1 shows its appearance.

Fig. 1. Appearance of the robot-manipulator joint

The design of the joint should include the principle
of fixing a sensor to determine the position of the
mechanism when the device is in operation. Figure 2
shows a sketch of the moving part of the manipulator
design.

The base of the manipulator model is rigidly fixed on
the working surface. A first stepper engine is built into the
base. A movable attachment is mounted on the motor
shaft. The lower arm structure of the manipulator is
mounted on it. Activation of the motor leads to the action
of the planetary gear mechanism. Due to it the upper part
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of the structure is set in motion relative to the lower part,

Vot

e N Middle shoulder

of the manipulator

Reducer
—

Lower shoulder
{———— of the manipulator

Movable attachment

|, %/ The basis of the

manipulator

a)

as shown in fig. 2, b (dashed arrow).

Middle shoulder
of the manipulator

Reducer

Lower shoulder
of the manipulator

Movable attachment

The basis of the
manipulator

b)

Fig. 2. Drawing of the moving part of the manipulator structure: a - front view; b - side view

There are four sections in the reducer design. Two
rotate clockwise and two rotate counterclockwise. Fig. 3
shows how the reducer works. As you can see from this
figure, the two sections of the reducer always rotate
synchronously and in the same direction. For the
application of the reducer, the design of the arm of the

a)

manipulator was developed. The reducer is inserted into
the arm hole and secured with pins and glue. Four of these
parts are needed for one arm. To reduce the number of
part sizes, one standard solution was used for the entire
arm design.

c)

Fig. 3. Principle of operation of the reducer: a — reducer inserted into the opening of the section arm; b — drawing of the reducer; ¢ —

direction of rotation of the reducer sections

The main parts of the planetary gears are: the central
gear wheel, which is stationary, the satellites - gears with
movable rotation axes, and the driver - the link in which
the satellites' axes are mounted. As a rule, planetary
mechanisms are made coaxial.

a)

Fig. 4, a shows a view of the assembled joint of the
manipulator with a mounted gearbox, and fig. 4, b - the
principle of fixing the stepper motor to the reducer. The
motor axle is tightly inserted into the drive wheel due to
the properties of ABS material to transfer the motion
without skipping.

Shoulder manipulator

Stepper motor

Connection

. " St 1
direction epper motor

holder

b)

Fig. 4. Manipulator joint assembled with reducer (a); principle of stepper motor attachment to the reducer (b)
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The result of the joint test was positive - the reducer
transmitted motion to the other arm of the manipulator.
The study of the design of the manipulator joint model
and the analysis of the principles of operation of the
driving reducer of its joint showed that the planetary
reducer reduces the total number of motor revolutions by
40 times. Using traditional encoders to determine the
angular position without using a special mount design is
impossible. For further research, it was decided to use two
types of encoders: absolute resistive multiturn and

absolute magnetic, designed for only one revolution. As a
result of further research, the more accurate and
technologically advanced version will be chosen.

Development of a test bench design

The structural scheme of the developed test bench is
shown in fig. 5.

Personal

Computer Interface converter

Controller

——

‘%

Stepper motor driver Absolute Absolute resistive
s magnetic sensor sensor

Stepper motor

Fig. 5. The structural scheme of the model

The bench consists of the following elements:

- personal computer (PC) with control and data
acquisition program;

- interface converter;

- controller;

- DC motor driver;

- absolute magnetic sensor;

- absolute resistive sensor;

- stepper motor;

- model of the manipulator mechanism.

We will use two methods to determine the joint
orientation:

- magnetic absolute;

- resistive absolute.

Stepper motor

Cover

Magnet -

i St

a)

Magnetic sensor design

To determine the absolute angle of rotation of the
joint we will use a magnetic encoder type AS5600. This
encoder needs an additional element - a magnet, which
will be attached to the structural elements of the joint on
the same axis as the reducer.

Due to the design of the planetary reducer, the
permanent magnet cannot be attached directly to the
reducer axis. First, this is due to the fact that the central
element of the reducer is the central gear wheel, which
makes significantly more revolutions than the manipulator
joint. As a result, it was decided to make an additional
attachment to the joint, which would be rigidly connected
to it and fix a permanent magnet already to it. A drawing
of the magnet mount design is shown in fig. 6, a.

Stepper motor

/

Sensor

PCB

Holder

b)

Fig. 6. Principle of attachment of the magnet to the manipulator joint (a); drawing of the reading module attachment variant (b)
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The cover has to adapt to the parameters of the joint
reducer holder due to its design. The design of the reducer
used in the model has a peculiarity - the free space
between the satellites within the fourth section of the
reducer due to the shortened length of the central pinion
(fig. 3, a). Thus, there is an opportunity to place the
magnet in the empty space of the reducer, which makes
the cover design more flat.

In order to determine the angular position of the
joint, another design element must be added - the position
reading module and its holder. The reading module is
based on the AS5600 chip and is a printed circuit board
with the required attachments. The printed circuit board is
attached to the bracket, which in turn is attached to the
base of the layout. Electrical wiring connects the position
readout module to the controller to convert the analog

Protractor

Upper shoulder
of the -
manipulator 7

signal into digital combinations, process and transmit to a
personal computer for analysis. Fig. 6, b shows a drawing
of a mounting option for the readout module.

The AS5600 sensor must be positioned precisely on
the axis of the reducer and the permanent magnet,
respectively. The distance between the sensor and the
permanent magnet should be minimal and not exceed 4
mm. In this design, the sensor is rigidly attached to the
moving part of the joint on the base of the model. The
maximum rotation angle of the joint is 200 degrees. This
limitation is due to the design of the prototype.

Fig. 7 shows a drawing of the prototype. In this
figure, you can see that in addition to the manipulator joint
model itself there is also a control device, the role of
which is performed by a protractor. It is used to visually
determine the deflection angle of the manipulator arm.

Sensor

Sensor holder and lower arm
of the manipulator

The basis of the
manipulator

Fig. 7. Drawing of the model
Development of the resistive sensor design

The 3296Y-10K is used as a resistive sensor. This
type of resistor is characterized by a large number of
revolutions (28 revolutions). Considering the reducer ratio
of 1:40, this number of revolutions is enough to shift the
arm by 200 degrees. The screw for setting the resistor is
quite small. This is a disadvantage in this case, as it adds
complexity to the design of the mount and adapter to the
reducer.

(R
Resistive sensir 5 Stepper motor
i \
/ - S L S N
Holder i b .:
L) \ HEH

PCB

a)

As mentioned above, the resistor has a large number
of revolutions, so it can be connected directly to the
central gearwheel with an adapter and determine the angle
of rotation based on the current resistor resistance value
obtained. It takes 23 revolutions of the central reducer
wheel to rotate the arm by 200 degrees. Therefore, this
resistor is suitable for the task of determining the absolute
angle. Fig. 8, a shows a design of the absolute resistive
sensor.

+5V

To MC

b)

Fig. 8. Drawing of the absolute resistive sensor design (a); connection diagram of the resistive sensor to the controller (b)
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The resistor represents the amount of free space
inside the reducer, so the sensor itself must be located at a
much greater distance from the reducer than
the  magnetic sensor. This distance  depends
on the size of the resistor and is more than 10 mm. This is
another disadvantage of this type of sensor
design.

The output of the sensor, as in the case of the
magnetic sensor, is analog. The sensor is connected
to the controller input according to the circuit shown in
fig. 8, b. This circuit is a kind of voltage
divider and is often wused to determine the
input voltage in analog circuits for measuring electrical

quantities. Thanks to the multi-turn  resistor,
the accuracy of the joint position measurement
is £4%.

Test
Connect to PC

No
Connection Established?

Wait command from
PC

Command received?

Experimental studies

At the beginning of the experiment, the operator
visually checks the position of the arm of the manipulator
and moves it to the zero position. The position is
determined by means of a protractor. Then the desired
angle of rotation is set. The stepper motor control program
is started and waits until it finishes its work. Then the
controller receives the signal from the AS5600 absolute
encoder and sends it to the PC for analysis. At the same
time, the operator records the position of the arm using a
protractor and enters the values into the corresponding cell
in the measurement table. All data from the experiment is
recorded for theoretical investigations and positioning
error determinations. The current angle of rotation is set
from the personal computer and the control signals to the
DC motor are applied with the help of the control
controller. Fig. 9 shows the algorithm of the model
operation.

v

Pulse sequence
formation

4

Receiving data from
the position sensor

4

Analog-to-digital
conversion

|

Transfer the received
code to a PC

Fig. 9. Controller program algorithm

At the beginning of the work the communication
with the personal computer via the serial interface is
checked. If the connection is established, you can continue
to work. After receiving a command from the PC, the
controller forms a sequence of pulses to shift the stepper
motor shaft to the desired angle, taking into account the
transmission ratio of the reducer. In our case, this number
is 1:42. The angle of displacement of the motor shaft at
full step is 1.8 degrees. Given the gear ratio, the
mechanism can theoretically provide an accuracy of 0.045
degrees.

When the movement is complete, the controller stops
the reducer and reads the position sensor data. The data
obtained are converted from an analog signal into a digital
signal and transmitted to the PC. After the rotation
angle measurement is completed, the control

cycle is repeated until the controller power supply is
turned off. At this stage, the positioning accuracy is
determined visually by comparing the values set by the

operator and the actual values obtained from the
protractor.  Figure 10 shows the appearance
of the model.

The prototype includes a control module based on
Arduino Mega 2560, a reducer model and a measuring
device. The protractor is used to visually control the
accuracy of the movement. Control lines for measuring
the angle of rotation are plotted in 5-degree increments.
The center part must be aligned with the center axis of the
reducer. To determine the angle more accurately, a pointer
arrow is attached to the moving part of the reducer.

An absolute magnetic encoder is used to electrically
control the angle of rotation. The encoder board is
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attached to the reducer with a bracket. The reducer is

13077
135
140
145
150

Fig. 10. Appearance of the model

The application written for the Arduino controller
was used for the experimental research. The operator has
the ability to enter control commands to perform a turn by
a certain number of steps or degrees. The command "S"
big turns on the counterclockwise rotation mode for 230
steps. The "s" small command enables the clockwise
rotation mode for 230 steps. The stepper motor moves 230
steps in one measurement cycle, which is 5 degrees when
transferred to the angle of rotation.

Table 1. The experiment results

completely made by 3D printing.
i |

To control the driver it is necessary to output one
clock pulse for each step. The DIR pin must be set high or
low to determine the direction of rotation. After each step,
the voltage at the analog output of the absolute position
sensor is measured and transmitted through a serial
interface to the computer [12, 16]. Table 1 shows the
experimental data. The experiment was performed for
both clockwise and counterclockwise rotation. This was
done to determine the positioning accuracy of the reducer
in different directions of operation.

Measurement Expecteo! value of po-srirt]i%;llileun.esglf' wﬁen Mf;?[li'gg @??I:ea(’f Position sensor val.ue for Mf;s‘;irgg \?v?gf:eam
number  the rotation angle coun:::al()nc?( ice protractor clockwise rotation protractor
1 90 124 90 124 90
2 95 133 94 133 96
3 100 148 101 149 103
4 105 163 105 163 108
5 110 180 110 180 114
6 115 196 115 195 118
7 120 196 116 197 120
8 125 217 123 217 125
9 130 229 127 229 129
10 135 251 133 251 135
11 140 260 137 259 140
12 145 278 144 278 146
13 150 289 149 289 150
14 155 300 154 300 155
15 160 320 159 320 159

Fig. 11 shows a graph of the change in the measured
parameter. It is possible to observe the anomalous
behavior of the graph at the moment of change of rotation
angle from 115 to 120 degrees. The measurements showed

the absence of radial movement of the reducer. The same
behavior was observed during the reverse rotation of the
reducer. This was due to a mechanical flaw in the design
made by 3D printing.
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Fig. 11. The graph of change of the measured parameter

Analysis of the results of the experiment.
Determination of the magnitude of the error

The positioning error arises due to the error of
processing by the drives of the system of programmed
values of coordinates corresponding to the given position
of the sensor.

During the experiment, the actual values of the
sensor coordinates differ from the programmed values by
the value Ag; of where i is a coordinate number. If a

Cartesian rectangular coordinate system is linked to the
sensor, then the given (programmed) position X Y ,Z,

will differ from its actual position X,Y,Z, by the value:

Ar:\/(Xg X, )+ (Y, ) +(2,-2,) =
= JAG; +Ad; + Ad;

The value Ar is called the linear positioning error,
and the angle of rotation ¢ by which the system X Y ,Z,

1)

must be rotated to make its axes parallel to the
corresponding axes of the system X,Y,Z. is called the

angular positioning error. Such a rotation is always
possible based on the well-known Euler-Dalembert

theorem. The radius vector ¥ of a random sensor point
can be written in the form:

r=r(qi): (2)

where i=1.n, n is a number of moving degrees of
freedom.

By integrating expression (2) over the coordinates
g; , we obtain the following expression:

1, or
dr =" —dg,. 3)
22

If we replace the differentials in expression (3) with
finite increments, we can determine the linear positioning
error of the sensor Ar:

Ar =3 AgE + Y ASE @

100 105 110 115 120 125 130 135 140 145 150 155 160
Angle, grad

where A¢ and AS are errors in the rotary and

translational pairs of the positioning mechanism; p—
number of rotating pairs; s — number of translational pairs;
€, and & -orts of rotating and translating pairs in the

positioning mechanism.

The angular error of the solid position can be defined
by an error matrix, which is a matrix of transition from
system X,Y,Z, to system XY Z by rotation by three

Euler angles, which are considered small. Since such a
matrix contains the value of three Euler angles,
it does not allow to express the angular error
by a single value. As a result, it is necessary to find a
vector formula to cover the yuto error of the sensor
position.

Suppose the linear and yuto errors of the sensor are
small. Then, based on the known rule of addition of small
rotations of a solid body, we can write down the
expression:

Ap=3 A0, =3 AqE, ©)

The linear positioning error of the sensor is most
conveniently determined by formula (4), which does not
contain the differentiation operation. In this case, the
linear error of the position of the mass sensor center Ar,

is defined as

Ar, = Agy (8 xT, )+ ASE + Ad, (€, xT,, )+ AS,E, +... ©)

Assuming that the mass center is on the axis of
rotation of the sensor on the manipulator, the linear error
module is defined as

Al = JAr? + Arci +ArZ, )

where Ar,, Ar,, Ar, — projections of the linear error

ox ! cy !
vector Ar, on the Cartesian coordinate system axes.

With a one-sided approach to the set points, the
positioning error is determined by the value calculated by
the formula:

A =2-2, *30, (8)

pos.val. pr. —
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where Z is an arithmetic mean value of the actual state of
the moving part of the reducer (mathematical expectation),
mm; Z, — the amount of the programmed movement of

the moving part of the reducer; o, - value of the scatter

of values from the arithmetic mean (standard deviation),
characterizing the effect of random processes, um.

n

22
S ®

(10)

The value of the greatest probable random dispersion
of deviations from the arithmetic mean is taken to be

+30=43S. 11)
According to the normal law, the dispersion
distribution  within 130 covers more than

99% of all possible deviations. The results of the

where n is the number of measurements of the reducer ~estimation of the positioning error are recorded
position (n = 5). in table 2.
The value of the expected estimate of the positioning
error variation is calculated by the formula:
Table 2. Results of positioning error estimation
Experiment number 1 2 3 4 5
Expected angle of rotation 90 110 130 150 160
1 measurement 90 110 127 149 159
2 measurement 90 114 129 150 160
3 measurement 89 114 128 149 160
4 measurement 90 115 124 150 159
5 measurement 90 114 130 149 159
i 89,8 1134 127,6 149,4 159,4
S 0,447213 0,447213 0,447213 0,447213 0,447213
130 1,341640 1,341640 1,341640 1,341640 1,341640

The data obtained indicate sufficient accuracy of
angle determination using a magnetic sensor. The angle
measurement error is less than 1.4 degrees. With several
consecutive measurements, the displacement of the
moving part of the reducer always occurs in the predicted
position. However, the results of the experiment also
showed poor performance of the reducer itself. In addition
to the radial direction of motion, there is a significant

B come

displacement along the working plane. The parts undergo
considerable displacement, and in some cases, these
displacements are chaotic in nature.

Fig. 12 shows the results of continuous
measurements for a full rotation angle of the reducer
counterclockwise and clockwise. From these figures, you
can see how the value of the angle measurement changes
depending on the direction of rotation.

a)

0)

Fig. 12. Results of continuous measurements for a full rotation angle of the reducer: a - counterclockwise rotation; b - clockwise

rotation

Conclusions and prospects for further development

In this paper, we proposed two sensor designs for
determining the absolute angle of joint rotation: a resistive
sensor and a magnetic sensor. The proposed design of the
resistive sensor turned out to be non-technological and
much larger in size than the design of the magnetic sensor,
so it was not used in the research. A model was made

using 3D prototyping tools. In this model design, the
sensor is rigidly fixed relative to the moving part of the
joint on the base of the model. The maximum rotation
angle of the joint is 200 degrees. A control device -
protractor - is used to visually determine the angle of
deviation of the arm of the manipulator.

Experimental studies of the proposed method of
measuring the angle of rotation of the mechanical reducer
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of the manipulator joint were conducted. The data
obtained show that the angle is accurately determined
using a magnetic sensor. The positioning error is less than
1.4 degrees, which is acceptable for reducers of this type,
fully manufactured using 3D printing.

However, the results of the experiment also showed
the disadvantages of the reducer design related to the

manufacturing technology using 3D printing. In addition
to the radial direction of motion, there is a significant
displacement along the working plane, and in some cases,
such displacements are of a chaotic nature. Thus, in the
future it is necessary to study the influence of
technological printing parameters on the quality of
positioning of the manipulator joints.
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PO3POBKA MOAYJIsA BUBHAUYEHHSA OPI@HTAHIi CYI'JIOBA MAHIIIYJIAATOPA
I AOCIIIPKEHHSA MOI'O POBOTH

B ramy3i MexaTpOHHHX CHCTEM 4YacTO BUKOPHCTOBYIOTHCS POOOTH-MAaHIMyJISATOPU AJIsl aBTOMATH30BaHOTO 30MpaHHs BUPOOIB, 3BapIOBAHHS,
(apOyBanHs neraneid Tomo. BaxxIMBHM 3aBHAaHHAM IIpU IBOMY € ONTHMi3allisi dacy pyXy IO 3aJaHiil Tpaekropii Manimynsropa. J{is
BUPINICHHS TaKOT'O 3aBJaHHS, HEOOXiJHO HE TUIBKM TOYHO OLIHHUTH MIBUIKICTH PYXy BY3/iB MAaHIIyJATOpY, ajie i 3a0e3MEeUYnTH NiHIHHY
XapaKTEePUCTUKY OILIHKU MO3MUIli MeXaHi3My B IIMPOKOMY [iama3oHi 3MiHM wBuAKocTed. IIpeaMeToM 10CHi)KEHHS B CTATTI € METOJH
BHU3HAUCHHS OpieHTauil cyrnoOy wmasimyistopa. Mera po0oTu — po3poOka MoAaylisi BH3HA4YEHHsS OpieHTauii Cyrjio0y MaHimyJsiTopy i
JIOCITIJDKEHHS. HOro pobOTH 3 METOI0 BH3HAYCHHS IPHUAATHOCTI KOHCTPYKIIi JUIS NPAKTHYHOTO BHKOPUCTAaHHA. B cTaTTi BHpImIyIoThCS
HACTYIHI 3aBJAHHS: JOCIIIUTH INPUHIWIN BU3HAYCHHS Opi€eHTalil CyrJIo0iB HPOMHCIOBHX POOOTIB; 0OpaTH KOHCTPYKIIIO MOJIYJIL
BHU3HAUYCHHS OPIEHTALlil; PO3POOHUTH aJrOpUTM BH3HAYEHHS IMO3MLII Cyrjao0y B OyAb-sKHH 4ac; BUKOHATH €KCIIEPUMEHTAJbHI JOCIIHKCHHS
poboTH MOAyns BU3HA4YCHHS MO3MIII 3 METOI0 MIiATBEP/UKCHHA MPUJATHOCTI KOHCTPYKLII M1 IPaKTHYHOTO BHUKOPHCTAHHS.
BHKOPHCTOBYIOThCSL Taki METOAM: CKCIEPHMEHTAlbHI IOCHIUKEHHS MPOBOAWIMCA HA pealbHOMY 00’ekTi — Mozmeni cyrnoOy pobGora-
MaHiImyJsiTopa, CTBOPEHOTO 3a JOMOMOTOK METOIB i 3aco0iB 3D-mpoToTuIyBaHHS; Uil BU3HAYCHHS IMOJOXKEHHS Cyriio0y MaHImyssTopa
BHUKOPHUCTOBYBAJIMCS METOAM OOPOOKH CHTHAJIB, OTPUMAHUX Bij JaTYUKIB; 0OpOOKa pe3yJbTaTiB €KCIEPHMEHTIB 1 PO3PaXyHOK BEIUYMH
HOXUOOK IIO3UIIOHYBaHHS CyrJI00y MaHiIynsaTopa 6a3yeThesl HA METOAAX CTATUCTHYHOIO aHAJIi3y BUIAJKOBUX BenM4uH. OTPHMaHO HACTYIIHI
pe3yJIbTaTH: JIOCIiZXKCHO IPUHIIUIIN BU3HAYEHHS OpieHTaNil CyII00iB IPOMHCIOBUX POOOTIB; pO3p0OIEHO KOHCTPYKILIO i CTBOPEHO MO IyJIb
BHU3HAYCHHS OpI€HTAIll CYr00y MaHImyJsiTopa; po3po0iieHO aaropuT™ BU3HAYEHHS MO3UIIT Cyriao0y B JOBUIBHUIN Yac; eKCIIEPUMEHTAIBHO
MiATBEP/PKCHO MPUAATHICTh KOHCTPYKIIi AJsi MPAKTHYHOTO BUKOPHUCTAaHHS. BHCHOBKM: B 1maHiii poOOTi 3ampOrOHOBAaHO J/iBa BapiaHTa
KOHCTPYKLIi JaTuvka Jisi BU3HAYEHHs aOCOJIIOTHOrO KyTy 00epTy cyrio0a MaHiIyJIsiTopa: Pe3UCTHBHMH 1 MarHiTHUH. 3anpornoHoBaHa
KOHCTPYKIIiSl pE3UCTHBHOTO JATYMKA BUSBHJIACS HETEXHOJOTTYHOKO 1 Habarato Oinbliia 3a po3MipaMH HiX KOHCTPYKI[iSI MATHITHOTO JIaTYHMKa.
OTpumaHi B MpoOIECi MPOBEACHHS EKCIIEPUMEHTAIbHUX MOCII/KEHb 3alpONOHOBAHOTO METOYy BHUMIPIOBAHHS KYTy 00EpPTy MEXaHi4HOro
penykTopa CyrnoOy MaHIIyJIsITopa JaHi CBiI4aTh IPO JOCUTh TOYHE BH3HAYCHHS KyTa 3a JONOMOIOI0 MAarHiTHOro narduka. Po3paxoBaHa
noxubKa BUMIpIoBaHb cTaHOBMJIA MeHIIE 1,4 rpagycu. Takox pe3yibTaTd eKCHEPUMEHTY IOKa3aily, IO KPiM pajiaJbHOTO HALPSIMKY PyXy
peaykTopa cyrio0y MaHimyIaTopa BiA0yBa€eThCs ICTOTHE 3MIllIEHHS B3JI0BXK POO0UOI IUIOLIMHY, MPUYOMY B JESIKUX BUMAIKAX TaKi 3MilICHHS
MAalOTh Xa0THUHHI XapakTep. Lle 00yMoBroeThCst qeskuMu aedexTaMu 1 HeIOCKOHATICTIO MOBEPXHI BUTOTOBIICHUX JIETaJlel MOJIEINI Cyriiooy,
1[0 BUKOPHCTOBYBAJIMCS Y TOCIIUKCHHSX.
KurouoBi ciioBa: MaHINy sTOp; TO3ULIOHYBaHHS; Opi€HTAlis; KyTOBE 00€pTaHH:; NPOEKTYBaHHS; IPOMUCIOBUHA POOOT.

PA3PABOTKA U UCCJIEJOBAHUE PABOTbBI MOAYJISA OIIPEAEJIEHUA
OPUEHTAIINU CYCTABA MAHUIIYJISATOPA

B oOmactn MeXaTpOHHBIX CHCTEM YacTO HCIOJB3YIOTCS PaOOTHI-MaHUITYJISITOPHI Ul aBTOMAaTH3WPOBAHHON COOPKH W3JIENHH, CBapKH,
OKpalIMBaHWs [eTajel W T.1. BakHoil 3amadell mpH STOM SIBISIETCS ONTHMHU3AlUsl BPEMEHH [ABIKEHHUS 1O 3aJaHHOW TPaeKTOpHU
MaHumysstopa. st pemieHns: Takoi 3aadd HEOOXOAMMO HE TOJIBKO TOYHO OICHHUTH CKOPOCTH JBIDKCHHS Y3JIOB MAaHHUIYISTOpa, HO W
oOecrieynTh JIMHEHHYI0 XapaKTEpPUCTUKY OIIEHKH ITO3MIUHM MEXaHW3Ma B LIMPOKOM JHala3oHe W3MeHeHHs ckopocteil. IIpexmerom
WCCIICIOBAaHMS B CTAaThE SIBIIIOTCS METOBI OIPEJEICHUs] OPHEHTAlN cycTaBa MaHMIyssTopa. Lleqsb paboTel — pa3paboTka MOIyss st
OTIpE/IENICHNS] OPUCHTALIMU CYCTaBa MAHHUITYIISITOpa W HCCIICAOBAHUS €ro pabOoThl C IENbI0 ONMpPECTICHHs MPUTOTHOCTA KOHCTPYKIMU IS
MIPAKTUYECKOTO HCIONb30BaHMs. B CTaThe pemaroTcsi CIACAyIOIIHe 3aJa4M: HCCIICAOBATh MPUHIIMIBI OMPEICICHNS OPUCHTALUH CYCTaBOB
MIPOMBIIUICHHBIX POOOTOB; BBHIOPATh KOHCTPYKIMIO MOJIYJIS OIpPEACICHHsS OpPHEHTALUH; pa3paboTaTh aJlTOPUTM OIPEAEICHUS IMO3HIUH
cycTaBa B JIF000€ BPeMsl; BBIIIOJIHUTH SKCIIEPHUMEHTAIbHBIC UCCIICIOBaHUS PA0OTHI MOIYJISL OTPEICICHNUS MO3UIHH C LEIbI0 TTOATBEPIKICHUS
MIPUTOAHOCTH KOHCTPYKIMH JISl IPAKTHIECKOTO MUCIOJIB30BaHus. VICTIONB3YIOTCsI CIIEIYIOINE MEeTO/IbI: SKCIIEPUMEHTAIBHBIC HCCIIEI0BAHUS
MIPOBOJMJIMCH Ha PEaJbHOM OOBEKTE — MOJENIHM CycTaBa poOOTa-MaHUIYJSATOPA, CO3JAHHOTO C TOMOIIBI0 METOAOB M cpeiacts 3D-
MIPOTOTUIIMPOBAHMS; [UISl ONPEEIICHUS TIOJI0KEHUS CYyCTaBa MAaHUIYJIATOPA MCIOJIB30BAJICE METOJIBI 0OPa0OTKH CHIHAJIOB, ITOJYYEHHBIX OT
JTAaTYUKOB; 00pabOTKa Pe3ysIbTaTOB SKCIEPHUMEHTOB M PacyeT MOTPEIIHOCTEH MO3UIIMOHUPOBAHKS CYCTaBa MaHHUITYJIITOPA OCHOBBIBAIOTCS HA
METO/IaX CTATUCTUYECKOTO aHaN3a CIAy4alHbIX BeMHUYWH. [loydeHbl Cleyrolue pe3yJabTaThl: HUCCICAOBAHBI MPUHIIAIBI OMpPEACICHHS
OpHCHTALMM CYCTaBOB IPOMBIIIICHHBIX pPOOOTOB; pa3pabOTaHa KOHCTPYKIHMS W CO3IaH MOAYJb ONpEJICICHHs OPHEHTAlMH CycTaBa
MaHHMITYJIITOpa; pa3paboTaH aJrOpPUTM OIPEAEICHHs MO3UIMK CycTaBa B JII000E BpEMsl; IKCIIEPUMEHTAJIBHO MOATBEPIKICHA IPHUTOJIHOCTD
KOHCTPYKIIMU [UIsS MPAKTHYECKOTO HCIOJIb30BaHMSA. BBIBOABI: B JaHHOI paboTe MpPEAsioKeHbI JBa BapHaHTa KOHCTPYKIMH JATYMKA IS
ompeeNncHnsT aOCOMOTHOTO Yriia MOBOPOTA CYCTaBa MAaHMITYJSITOpA: PE3UCTHBHBIA M MArHUTHbBIA. [IpeyiokeHHas KOHCTPYKIHS
PE3UCTUBHOIO JIaTYMKA OKa3aJaCh HETEXHOJOTMYHONH W HAaMHOTO OOlbIle 10 pa3MepaM, 4YeM KOHCTPYKIHS MarHUTHOTO JaT4hKa.
[MonyyeHHsle B mpolLecce NPOBEICHUS AKCIEPUMEHTANBHBIX HCCICIOBAHMN IIPEAJaraeMoro MeToJa HW3MEpeHHsl yriia IOBOpOTa
MEXaHHYECKOTO pPEeIyKTOpa CyCTaBa MaHUITYJIATOpA JaHHBIC CBHACTENBCTBYIOT O TOYHOM OIPENCICHHH yTiia C IOMOIIBI0 MarHUTHOTO
naTyvka. PaccunTaHHas MOrpenIHocTs M3MepeHHi cocTaBisiia MeHee 1,4 rpagyca. Takxke pe3ylbTaThl SKCIEpHMEHTa TIOKa3allH, YT0 TOMHMO
paananbHOTO HANPABJICHUS JIBIKCHUS PElyKTOpa CyCTaBa MaHUITYJISITOpa MIPOMCXOIUT CYIIECTBEHHOE CMEILIICHUE BJIOJIb paboUeil I0CKOCTH,
NpUYeM B HEKOTOPBIX CJIydyasX TaKHe CMEIICHHS HOCAT XaOTHYECKHH XapakTep. JTo 0O0yCIaBIMBAaeTCS HEKOTOPHIMH JedeKTaMu M
HECOBEPIICHCTBOM ITOBEPXHOCTH M3TOTOBJICHHBIX JIeTallell MOJIEIIN CYCTaBa, KOTOPhIE HCIOJIb30BAINCH B HCCIICIOBAHUSX.

KnrodeBble c10Ba: MaHUITYJIATODP; MO3ULMOHUPOBAHHUE; OPUEHTALMS; YIJIOBOE BPAIllEHUE; IPOSKTHPOBAHKE; TPOMBIIITICHHBIH
pobor.

bibnioepaghiuni onucu / Bibliographic descriptions

Hesmonos 1. 1., HoBocenos C. II., CnuoBa O. B. Po3poOka Momymst Bu3Ha4deHHS Opi€HTAIil Cyrioba MaHimymisTopa i
JOCIiKeHHsT Horo poboTtH. Cyyachuii cman HayKo8ux 00CriodceHb ma mexnonozii 6 npomuciogocmi. 2022. Ne 2 (20). C. 86-96.
DOI: https://doi.org/10.30837/ITSSI.2022.20.086

Nevlyudov, I., Novoselov, S., Sychova, O. (2022), "Development and study of the operation of the module for determining
the orientation of the manipulator joint", Innovative Technologies and Scientific Solutions for Industries, No. 2 (20), P. 86-96.
DOI: https://doi.org/10.30837/ITSSI.2022.20.086




ISSN 2522-9818 (print)

CyuacHuii cman HayKogux 00CiodNceHb ma mexHonoeitl 6 npomuciosocmi. 2022. No2 (20) ISSN 2524-2296 (online)

UDC 004.896 DOI: https://doi.org/10.30837/1TSSI.2022.20.097

I. NEVLIUDOV, O. TSYMBAL, A. BRONNIKOV

INFORMATION MODELS FOR MANUFACTURING WORKSPACES IN ROBOTIC
PROJECTS

The subject of research in the article are the workspace models for flexible integrated robotic systems. The goal of the work is in
development of information models to represent workspaces for following application in the automated control systems of flexible
integrated manufacturing. The article solves the next tasks: to analyze the representation of workspace to decide practical problems of
robotic systems of different nature, to consider the development of informational models for representation on workspaces of
intelligent control systems of integrated manufacturing, to consider the practical examples of information presentation on workspaces
of production systems. Research methods are set theory and predicate theory. The following results were obtained: there were
analysed the main features of informational models development to solve robotic tasks of different nature and were pointed the
limitations of existing approaches of formal description, the need of integration of workspace models to decision-support systems and
systems of graphical and mathematical simulation of integrated systems; the set theory-based model of information representation for
problem-solving processes of flexible integrated robotic systems is proposed; the information-logic model of workspace for mobile
robot applications, functioning in flexible integrated systems. is developed and contains the list of objects, includes their geometrical
dimensions and supplies the preservation of parameters in time and space; information presentation for automated control system of
flexible integrated manufacturing, which implements proposed models, is considered. Conclusions: application of models of
information type for automated control systems makes to supply logical unification of flexible integrated manufacturing elements, to
provide monitoring of states of technological equipment of production systems in space and time and formation of their digital twins,
to promote functioning of intelligent decision-support systems for robotic systems of different types, that improves characteristics of
production control.
Keywords: information model; workspace; mobile robot; flexible integrated system.

Introduction started many vyears before appearance of current

manufacturing concepts, for example, in STRIPS problem

While Industry 4.0 as a concept of economy and  solver [2] the workspace (WS) of an intelligent robot was

society development quit recently celebrated its 10th
anniversary in 2021 [1], the implementation of this
concept still doesn’t cover a lot of different fields.
Successful examples of Industry 4.0 applications first of
all connected to creation of new manufacturing units,
which incorporate novel production ideas just from first
step. Another case is for elderly production areas with
their existing structure, logistics, equipment, and services.
They can become great attention points for Industry 4.0
applications to get new impacts to production processes
and to achieve new sufficient levels without huger
investments, compared to creations of new manufacturing
units.

Simultaneously, application of new industrial
concepts defines huge rise of information on every
production element and its numerous connections to other
elements. At the level of model, each parameter of the
system must be taken in account. In these conditions,
development of informational models becomes important
but routine procedures for manufacturing systems
simulation and development. Such simulation of
manufacturing objects makes essentially real the idea of
digital twins for any element of flexible systems.

Current article considers approaches to build
informational models of workspaces for flexible
integrated robotic systems, for the following support of
intelligent decision-making systems of robots, also to
support concept of digital twins of manufacturing units.

1. Analyses of existing approaches for robotic
workspace presentation

Simulation and presentation of robotics workspaces

described as a set of predicate-described facts, connecting
static and dynamic properties of WS areas, position of
robot and object of production process. Other approach,
described in [3] deals with same ideas as STRIPS but for
Human Robotic Collaborative workspace, divided into
passive resources (working tables, fixtures etc.) and active
resources (humans and robots) given a task and secondly,
with the number and type of active resources to be
selected for a task. Thus, authors of [3] propose to
organize WS in form of facts and actions with estimation
of floor spaces, reachability of robotic resources,
ergonomics, and investments (see fig. 1), while with
minor formal description of WS properties.

In [4] authors consider human-robot collaboration
for adaptive autonomous systems, including robot
assistants. They consider human-robot team as a Markov
decision process (MDP), with states of robotic world
(WS) x e X , robotic actions a® e A¥, and human actions

a" e A" . The proposed decision-making system evolves
according to a probabilistic state transition function

p(x'|x,aR,aH), that specifies the probability of

transitioning from state x to state X", when actions a® and

a" are applied in state x. Also, [4] proposes to store the
history of interactions between robot and human in time.
Research in [5] suggest to look at manipulation of
robotic systems as a knowledge-based system, supported
by skills and presents a method for automatically
generating planning problems from existing skill
definitions such that the resulting problems can be solved
using off-the-shelf planning software, and the solutions
can be used to control robot actions in the world. The key
role for robotic WS representation here is provided by
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SkiROS and its world model. According to [6] The world
state is partially predefined by a human operator in the
by

ontology, partially abstracted from the robot

perception, and completed with the procedural knowledge
embedded in the skills and primitives, that is shown in
figure 2.

Fig. 1. Optimized workspace layout for manufacturing robotic cell [3]

Article [7] considers knowledge presentation of
robotics systems from different levels: abstraction of low-
level features (features that can be acquired by a robotic
system) with high-level knowledge that can be interpreted
by humans, described as skills. Transfer of skills
(manipulations) is  provided by  demonstration
of human actions and next imitation of them

by the robot manipulator. Problems of robotic system
are

workspaces also discussed

in [8 - 10].

presentation

Pick-12

label:pick_vl

Place-11
label:place_vl

Drive-10
label:drive_vl

contain

label: kit

hasA hasA
| ceiss } [ celas |
‘Iabel: cell_b ‘ {Iabel: cell_a |

contain

For instance, [8 - 9] proposes the formal description
of data for robot’s automated control system (ACS). ACS
from strategies planning viewpoint is depicted by sets:

Robotic technical system (RTS as part of FIS), with
states of set x e X,i=0..n-1, is a vector of states

X ={X° X*,...,X"}, that at time moments t,,....t,

has values Xo={X, %5, %07}

Xn—l}

101

0 1

Xlz{xf,xil,...,xl”’l},..., anl:{xnfl,xnfl,...
RTS exists in a workspace (WS) s, €S,i=0..m-1.

Camera-14
label: arm_camera

Gripper-9

hasA

Alternator-13

label: alternator

contain

[ LargeBox-2

‘Iabel: large_box_alternators

contain

| LargeBox-1 ‘

Scene-0

/Jlabel: Iarge_box_starters‘

contain

Fig. 2. World model instance for physical (blue) and abstract (orange) objects in [5]
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WS is 2-dimensional or 3-dimensional and depends
of time. The set of specifications of WS is given as vector

of states S:{S",Sl,...,S”’l} and at the time moments

t

ooobiihas  the  values S, = {s5,85,--807}

S, ={s) St S s Sy =S Sh e Sha )
RTS can generate decisions d, € D,k=0..I-1 on

transformation of its states and states of WS. The set of
decisions, generated by strategies planning system (SPS)

defines vector D={d,,d,,...,d,_,} , with m — the number
of decisions for times t,,...,t, ,;

Decisions are implemented by RTS actions:
a,eAi=0.1-1.

The set of actions A={a’,a’,...,a"*} is executed

by RTS as implementation of found decisions Iji with
subsets of movements or manipulations a, c A,
a,, < A.

The purpose of RTS functioning is a state ye X,

which is reached by sequential states transitions:
Xo =X —> . > X =Y.
Therefore at process of target achievement there are
transformations:

X = f,(%,¥, 8.0y, 8, )+¢&, "x1 —)(0" <&,

y=f XY 8.0,5,8,,)+Fe, "y_xnfl" Sép

f — transition function, & — transition error.

Transitions are described by cost ¢, € A,i=1..n and
duration t, € T,i=1...n. The aim is to find such sequence
of transitions f,,...,f , which will supply the system
transition from initial state x, to purpose y .

search are:

Conditions  of >t —>min,

i=1

n n
D¢, —>min, Y g —>min.
i=1 i=1
The mentioned sets present the real elements of ACS
and provide information support for decision-making
system of mobile or manipulation robots, acting as a part
of flexible integrated production system.

2. Information-logical model of mobile robot
workspace

The creation of any control objects model is
impossible without a workspace model in which there are
such objects that perform their tasks [11 - 13].

Let us consider the construction of a workspace
model of a flexible integrated manufacturing system
(FIMS), in which the tasks of mobile robot control are set.

Let there be a workspace W, of robot Rb.

Workspace is described by properties:
- geometric dimensions D(x, Y, z) ;

- a set of space-belonging objects Obj ;
- time interval T of WS existence.

param

Then the space can be written as follows:
W, =< D(X,Y,2),00),T . > 1)

Each of the objects of the WS objects set Obj has a

unique identifier ID, which means the ability to identify
the object, using barcodes, QR codes, etc.

It is necessary to consider the main property of space
— its discreteness and finiteness (limitedness). By
finiteness we mean the limits of the camera working
space. The case of opened (unlimited) space is, in
principle, a separate problem.

By discreteness, we mean the division of space into
cells that are the same in length and width. Depending on
the WS discretization level, it is possible to set the tasks of
moving (or manipulating) control objects of different
accuracy.

The discrete nature of the working space means the
presence of the coordinates of objects located in the WS
and the occupancy factor of the WS section:

m |

D(z,y,2) :Zn:ZZd(xi,yj,zk), Ko €[01], (2

i=1 j=1 k=1

where d(x;,Y;,z,) — geometric parameters of a discrete
space cell, K. — cell fill coefficient. All cell parameters
must be the same size.

_Sa(d(xy,2))

=R K, £0.25, 3
Tosd(xy2) T ©
where  S(d(x,y,z)) - discrete space cell area,
Se (d(x,y,z)) — filled part of discrete space cell
d(x,y,z).

The FIMS workspace assumes the existence of
certain objects Obj— verstats (Vr), instrument (Ins),

equipment (Osn ), humans (Hum ), robot (Rb), storages
(Storage), conveyors (Conv), workspace monitoring

devices (Mon) :
Vr eW,; 3Ins eW,; 30sn eW,; IHUM e W,; IRb eW,;

4
3Storage e W,; 3Conv e W, ;IMon e W, )

Obj =<Vr, Ins,Osn, Hum, Rb, Storage, Conv, Mon >.  (5)

It follows from this that, from the point of view of
property declaration, the entire GIVS can be expressed by
the expression:

FIS =<W,,Rb,Vr, Ins,Osn, Hum, Storage, Conv, Mon >. (6)
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Each of the objects owns a set of parameters. These
properties have specific values, are included in a set of
property names and values. Table 1 shows the main
characteristics of objects in the symbolic representation.

There are ownership relations between objects
(objects) and their properties, that is, certain properties
belong to a certain object. An example of the properties of
objects is also presented in table 1.

An example of the scheme of the workspace and the
objects in it is shown in fig. 3, which shows the need to
consider the human factor when planning transportation
operations for mobile robots.

Workspace objects W, exist both statically and

The following objects can be carried to the static
objects, which do not change the position and do not
influence states of the robot movement: verstats (Vr ),
conveyors (Conv ) and storages ( Storage ).

Dynamic objects that can change their position and
thereby affect the movement state in the workspace are:
instruments ( Ins ), equipment (Osn ), humans ( Hum ).

Observation of the dynamics of the working space is
provided by monitoring devices, which include object
systems of computer / technical vision (OVSC) -
Camera,,,, and local computer / technical vision systems

(LVSC) — Camera, other workspace status sensors

Loc !

dynamically. (Sens).
Ins Q Ins
vr Conv Storage Conv vr
Osn Osn
Hum Hum
@ =D
o —
Rb 2] 2
Ins O O Ins
Vr Storage
Storage <
Hum Hum
Storage @
Rb
Ins O O Ins
vr Conv Storage Conv vr
Osn Osn
Hum Hum
Fig. 3. An example of the objects locations in the workspace
Table 1. List of objects Obj properties
Obiject ) Param... Property name indication
) Object property Obj perty
Vr Verstat type Type,,
Geometric parameters Dy, (% Yors Zye)
Processing methods PM,,
Special conditions Scy,
Unique identifier ID,,
Ins Instrument type Type,
Geometric parameters D, Xins s Yins » Zins )
Processing methods PM .
Unique identifier D,
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The end Table 1.

Osn Equipment type

TypeOSI‘I
Geometric parameters Dogn (Xosns Yosn» Zosn)
Unique identifier ID,,,
Mon ovsc Camerag,,,
LVSC Camera, .
Other sensors Sens
Hum Geometric parameters

DHum (XHum ’ yHle 1 ZHLII‘ﬂ)

IVIVHum (XHuva ! yHuva 1 ZHuva)

Movement parameters in workspace

Belonging to the staff

Perm

Experience EXPyum
Age AgeHum

Quality QuaIHum
Unique identifier IDyium

Rb Geometric parameters Dry (Xgo 1 Yro 1 Zro)

MVRb (XRb ! be ! ZRh)

Movement parameters in workspace

Movement speed Speed,
Current position CPro (Xepro s Yopro » Zepro)
Unique identifier IDg,
Object Param.. Property name indication
Object property Obj
Storage Geometric parameters Detorage (XStorage' Ystorage zsmrage)
Type Typesmrage
Quantity of parts Quang age
Unique identifier IDgiorage
Conv Geometric parameters Doy Xcom + Yeony s Zeony)
Type TYPEony
Quantity of parts Quang,,,
Speed Speedc,,,
Unique identifier IDc,n,

According to table 1, all properties of objects can be written in the form of tuples of parameters.

VV eVI’, E'V =< TypeVr’ DVr (X\lr’ er ! ZVr)' I:),\/|Vr ! SCVr’ IDVr > (7)
vins e |nS,E|inS =< Typelns' Dlns(xlns' ylnsl Zlns)’ PMVr’ IDlns > (8)
Voe Osn’ Jo=< TypeOsn' DOsn (XOsn ' yOsn ’ ZOsn)' IDOsn > (9)

Vh € Hum' Elh =< DVr (XVr ' er ' ZVr)’ MVHum (XHumMV’ yHuva’ ZHuva)! (10)
PerHum ' EXpHum ' AgeHum ’ QuaIHum' IDHum >

Vrb e Rb,3rb =< Dy, (Xays Yo Zro ) MV, (Xap s Yeo + Zry)s SPe€d 1)
Cpr (chRb ' ychb' Zchb)l IDRb >

vStorage € Storagev EIStorage =< DStorage (XStorage ’ yStorage’ ZStorage)lTypeStorage’

12
Quanswrage ! ID ( )

Storage >

VCOHV € ConV, E|C0nV =< DConv (XConW yConv7 ZConv)lTypeConv ' QuanConv' (13)
SpeedCOnV’ IDConv >
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vYmon € Mon,3mon =< Cameray,,,, Camera,

Sens > (14)

Loc?

At the same time, the monitoring system consists of surveillance cameras and sensors of various types and

purposes.
Cameras have the following properties:

vcam e Cam,3cam =< Inst, (X, Y, 2, ), Angley,,, Resolution > .

All objects of the working space interact with each
other by various kinds of dependencies, which allows us
to introduce a definition.

Definition 1. Each workspace object has at least one

property.
VX(x € Obj)3param(param € Paramy,; )[x(param)], (16)

where V — general quantifier, 3 — quantifier of existence,

x — a WS specific object, Obj — set of WS objects,
Param,,; — set of object parameters.

Param,,; set of objects properties includes
parameters such as: Param, — set of verstats properties,
Param,,, — set of intstruments properties, Param,,, — set
of equipment properties,

poperties, Paramg, — set of robot properties, Paramg,..

Param — set of human

Hum

— set of storage properties, Param

properties, as described in table 1.
Hence:

— set of conveyor

Conv

Param,,; = Param, w Param, U Param,, U

Ins

(17)

wParam,,, U Paramg, U Paramg, ... U Param,, '
From these definitions it follows that:
vx3Param,,; [Param,, (X)] , (18)
vx3Paramg, [Param, (x)], (19)
vx3Paramg,; [Param, (x)], (20)
vx3Param, [Paramy, . (X)] , (21)
vx3Paramy, [Paramg, (x)] , (22)
vx3Paramg, [Paramg, ... (X)], (23)
vx3Param,, [Paramc,,, (X)]. (24)

Vparam,3param, ([ param;] <[param;], param; € N, param; € N)

In addition to the FIMS workspace, where the robot
works, there is another one — the warehouse equipment

space Warehouse , which interacts with the FIMS and has
a set of characteristics, in particular geometric parameters
D\Narehouse (X\Narehouse' yWarehouse’ ZWarehouss) ’ materials (blanks7

Warehouse =< D,

In this model, the parameter Material can be shown
with a set of materials:

Warehouse (X\Narehouse7 yWarehouse ' ZWarehouse)’ Material, PrOdUCt,TranSport >

(15)

Definition 2. Each object of space relates to any
object with another object:

vxaAy(x < y). (25)
The definition is correct since each of the objects is
designed to interact with other objects.
Definition 3. All FIMS workspace are ordered in
relation to others:

vx3y,{x,y}.

Definition 4. For each item in the workspace, there is
another item that is compatible with the first one in the
process of work:

(26)

X3y, xNy. 27)

The definition is true since each of the robotic area
objects exists in order to participate in the technological
process.

Definition 5. There are such items that predetermine
each other in the technological process.

X3y, x> Y. (28)

This relation is a special case of expression by
definition 4, so it exists between the same objects.
Definition 6. There are the same objects.

VXyex=y. (29)

Definition 7. For each property value param: there

will be a match for him. Symbolically, this expression can

be written as:
Vparam,3param;, ([ param;] =[ param; ]). (30)

Definition 8. For each numerical value of a property
(except for the maximum value on a finite set of values),
you can find a value greater than the current one.

(1)

component parts and folding etc.) Material and ready

products Product, as well as transport parameters
Transport .

(32)

Material = (material,, material,, ..., material ) . (33)

Similarly for products and transportation parameters:
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Product = (product,, product,,..., product,), (34)

Transport = (transport,,transport, ..., transport, ) . (35)

Thus, all the introduced designations of the FIMS
WS objects and the belonging transportation system form
an information-logical model of the robotic system. The
main purpose of the proposed model is to save current
information about the state of FIMS objects and related
systems, as well as to support the execution of queries
about the objects properties that are included in the
information-logical model description.

For example, for the workspace shown in fig. 1.5,

the construction of an information-logical model
will  be formed based on the following
input data.

There is a workspace with geometric dimensions of
70 x 25 x 10 m. It contains objects such as people,
machines and equipment with various kinds of tools,
storage, overhead stacker crane as a system for moving

goods between two machines, or a machine and an
equipment cabinet.

The machines used have certain overall dimensions
(1.7 x 1.906 x 2.26 m for ANS machines, 1.78 x 2.2 x
1.675 m for ASM machines used in production).

Cabinets are equipped with geometric dimensions of
1.5x 0.7 x 1.7 m. They contain both general purpose tools
and specialized tools used on machine tools.

If the tool is heavy, then a stacker crane is used to
move it between the tool cabinet and the machine (10 m).

Operations for changing the load, its movement, as
well as tracking the machines are performed by a person.

After assembling the products, they are moved to the
drives, from where a person, using a trolley, delivers them
to the equipment warehouse.

It should be noted that the gaps between the objects
of the workspace are very wide, and it is advisable to use
mobile robots for transportation operations, which will
significantly speed up the process.

Presentation of a flexible production site based on
the developed model is shown in fig. 4.

Instrument(Ins)

Locksmith tool

Mounting tool

Auxiliary tool

The size depends on the purpose

— ]

Humans(Hum)

Work area (1.5; 1.5; 1.5) m.

Staff

Experience from 5 years

Age from 23 years

2 qualification category
——

Verstats(Vr) FIS Jabil
D_ANS (1.7; 1,906; 2.26) D (70; 25; 10)
D_ASM (1.78;2.2;1.675) | | [_|Humans (Hum)
ANS - turning | Verstats (Vr)
ASM - grinding — | Equipment (Osn)

Fastening to the floor
General rules
Using

Intrument (Ins)

Storage

Stacker Crane (Conv)

Stacker Crane (Conv)

D (2.0;0.7;0.5)
Moving cargo
Maximum load 250 kg.
Speed 5 m/ min

electrical equipment

—
Equipment(Osn)

D (1.5;0.7; 1.7)
General tools
Special tools
Measuring
Control
Finishing

Fig. 4. Flexible production site based on the developed model

Proposed approach can describe basic properties of
flexible manufacturing units, cells or areas. Composition
of such descriptions can present background for
development of automated control systems or their
particular elements, including intelligent decision-making
systems.

Conclusion

The actual problem of modern flexible integrated
system (FIS), which follow the concept of Industry 4.0 is

Storage

D (2.0;2.0; 1.5)
Static tables-shelves
Maximum load of 1 ton.

in large-scale supplement of informational support for
production processes at all their stages. Such support can
be supplied by introduction of information models,
presenting elements of production systems. While
consideration of robotic workspace models is still an
actual task for researchers [11 - 13], new approaches,
including visual sensoring [14 - 15] can give impacts to
models of workspaces, especially in case of dynamic
changes.

The FIS and robot’s functioning in real-time mode
also require information on production system, on robot
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itself, on all surrounding objects, making workspace of
manufacturing robot.

Proposed article makes an analysis of existing
approaches to simulate robotics workspaces, contains
description of workspace models of informational type,
which can be used to supply functioning of automated

control systems, of intelligent decision-making systems
for robots and other elements of FIS. The results of this
work were used to supply execution of scientific project
“Multi-purpose  robotic  platform  with  advanced
Mmanipulation possibilities” in the Kharkiv National
University of Radio Electronics.
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TH®OPMAIIMHI MOJIEJII JIJI1 BAPOBHUUNUX POBOUYNX ITPOCTOPIB ¥
POBOTOTEXHIYHUX ITPOEKTAX

IIpenMeToM mocmimKeHHS CTaTTi € MoJedl poOOYoro MpOCTOpy THYYKHX IHTErpOBaHHX pOOOTH30BaHMX cucTeM. Merta poboTtn —
noOynoBa iHpopManifHNX MoJenel MPeACTaBIeHHS poOOYOro IMPOCTOPY 3 METOI0 MOJABIIOr0 BUKOPHCTAHHS y aBTOMAaTH30BAaHMX
cHCcTeMax KepyBaHHsS THYYKOTO IHTErpOBaHOTO BHPOOHMITBA. B cTaTTi BHPINIYIOTHCS HACTYNHI 3aBAAHHS: IIPOBECTH aHAII3
MpeCTaBIeHH POO0YOro MpOCTOpy MiJ Yac po3B’s3aHHS NMPAKTUYHUX 3aBAaHb POOOTHU30BAHUX CHCTEM PI3HOTO THUILY, PO3TJIIHYTH
noOynoBy iHpOpMAIIHHIX MOAeNel MpeacTaBIeHHs pPOOOYOro MPOCTOPY IHTENEKTyaJbHHX CHCTEM KEPYBAaHHsS IHTEIPOBAHHM
BUPOOHHUIITBOM, PO3MVSIHYTH MPAKTHYHI MPUKIAIM TMpeAcTaBiIeHHs iHpopMmanii mpo pobodwii HpPOCTip BUPOOHHYHUX CHCTEM.
MeTtonamMu JOCIHIIKEHHS € TEOopiss MHOXKMH Ta Teopis mpenukariB. OTpHUMaHO HACTYNHI pe3yJbTATH: MPOAHAII30BAaHO OCHOBHI
ocoOymBOCTI MOOYZOBH iH(pOpManifHUX Monenell poOOYoro IMpPOCTOpPY JUI PO3BSA3aHHS 3aBAaHb POOOTOTEXHIKM PI3HOTO THITY,
BKa3y€THCSl HA OOMEKEHICTh iCHYIOUMX MiAXOAiB (opManbHOTO ONHCY, Ha HEOOXIMHICTh iHTerpalii Mojenel po6odoro mpocropy i3
CHCTEeMaMt MIiITPUMKU HPUHHATTS pilleHb, CHCTEMaMH TrpadiyHOr0 Ta MaTeMaTHYHOTO MOJETIOBAHHS IHTEIPOBAHUX CHCTEM;
3aIpONIOHOBAHO TEOPETUKO-MHOKUHHY MOJETb MOAaHHs iH(opMalii mogo mponeciB NPUHHATTS PIllleHb Y THYYKHX 1HTETPOBAHUX
poOOTH30BaHUX CHCTEMaX; POo3poOIeHo iH(OPMALIHHO-IOTIYHY MOAETh POOOYOro MPOCTOPY MOOIIBHOTO poOOTa, sSKa MICTUTH
nepenik 00’€KTiB, BpaXxoBye iX T€OMETPUYHI po3MipH, 3a0e3mnedye 30epiraHas mapaMeTpiB y 4aci Ta MPOCTOPi; PO3TISTHYTO MOAAHHS
iH(popMaLii y aBTOMaTH30BaHUIM CHCTEMi KepyBaHHA THYYKOTO IHTETPOBAHOTO BUPOOHHIITBA, IO peajli3ye 3alpOIIOHOBAaHI MOZEI.
BucHoBKH: 3acTOCYBaHHS MoJenel iHQOPMAaLifHOTO THITY Y aBTOMAaTH30BaHUX CHCTEMax KEpyBaHHS JO3BOJHTH JIOTIYHO 00 €HATH
€JIEMEHTH THYYKOTO IHTETPOBAaHOTO BHPOOHUITBA, 3a0C3MEYUTH MOHITOPHUHT CTaHY TEXHOJOTIYHOTO OOJIaHaHHA y pobodomy
IIPOCTOPI BUPOOHHYMX CHUCTEM Ta y 4aci, 3MIHCHATH (HOpMyBaHHS HU(PPOBUX JIBIIHUKIB €IEMEHTIB poOOYOro MPOCTOpY, 3a0e3MeUNTH
(YHKIIOHYBaHHS IHTEJIEKTYAJIBHUX CHCTEM HiITPHUMKH HNPUHHATTS pilieHb POOOTH30BAaHHX CHCTEM PI3HOTO THUILy, IO JO3BOJHTH
MIOKPAIINTH XapaKTEePUCTHKHU MPOLECiB KepyBaHH BUPOOHUIITBOM.
Kumrouosi ciioBa: indopmaniiina Mmoens; po6ounii mpocTip; MOOLIEHHI poOOT; THyYKa iHTErpOBaHa CHCTEMA.

NH®OPMALIMNOHHBIE MOJAEJIM UIs1 TIPOU3BOJACTBEHHBIX PABOYUX
IMPOCTPAHCTB B POBOTOTEXHHUYECKHUX ITPOEKTAX

IIpeaMeTOM HCCIIEIOBaHMS CTAaThU SIBISIFOTCS MOJENIH paboyuero MpPOCTPAHCTBA THOKHMX BCTPOCHHBIX POOOTH3MPOBAHHBIX CHCTEM.
Ienb paGoTsl — MOCTPOCHUE HHPOPMALTMOHHBIX MOJIENEH Mpe/ICTaBICHUs Pabovero MpocTpaHCTBa ISl AAIbHEHIIET0 HCTIOIb30BaHHS
B ABTOMATH3MPOBAHHBIX CHCTEMaX YNPABJICHUS TMOKOTO HHTErPUPOBAHHOTO IPOM3BOJCTBA. B cTaThe peIIAIOTCS CIEAYIOIHe
3aJa4M: NPOBECTU aHAIM3 MPECTABICHUS paboyero MpOCTPAHCTBA MPH PEIICHUH NPAKTHYECKHX 3a]a4 POOOTH3UPOBAHHBIX CHCTEM
pa3HOro THIIA, PACCMOTPEThH MOCTPOEHHE MH(POPMALMOHHBIX MOJENeil MpeACTaBIeH T paboyero MPOCTPAHCTBA MHTEIUICKTYaIbHBIX
CHCTEM YIPAaBJIECHHUS WHTETPUPOBAHHBIM MPOU3BOJCTBOM, PACCMOTPETh MPAKTHYECKHE MPUMEPhI Ipe/CTaBlIeHHs MHPOpManuH O
paboveM IpOoCTpaHCTBE NMPOM3BOJICTBEHHBIX cUCTeM. MeToaaMu UCCIIeIOBaHUS SIBISIIOTCSI TEOPHSI MHOXKECTB U TEOPHSI TIPEANKATOB.
[Monyuensl cnenyromye pe3yJbTaThl: NPOAHATU3UPOBAHBI OCHOBHBIE OCOOCHHOCTH ITOCTPOEHMs MH(OPMAIMOHHBIX Mojenel
paboyero mpoCTpaHCTBA JUI PELICHHS 3a4a4 POOOTOTEXHMKHM PA3HOTO THUIA, YKA3bIBACTCS HA OTPAaHUYEHHOCTH CYIIECTBYIOIIMX
MO/IX0J0B (hOPMAIBEHOTO OIHMCAHMS, HEOOXOIMMOCTh MHTETpalMd Mojenel pabodero MpoCTpaHCTBA C CHCTEMaMH IOJJCPKKH
NPHUHATHS PEIICHHH, CHCTeMaMH rpadUyecKoro M MaTeMaTHYeCKOTO MOJCIHUPOBAHMS HHTETPUPOBAHHBIX CHCTEM; MNPEIOKEeHa
TEOPETHKO-MHOXKECTBEHHAsI MOJEIb TPEACTaBICHHUs HHOOPMAILMK O TpoLeccaX NMPUHATHS PeLIeHHH B TMOKMX MHTETPUPOBAHHBIX
POOOTH3MPOBAHHBIX CHUCTEMax; pa3paboTaHa MH(OPMALMOHHO-IOrMYECKass MOJelb pabodero IMpoCTpaHCTBa MOOWIBHOTO poOoTa,
KOTOpast COAEPKUT MepeueHb 0OBEKTOB, YUNTHIBAET UX T€OMETPHUUECKUE Pa3Mephl, 00ecrieYnBaeT XpaHeHNe MapaMeTpoB BO BPEMEHH
U TPOCTPAHCTBE;, pPACCMOTPEHO IMpE/ACTaBieHWe WH(OpMalMu B aBTOMATH3MPOBAHHON CHCTEME yYIpaBiIeHHS THOKOTro
MHTETPUPOBAHHOTO MPOU3BO/ICTBA, pealn3yIOlIeil pearaeMble MoJied. BeIBoabI: nprMeHeHre Moeseil HHPOPMAIIHOHHOTO THIIA
B ABTOMATH3UPOBAHHBIX CHCTEMaX YIPABJICHUS IO3BOJUT JIOTHYECKH OOBEAMHUTH OJIEMEHThl T'MOKOr0 WHTErPHPOBAHHOIO
MPOU3BOJICTBA, 00ECIIEYHTh MOHUTOPUHI COCTOSIHUS TEXHOJIOTHYECKOr0 000pyJOBaHKS B pabo4eM IPOCTPAHCTBE MPOU3BOICTBEHHBIX
CHCTEM M BO BPEMEHH, OCYIIECTBUTh (HOpPMHpOBaHHE LHM(POBBIX JBOWHHUKOB 3JIEMEHTOB PabOYero MpOCTPaHCTBA, 0OECHICYUTH
(GYHKIMOHMPOBAaHUE HHTEUICKTYaIbHBIX CHCTEM [UIsl NPUHATHS PELICHUWH CHCTEM pPa3HOTO THIA, YTO IO3BOJIUT YJIy4LINTh
XapaKTePUCTHUKH MPOLIECCOB YIPABICHHS IIPOM3BOICTBOM.

KiioueBble cioBa: HHpOpMALMOHHAsS MOJeEib; pabouyee MPOCTPAHCTBO; MOOWIBHBIH pPOOOT; THOKas HMHTErPUPOBAHHAsS
cucTema.
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SYSTEM FOR DETECTION AND IDENTIFICATION OF POTENTIALLY
EXPLOSIVE OBJECTS IN OPEN AREA

The subject of this research is the methods, means and systems for detecting potentially dangerous military objects in open terrain.
The purpose of the study is to develop a system for the detection and identification of potentially explosive military objects using an
unmanned aerial vehicle (drone), which includes a system for detecting an explosive object using a metal detector with the technology
of adjusting the flight height and the detection method using a thermal imager. To achieve the goal, the following tasks were solved: a
review and analysis of modern methods and systems for the detection and identification of potentially explosive military objects was
carried out, the classification of identifiable explosive objects was determined, system components were selected, a structural diagram
and an algorithm of the software control tool were developed system of identification of potentially explosive objects in an open area,
a software tool for detection and identification of potentially explosive objects in an open area was created. The following methods
are used in the work: the mathematical method of constructing cartographic grids, the method of recording infrared radiation, the
method of eddy currents, methods and means of data collection and processing. The following results were obtained: the components
of the system were selected, the structure, diagram and algorithm of the software tool for the identification of potentially explosive
objects in the open area were developed, and the corresponding software was created. Conclusions: the application of the proposed
system makes it possible to increase the accuracy of finding or the absence of a potentially explosive object in a certain area due to the
use of two methods of detecting potentially explosive objects at once, and provides the opportunity to identify a sufficiently wide
range of objects. The developed system is safe, as it is controlled by an operator who is at a safe distance, allows you to get special
maps with terrain markings with information about the possible presence of potentially explosive objects in certain areas of the terrain
and, in general, maps of metal detector and thermal imager signals.

Keywords: explosive object; mine; detection and identification system; drone; thermal imager; metal detector.

Introduction

Today, in the difficult conditions of martial law for
Ukraine, it is important to preserve the lives and health of
citizens who are returning to the territories that were under
temporary occupation. Explosive military facilities pose a
great threat. According to the spokesperson of the
Ministry of Internal Affairs of Ukraine Alyona Matveeva
the most common cases of injury and death of civilians
from explosive objects are explosions of automobile and
agricultural transport on anti-tank mines; on unpaved
roads and fields, also explosions in forest belts and green
zone on anti-personnel mines; and — explosions as a result
of careless handling of ammunition found in areas of
military operations by citizens. The problem also arises
where farmland is cultivated — often agricultural
machinery collides with mines, resulting in various
emergency events.

In today's realities, the population of Ukraine is
increasingly faced with the need for careful compliance
with certain safety rules for many objects: industrial
facilities, pyrotechnics, household chemicals, energy, etc.
At first glance, simple things can become very dangerous
to life and health. Such things include potentially
explosive objects.

Most objects do not need special knowledge for
identification because they have special stickers,
inscriptions and markings that identify the object as
explosive. However, there are explosive objects that do
not have special markings and can be intentionally
concealed to cause greater harm to the life and health of
the person who finds them. These are military explosive
objects. Therefore, the problem of detecting and
identifying potentially explosive objects in open areas,
especially where the most fierce hostilities took place, is
an urgent task.

Open areas outside cities pose a great danger. For
example, many explosive objects can be hidden in fields
and plains: unexploded mines, shells, abandoned
ammunition, etc.

In order to identify and neutralize such objects,
mankind creates more efficient and safer automated
systems.

Analysis of recent research and publications.

Demining involves a comprehensive approach to the
entire area where combat operations have taken place and
includes a survey of the entire area, identifying areas of
concern, identifying areas with mines and explosive
remnants, and clearing them. After humanitarian
demining, the terrain becomes fully suitable for civilian
use.

In the scientific literature, considerable attention has
been paid to the training of demining specialists [1], the
technology of mine clearance [2, 3]. The problems of
humanitarian demining in their works covered Bevz A.M.,
Tolkunov 1.0O. [4], Govduk A.V., and Polotay O.l. [5].
The issue of mine safety training of the population in the
scientific literature is still unexplored.

Taking into account the rapid development of
robotics in the sphere of the considered activity, mine
clearance works have gained popularity [6 - 8]. There is a
robot for observation and work on explosive objects (EO)
tEODor and a series of robots Telemax. TEODor. It is
considered a large demolition robot for police and military
purposes. Its approximate cost is $750,000. It can be used
universally as a basic tool for tasking, threat prevention,
firefighting or industrial applications. Its strong arm and
extremely high reliability make it the No. 1 choice for the
most dangerous and difficult tasks around the world
[9 - 13]. The Telemax series of robots includesTelemax
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4x4, Pro, Hybrid, Plus, Recce. Works from telemax series
have different types of chassis and manipulators; they are
specialized for individual tasks and can be used
universally.All  (except telemax RECCE) have a
manipulator with Point Center Control tool for gripping
objects with tongues, a tool magazine with automatic tool
change and countless pre-programmed motion sequences.
A wide range of accessories suitable for all telemax robots
allows adaptation to a wide range of applications and
specific tasks. Telemax 4x4: the wheeled version with a
wide wheelbase and 4x4 drive for fast tasks on difficult
terrain or loose ground. Telemax HYBRID, PRO and
PLUS are similar models, characterized by the
combination of the arm and different size of the "body" of
the robot. Telemax RECCE is a compact and powerful
reconnaissance system without a robot arm, which
provides detailed information about the location of the
necessary objects, especially when combined with a
module creating 3D maps of the area. The most popular of
the Telemax series of robots in "demining work™ is
Telemax PRO. Unlike the tEODor robot, Telemax: is
equipped with a seven-axis manipulator, which is more
maneuverable, allowing it to perform more delicate work,
but with a smaller payload (up to 20 kg). A. Yakovlev and
A. Parfilo note that to detect and neutralize explosive
objects it is advisable to use robotic complexes such as
"CALIBER MK4 Large EOD" from "ICOR Technology
Inc." or 510 PackBot or even 710 Kobra from Endeavor
Robotics. With their help, the operator can from a safe
distance not only photograph the object and record video,
but also remove traces of biological origin, which could
belong to the person equipping and/or installing
the EO [14].

Research material and results.

Mortar mine 82 mm Anti-tank mine tm-62

Anti-personnel directional Anti-Personnel Mine 2

fragmentation mine 50

i Cluster anti-tank
mine

Fig.1. Types of mines and shells and their brief description

High-explosive artillery shell 122mm

Explosive military objects that can threaten the lives
of citizens returning to temporarily occupied territories
can be divided into two types: mines and unexploded
high-explosive shells.

Mines began to be used centuries ago and were
surface or underground devices made of wood, explosives
and triggers. To date, mines have been modernized
simultaneously with other weapons and have a wide
variety of materials, shapes, active ingredients, methods of
use, etc. (fig. 1). According to the results of the study of
open sources, modern mines can be divided into several
types according to different categories:

- by tactical purpose: anti-tank, anti-personnel, anti-
vehicle (road), anti-submarine, trap mines;

- by damage effect: blast wave,
fragmentation, shrapnel, thermal and others;

- by the principle of operation: controlled and
automatic;

- by method of actuation: push, pull (tension), sentry
and combined action;

- by the time of action: instantaneous action mines
and delayed action mines;

- by body material: metal, plastic, wood, paper, glass
and without body (of stamped explosives);

- by mounting level: suspended (mounted) above
human height (above tank turrets, vehicle cabins); at
ground level (human silhouette, vehicles, armored
vehicles); buried in the ground (embedded in buildings or
technical installations); mounted at the bottom of bodies
of water or underwater part of a shore; floating in water

- by type of active substance;

Unexploded landmines can include projectiles that
have been fired but have not detonated or ruptured for any
reason. They are most often found up to 1 m deep near the
ground or on the surface of the ground. They are
dangerous because they can detonate and explode at any
moment.
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Special teams consisting of sappers of the Armed
Forces of Ukraine and pyrotechnicians of the State
Emergency Service carry out mine clearance work. The
process of searching for potentially explosive objects
differs for some types of objects.

For different methods of searching for unexploded
ordnance, only two factors matter: the material of the
ordnance and the active substance.

With mines, the situation is different: based on the
types into which mines are divided, we can conclude that
not all of these criteria are worth considering more
carefully. It is therefore possible to distinguish the main
criteria by which the search will be made:

1. By mode of actuation, by the material of the body;

2. By level of installation;

3. By type of active ingredient.

In 1881. Alexander Graham Bell invented the metal
detector [15], which is now used for more thorough
decontamination of large areas. It is possible to detect
metal products in the ground by electrical conductivity.
The detector works according to the following principle: a
coil generates electromagnetic waves of a certain
frequency, reflected from the sought target. The electronic
unit processes the reflected wave and signals the detection
of a metal object. Not all metals have the same electrical
conductivity. This parameter allows you to understand
what material the object is made of, even before digging.
Most often, but not always when it comes to mines, there
are mines of the same type in the same field. Therefore,
when you manage to find one, you can find others by
similar indicators. The advantages of the method include
the accuracy and care for the area, but a significant
disadvantage is the direct involvement in the search for
the object and a very high cost of error for the health and
the sapper, because some mines can react to changes in
the magnetic field.

In the present, people have involved animals in the
search for potentially explosive objects: dogs and rats. For
the animal, it all looks like a game, but for sappers-
cynologists it is a safer and faster method than using metal
detectors. The disadvantages include the following: the
quality and speed of detecting objects depends on the
animal's mood, its relationship with the cyno-sapper and
the ability to resist distractions.

Some experts argue that there are still no flawless
solutions using automation, in particular drones to search
for explosive objects. Technology is not yet able to say
with absolute certainty that it has found a mine or a shell,
but solutions already in the making make the detection
process much easier and make it as safe as possible for
both the sapper operator and the average person. The
autonomy of drones and robots makes it possible to
conduct search operations on the ground, with operators
and sappers at a safe distance watching the process with
the help of control devices.

Drones and search robots include those that have
special devices with which a software tool or operator can
determine the location of the explosive object with a
certain accuracy. Such devices include thermal imager,
metal detector and GPR [16, 17]. The advantages of such
robotic systems include almost complete safety of the

operator. To disadvantages - speed and accuracy of
search, as almost always the results of search of drones
and robots require verification by the operator-sapper,
because they can react to almost any similar object, which
is not explosive.

Modernity offers a great variety of solutions using
robots and drones. Now they are not so effective as to
completely replace humans, but they are already useful
enough to be used in humanitarian missions.

Drones with thermal imagers are used to detect
mines that are almost entirely made of plastic. Such
systems take advantage of plastic's ability to heat up or
mature more slowly than the environment, such as sand.
Even if they are covered by soil, the difference in
temperature will cause the rock above the object to be
noticeably cooler or warmer than the rock around it. The
difference stands out best in the morning and evening.
Such objects are very difficult to detect with a metal
detector, although they have elements of metal in their
structure, but they can easily be confused with trash,
bullets, shrapnel and other small elements of metal. At the
same time, there is a significant disadvantage of using
only a thermal imager: If the object is under the ground or
other heated longer or at the same speed as the object to
be found, this method of search does not make any sense,
because on the thermal imager screen the difference will
not be noticeable. The time of day also plays an important
role, because during the day and at night this method
almost does not give the necessary results.

Another example is the use of drones and robots with
a metal detector to search for explosive objects.
Sometimes GPR is added to such systems, which is not
advisable to use in conditions where it is not known
exactly what objects are to be found. In general, flying
drones and works riding on a tracked platform are used.
Works relatively not expensive, fast and accurate, but if
you need to find explosive objects in areas with difficult
terrain, in which the positioning of the robot will not be
accurate enough, it is advisable to use flying drones.

For more efficient and safe operation, it is advisable
to develop a system using a drone that includes a detection
system with a metal detector with flight altitude
adjustment technology and a detection method using a
thermal imager. To control the proposed system of
detection of potentially explosive objects requires the
development of a software tool.

Research results and their discussion.

The proposed system for detecting and identifying
potentially explosive objects in open terrain consists of the
following components:

1. Drone with accelerometer and gyroscope.

2. A metal detector for the drone.

3. A digital thermal imaging camera for the drone.

4. A regular resolution camera.

5. Smartphone to control the system.

The structural diagram of the system for detection
and identification of potentially explosive objects in an
open area is shown in figure 2.
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Fig. 2. Structural scheme of the detection and identification of potentially explosive objects in open areas

The proposed system consists of a computing device,
sensors and a platform through which the system moves.
The platform chosen is the AUTEL EVO Il Pro Rugged
Bundle V2 drone, which is reliable in terms of
stabilization and ability to lift the entire system with a
small margin. The selected drone platform has the ability
to lift up to three kilograms of cargo and a flight time
margin of up to 40 minutes. A metal detector and a
thermal imager are needed to detect explosive objects. As
a metal detector is used depth coil MinelabCoiltek NOX
15" Minelab Equinox, which weighs 890 grams. For
thermal imaging was selected Flir one PRO, because it has
a low weight, connection via Type C and a built-in camera
used for the operation of the system. A computing device
in the form of a Raspberry pi 4 mobile computer was
chosen. The Raspberry Pi 4 computer is lightweight and
has various digital interfaces, which are used to process
data from the sensors and transfer it to the operator. The
Raspberry Pi 4 has only digital ports, so the system comes
with Arduino Nano, which has enough processing power
to process signals from the coil of the metal detector. The
gyroscope and accelerometer are built into the MPU-6050
GY-521 modules, used to calculate the movement and
connected to the Arduino Nano board. The power of the
system is connected to the power system of the drone
itself or can be a separate element in the form of three
lithium-ion batteries. First of all, the power is supplied to
the Arduino Nano and Raspberry pi boards. Power for the
thermal imager and camera is supplied from the Raspberry
pi, power for the coil and the twin gyroscope and
accelerometer module is supplied from the arduino nano.

A software tool was developed to control the
proposed potentially explosive object identification
system, the algorithm of which is shown in fig. 3.

To start working, it is necessary to select the mode of
action of the thermal imager, depending on the time and
weather conditions. During the flight, the software tool
analyzes the output signals from the thermal imager, the
data collector and sensors (gyroscope and accelerometer).
After each interrogation, according to a certain algorithm,
the map data is restored in certain areas where the
scanning is performed.

The electrical conductivity of the area is different
from the electrical conductivity of the ground.

Once the map is complete, the analysis of the map
begins. During the analysis, according to the data received
from the metal detector and thermal imager, areas with a
higher probability of the presence of a potentially
explosive object are determined. As a result of the work,
the operator receives a map of the area with detected
areas, signal maps of the metal detector and thermal
camera.

Conclusions

Thus, the proposed system of identification of
potentially explosive objects in the open terrain due to the
premature use of metal detector with the technology of
correcting the flight altitude and the method of detection
using thermal imager allowed with high accuracy to
identify a wide range of objects, also the system is safe for
the operator.

Safety is understood to mean that the operator, who
is at a safe distance, controls the drone. At the end of the
terrain check, the operator receives a map containing
terrain marks with information about the possible presence
of potentially explosive objects in certain areas of the
terrain and in general, the signal maps of the metal
detector and thermal camera.
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Fig. 3. Algorithm of the software control system of identification of potentially explosive objects in open areas

Accuracy — the idea of finding or not finding a
potentially explosive object in a certain area consists of
the result of the two most common methods of detecting
potentially explosive objects at once.

Wide range of objects, determined by the fact that
the system can detect all objects that can be detected
separately by thermal imager and metal detector.

The disadvantages of the system is the speed and
reduced accuracy or inability to explore the area at a
certain time of day or weather conditions.

Speed is a disadvantage because due to the increased
accuracy and the use of two methods at the same time, it
takes time to complete a full route.

Reduced accuracy or inability to survey an area at
certain times of day or weather conditions is due to the use
of a thermal imager, less effective in certain times of day
and territorial conditions. In addition, using a drone under
certain weather conditions can decrease accuracy, but this
is corrected by using more advanced drone stabilization
systems and design solutions.
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Further research to improve the system could add an  positioning and control of the drone with centimeter
automatic drone control system, such as a control system  accuracy.
using a dedicated coordinator station, which would allow
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CUCTEMA BUSBJIEHHA TA ITEHTU®IKAILIL HQTEHHIﬁHO
BUBYXOHEBE3INEYHUX OB'€EKTIB HA BIIKPUTIM MICHEBOCTI

[IpeameroM IaHOTO IOCTIKEHHA € METOIM, 3aCO0M Ta CHCTEMHM BHSBICHHS NOTCHLIHHO HeOE3NeYHUX O0O0’€KTIB BOEHHOTO
MPU3HAYEHHS Ha BIAKPUTIH MicueBocTi. MeTor IOCHiIKEHHS € pO3pOOJICHHS CHCTEMHU BHABJICHHS Ta iIeHTU}iKauii HOTeHLitHO
BUOYXOHEOE3MeYHNX 00’ €KTIB BOEHHOTO MPU3HAUEHHS 3 BUKOPUCTAHHIM O€3MUIOTHOTO JITAI04oro amnapary (IpoHy), KAl Hajiuye B
CBOEMY CKJIaJli CHCTEMY BUSBICHHS BHOYyXOHEOE3MIETHOTO MPEAMETY 3a JOTIOMOTOI0 METAIOIETEKTOpa 3 TEXHOJIOTIEI0 KOPETYBaHHIM
BHCOTH TIOJILOTY Ta METOIY BHSBIICHHS 3a JJOIOMOTOIO TeruroBizopa. [ NOCATHEHHS METH BHUPIIIEHI Taki 3aBJAaHHS: IIPOBEICHO
OIS Ta aHaji3 CyJacHHX METOXIB 3aco0iB Ta CHCTEM BHSBICHHS Ta iNeHTH(]IKarii MoTeHIiHHO BHOYXOHEOe3NmedHNX 00’ €KTIB
BOEHHOT'O TPH3HAYEHHS, BH3HA4YECHO KiacH(ikamilo BHOYXOHeOe3NMeYHHX 00 €KTiB, IO iXeHTH(]IKYIOThCS, 00paHO KOMIIOHEHTH
CHCTEMH, PO3pPOOJICHO CTPYKTypHY CXE€My Ta ajiropuTM poOOTH MPOrpaMHOro 3aco0y YIpaBIiHHSA CHCTEMOIO imeHTH(ikamil
MOTEHIIHHO BHOYXOHEOE3MEeYHNX 00 €KTIB Ha BIAKPHUTIH MICIEBOCTi, CTBOPEHO NMPOTPAMHUM 3aci0 BUSABICHHSA Ta ineHTHU(iKamii
MOTeHLiHHO BHOYXoHeOe3neyHnx 00’ €KTiB Ha BIAKPUTIH MicueBocTi. B po60Ti BUKOPHCTOBYIOTHCS HACTYIIHI METOAM: MaTeMaTUIHUI
MeTOA MoOYyZ0BH KapTorpadiyHuX CITOK, METOJ peecTpalii iHppadepBOHOTO BUIPOMIHIOBAHHS, METO/ BUXPOBUX CTPYMiB, METOIH Ta
3acobu 300py Ta 00poOku gaHNX. OTPUMAHO HACTYIIHI pe3yJbTaTH: 00paHO KOMIIOHEHTH CHCTEMH, PO3POOIICHO CTPYKTYPY CXEeMY Ta
IrOpUTM POOOTH MPOTPAMHOTO 3aco0y YIpaBIIHHSI CHUCTEMOIO iAeHTH(IKAIil MOTEHIIHO BHOYXOHEOEC3MEYHNX O00’€KTIB Ha
BIIKPUTIH MICLIEBOCTI, CTBOPEHO BIAIIOBiAHE IporpamMHe 3a0e3nedeHHs. BHCHOBKM: 3acTOCYBaHHS 3allpONOHOBAHOI CHCTEMHU
JTO3BOJISIE MIJBHIIMTH TOYHICTh 3HAXOJDKEHHS a00 BIJICYTHICTh MOTEHIIWHO BHOYXOHEOE3NMeuyHOro 00’€KTy y TEBHIiM AUISHINI 3a
paxyHOK BHUKOPHCTaHHS OJpa3y JBOX METOMIB BHSBJIEHHSA NOTEHUIHHO BHOyXOHeOe3NMeYHHX O00’€KTiB, HAJa€ MOXIMBICTH
iIeHTU(IKYBaTH JOCTaTHHO IMUPOKHN CIeKTp 00’ekTiB. CucTeMa, Mo po3poldiieHa € Oe3MEYHOI0, OCKITBKI KEPYETHCS ONEPaTopoM,
SIKMA 3HAXOIUTHCS Ha Oe3meuHii BiAcCTaHi, AO3BOJSIE OTPUMATH CIICIiaibHI Mamu 3 MO3HAYKaMH MICLEBOCTI 3 iH(GOpPMALE Mpo
MOJKJIMBY HAasBHICTh TMOTEHLIHO BHOyXOHeOe3neyHHX OO0’€KTiB HAa MEBHUX MAULTHKAX MICIEBOCTI Ta 3arajoM Mald CHUTHAIIB
MeTaJIoIIyKadya Ta TEeIIOBi30pa.

KnawuoBi cioBa: BuOyxoHeOe3meyHHii 00'ekT; MiHA; CHCTeMa BUSIBICHHA Ta igeHTH(IKAIil; JApPOH; TEIUIOBI30p;
METaJIOJICTEKTOP.

CUCTEMA BbIABJIEHUA U UAEHTUOUKALIUHU IIOTEHIUAJIBHO
B3PBIBOOITACHBIX OFBEKTOB HA OTKPBITOM MECTHOCTH

IIpeameTroM naHHOTO HCCIENOBaHUS SABISIOTCA METOABL, CPEACTBA M CHUCTEMBl BBISBJICHUS MOTCHLUAIBHO OMNACHBIX OOBEKTOB
BOGHHOTO Ha3HAueHWs] Ha OTKpHITOMl MecTHocTH. lIlesblo wmccnenoBaHus sBIeTCs pa3paboTKa CHUCTEMBI BBIBICHHS U
HACHTH(GUKAINN MOTEHIMAIBHO B3PHIBOOMACHBIX OOBEKTOB BOCHHOTO HA3HAUCHUS C HCIOJIB30BAaHHEM OECIMIIOTHOTO JICTAIOIIETO
ammapara (JpoHa), KOTOPBIH COJEPKHT B CBOEM COCTaBE CHCTeMY OOHApy>KEHHs B3pPBIBOONACHOTO IIPEAMETa C MOMOIIBIO
METAJUTOJIETEKTOPa ¢ TEXHOJIOTHeH KOPPEKINH BBICOTHI MOJIETa U METOAa OOHAPYKEHHS C MOMOIIBIO TeTUIoBH30pa. I JOCTIDKEHNUS
LEeNH pEIIeHBl CIEAyIOIe 3ada4yl: TpoBeAeH 0030p M aHauW3 COBPEMEHHBIX METOJOB, CpPE/ACTB, CHUCTEM BBISBICHUS W
WASeHTU(GUKAIMK  TOTEHIMAJIbHO  B3PHIBOONACHBIX ~ OOBEKTOB  BOGHHOTO  Ha3HAuYeHWs, oONpeleneHa  Kiaccudukanus
UICHTU(UIMPYEMBIX B3PBIBOONACHBIX OOBEKTOB, BHIOPAHBI KOMIIOHEHTHI CHUCTEMBI, pa3paboTaHa CTPYKTypHas CXeMa M alrOpUTM
paboTHI IPOrpaMMHOTO CPEACTBA YNPABICHUSI CUCTEMOI MASHTH(HKAIMY ITOTEHINAIbHO B3PHIBOONACHBIX OOBEKTOB Ha OTKPBITOM
MECTHOCTH, CO3/IaHO IIPOrPAMMHOE CPEJICTBO BBISIBICHUS M WICHTU(GHKALNK TOTEHIIMAIBFHO B3PBIBOOIIACHBIX OOBEKTOB HA OTKPBITON
MecTHOCTH. B paboTe Mcnonb3yioTcs cleaylomie MeToAbl: MaTeMaTHIeCKHil METOJ[ TIOCTPOSHHMS KapTorpaduiecknx cereid, METox
perucTpanuy HHPPAKPACHOTO M3IYUEHHs, METOJ] BUXPEBBIX TOKOB, METOJBI M CpeacTBa cOopa M 00paboTkM MaHHBIX. [lomydeHs!
ClIeyIOIUe pe3yabTAaThl: BHIOPAHBI KOMIOHEHTHI CHCTEMBI, pa3paboTaHa CTPyKTypa CXeMbI M alrOPHTM pabOoTHI MPOrPaMMHOTO
CpPE/ICTBA YNPABIECHMS HA OTKPHITOH MECTHOCTH, CO3JAaHO COOTBETCTBYIOIIEE NpOrpaMMHOe oOecrmedeHre. BbIBOABI: mpuMeHeHHe
npeuIaraeéMoil CHCTEMBI MTO3BOJISIET MOBBICHTh TOYHOCTh HAXOXKACHMS MJIM OTCYTCTBHE MOTEHLHAIFHO B3PBIBOOIIACHOTO 00BEKTa Ha
OIIPEICIICHHOM y4acTKe 33 CUEeT HUCIOJIb30BaHHs Cpa3y IBYX METOJOB OOHApYyXEHHs MOTCHIMAIBHO B3PHIBOOMACHBIX 00BEKTOB, TaeT
BO3MOXKHOCTh HICHTU(HIMPOBATh JOCTATOYHO IIMPOKHH CHEKTp oO0bekToB. PaspabGoraHHas cuctema sBisieTcs Oe€30IacHOI,
HOCKOJIBKY YIIPABIISIETCS OMEPATOPOM, KOTOPBIH HAXOIUTCSI HAa OE30IIaCHOM PacCTOSHHH, MO3BOJISET MOJTYUUTh ClICHHAIbHBIE KapThI C
MOMETKAMH MECTHOCTH W HH(OpMaIeii 0 BO3MOXKHOM HAJIMYHMU IMOTCHIHAIBHO B3PBIBOOMACHBIX OOBEKTOB Ha ONpPEIeCHHBIX
ydacTKax MECTHOCTH U B I[EJIOM KapThl CHTHAJIOB METAJUIONCKATENS U TEIIOBH30pa.

KnioueBble cJI0Ba: B3pBHIBOOMACHBIH OOBEKT, MHHA; CHCTEMa BBUIBICHHS W WACHTH(UKAIUH; JPOH; TEIUIOBU30D;
METaJUIOIETEKTOP.

bibnioepaghiuni onucu / Bibliographic descriptions

[Maxuuis 1., XpycransoBa C. B., XpycramsoB K. JI. Cucrema BUsIBICHHS Ta iAeHTH(IKAIT MOTCHIIIHO BUOYXOHEOE3MEUHNX
00'eKTiB Ha BiAKpUTiit MictieBocTi. CyuacHuil cman HAyKosux 00CrioxceHs ma mexnonozii 6 npomucrosocmi. 2022. Ne 2 (20). C. 106—
112. DOI: https://doi.org/10.30837/1TSSI.2022.20.106

Pakhnyts, 1., Khrustalova, S., Khrustalev, K. (2022), "System for detection and identification of potentially explosive objects in
open area", Innovative  Technologies and  Scientific ~ Solutions  for  Industries, No.2(20), P.106-112.
DOI: https://doi.org/10.30837/ITSSI.2022.20.106



Viktor
Выделение


Cyuacnuti cmam HayKo8ux O0CILONCeHb Ma mexnHoao2il 6 npomuciosocmi. 2022. Ne 2 (20)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

AJI®ABITHUN ITOKAKYUK

65
76

13
13
47
40
85
85
92
55
92
85
27
40

65
40
65
55
92
47
76
76

55
76

ALPHABETICAL INDEX

65
76

13
13
47
40
85
85
92
55
92
85
27
40

65
40
65
55
92
47
76
76

55
76

113



Viktor
Выделение


HAYKOBE BUJIAHHA

CYUYACHUI CTAH HAYKOBUX JOCJIIIXKEHD TA
TEXHOJIOI'T B MTIPOMMCJIOBOCTI

HloxkBapTajbHUH HAYKOBUI )KYPHAJI

Ne 1 (19), 2022

Bianmosinaneauii cexperap xypHany 1. 1. Ileposa
Bianoinanbuwii 3a Bunyck 4. A. Kosanenko
Kowmm’torepna Bepctka 4. 1. Konomicys

AJIPECA PEJAKIII:

VYxkpaina, 61166, m. Xapkis, npocnekt Hayku, 14
Ten.: +38 (057) 704-10-51

Be6-caum: http://itssi-journal.com

E-mail: journal.itssi@gmail.com

dopmar 60x84/8. YMoB. apyk. apk. 11,25, Tupax 150 npum.

BinnpykoBaHo 3 rotoBux opurinan-makeTis B Tanorpadii ®OI1 Aunpees K.B.
€auHuH NepKaBHUN peecTp I0PUANYHUX 0Ci0 Ta (i3MYHUX OCIO-TiANPHUEMLIIB.
3ammc Ne24800170000045020 Bix 30.05.2003.

61166, Xapkis, Byi. Cepnosa, 4, Ten. 063-993-62-73
e-mail: ep.zakaz@gmail.com



http://itssi-journal.com/
mailto:journal.itssi@gmail.com
Viktor
Выделение


